CCEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
LINES: 250

-: 1819

: 94211

CCECEEEEEEEEECECEECEEEEEEECECEEEEEEEEEECEEEE

: cbl5eelcece796a8f83015baa396fc2d

: T946b0318b6e5ce2dcdf6ad4438cb4bfcfba8cdd72ff2785757edc3f1f1471172
: aeab8453991f9f89ee2aeecb44bc49cc9b99e3359

(CEEEEEEEE(C(C(CEEEEEEEEEEEEEEEEEEEEEEEEEEAEA
Content Type: application/octet-stream

(GQQECEEEERAREEEEARAEEEEAREEEEARRCEEEARCEEEA

D&S: [false, false, PE, MZ]
BAS: 204
ARC: [x86]



DYNAMIC FLOW

mode con cp select=1251

vssadmin delete shadows /all /quiet

"C:\Users\foo\Desktop\PAYLOAD.exe" -a

"C:\Windows\system32\cmd.exe"

"C:\Windows\System32\mshta.exe" "C:\Users\foo\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\Info.hta"

cmd.exe 1184

cmd.exe 3020

/

PAYLOAD .exe 3644 —» mshta.exe 3552

\

mshta.exe 1856

explorer.exe 2888 —» PAYLOAD.exe 2528 —» cmd.exe 3336 ——— » mode.com 1420

\ \

mode.com 3168

/

—— > vssadmin.exe 308

—— — » mode.com 728

\

vssadmin.exe 3208

cmd.exe 2020 vssadmin.exe 1924

RED ARROW = PROCESS SPAWNING A CHILD (ProcessName and PID)

ORANGE | GREEN ARROW = PROCESS TALKING TO AN IP ADDRESS (IP and Port)

CYAN ARROW = PROCESS TRYING TO TALK TO AN IP ADDRESS (IP and Port)
BLUE ARROW = PROCESS LISTENING ON A PORT




[B8-20-2018-89-54-541-> F: A\Users\foosAppDatasLocal\irtualStore\?8KSRibB8oD1vAl-quMLj1fAAADVbM+CK52tC5sA4s4=_F2B655EASBADY3CEFBE? . .da_vinci_code.id-E8643907. [heinonenforn
offPaol.com]l.combo *x 3498
[B8-20-2018-89-54-541-> F: \Users\foo“sAppData\Local\UirtualStoreN\awpRfQ—rSorhAy2xxgKAwCSf5k4GpohjueLR+emyH1A=_F2B655EASBAD?3CEFBE? .da_vinci_code.id-E8643907. [heinonenforn
of fPaol.com]l.combo *x 3498
[B8-20-2018-09-54-541-> F: \Users:foorAppData\Local\VirtualStore\BbGFoALw8B3I3muu3PD-nQ0ZUXA18wANPE4]l i6gqZe351=.F2B655EASOAD?3CEFBE?.da_vinci_code.id-E86439087.[heinonenforn
offPaol.com]l.combo *x 3498
[B8-20-2018—-09-54-541-> F: \Users:fooMsAppData\Local\VirtualStore\iQ¥gaMAczikUUtZKR667trXI-kUGuIDRD528Q%nsDkY=.F2B655EASBAD?3CEFBE?.da_vinci_code.id—-E8643907. [heinonenforn
offPaol.coml.combo ¢ 3498
[B8-20-2018-89-54-541-> F: \Users:\foo“AppDatasLocal\VirtualStore\k-LjyRaPQz2kW3pnPjhRRPUdn?Xf gBhUZL2qlkgorhg=.F2B655EASAAD?3CEFPE? . .da_vinci_code.id-E8643907. [heinonenforn
offPaol.com]l.combo ¢ 3490
[B8-20-2018-89-54-541-> F: \Users\foo“sAppDatasLocal\VirtualStore\nulrZ1luRR3 jun4o00uv0br?v?ezpdlxuBSMxMSL2YOmAk=.F2B655EASBADY3CEFBE? . .da_vinci_code.id-E8643907. [heinonenforn
offPaol.coml.combo ¢ 3498

feiponenfomofiffalcogy m— _

All your files have been encrypted!

All your files have been encrypted due to a security problem with your PC. If you want to restore them, write us to the e-mail heinonenfornoff@aol.com
Write this ID in the title of your message E8643907

In case of no answer in 24 hours write us to theese e-mails: peruginos@aol.com

You have to pay for decryption in Bitcoins. The price depends on how fast you write to us. After payment we wil send you the decryption tool that wil decrypt all your files.

Free decryption as guarantee

Before paying you can send us up to 1 fie for free decryption. The total size of files must be less than 1Mb (non archived), and files should not contain valuable information. (databases,backups, large excel sheets, etc.)

How to obtain Bitcoins
The easiest way to buy bitcoins is LocalBitcoins site. You have to register, click 'Buy bitcoins', and select the seller by payment method and price.

https://locabitcoins.com/buy_bitcoins

Also you can find other places to buy Bitcoins and beginners guide here:

http://www.coindesk.com/information/how-can-i-buy-bitcoins/

Attention!
« Do not rename encrypted fies.
« Do not try to decrypt your data using third party software, it may cause permanent data loss.
« Decryption of your fles with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.




Strings{IMP}

RSDS%~m
C:\crysis\Release\PDB\payload.pdb
mshta.exe

CryptSIPD11IsMyFileType
CertD1lVerifyRevocation
CertD11lVerifyCTLUsage
CryptD11lFormatObject
CertD11EnumSystemStore
CertD110penStoreProv
CryptCNGPKCS12GetMap
CryptCNGInitHMAC
CryptD11EncodeObject
CryptD1l1DecodeObject
CryptD11EncodeObjectEx

HMEN

Lmrv

Desktop
CryptD11ExtractEncodedSignatureParameters
CryptD11ExportPublicKeyInfoFromBCryptKeyHandle
Windows
CertDllUnregisterPhysicalStore
CertD11EnumPhysicalStore
CryptD1lExportPrivateKeyInfoEx
CryptD1lImportPrivateKeyInfoEx
CryptMsgD11CNGExportKeyTrans
CryptMsgD11CNGExportKeyAgree
CryptMsgD11CNGImportKeyTrans
CryptMsgD11CNGImportKeyAgree
CryptMsgD11lGenEncryptKey
CryptMsgDl1lExportEncryptKey
CryptMsgD1lImportEncryptKey
CryptMsgDllGenContentEncryptKey
CryptMsgD1lExportKeyTrans
CryptMsgDl1lExportKeyAgree
CryptMsgD1lExportMaillList
CryptMsgD1lImportKeyTrans
CryptMsgD11lImportKeyAgree
CryptMsgD1lImportMaillList

Windows

System32

/C:\

Windows

System32

mshta.exe
CryptD11EncodePublicKeyAndParameters
<META HTTP-EQUIV="MSThemeCompatible" CONTENT="Yes">
<TITLE id=dialogTitle>

Analyze Document

</TITLE>

<SCRIPT>

var L_Dialog_ErrorMessage = "An error has occurred in this dialog.";
var L_ErrorNumber_Text = "Error: ";

var L_NoErrors_Text = "No errors found.";

var L_FramesetInBody_Text = "This document might not display properly because there is a FRAMESET within the BODY of the document. The page author can resolve this problem by<OL><1i>Removing the BODY tag.</
li><1li>Insuring that there is no additional HTML code between the HEAD of the document and the FRAMESET.</li></ol><br><hr>";

var L_ContentAfterFrameset_Text = "This document might not display properly because there is content after the FRAMESET.<br><hr>";

var L_ObjectNotInstalled_Text = "The following OBJECT did not install properly.<BR>";

var L_AppletNotInstalled_Text = "The following APPLET did not install properly.<BR>";

var L_EmbedNotInstalled_Text = "The following EMBED did not install properly.<BR>";

var L_ObjectNotInstalledReasons_Text = "<br><br>This might have been caused by one of the following conditions:<OL><LI>Your current security settings prevent this OBJECT from being used.</1li><1i>This OBJECT wa:
not properly installed on your computer.</li><1i>The page or OBJECT was authored incorrectly.</li></ul><hr>";

var L_AppletNotInstalledReasons_Text = "<br><br>This might have been caused by one of the following conditions:<OL><LI>Your current security settings prevent this APPLET from being used.</li><1i>This APPLET wa:
not properly installed on your computer.</li><1i>The page or APPLET was authored incorrectly.</li></ul><hr>";

var L_EmbedNotInstalledReasons_Text = '"<br><br>This might have been caused by one of the following conditions:<OL><LI>Your current security settings prevent this EMBED from being used.</1li><1i>This EMBED was
not properly installed on your computer.</li><1i>The page or EMBED was authored incorrectly.</li></ul><hr>";

var L_ObjectNotApartmentModel_Text = "The following OBJECT may not work reliably in all circumstances because it doesn't use the Apartment threading model.<br>";

var L_StyleSheetNotInstalled_Text = "This document might not display properly because the following style sheet did not get installed: ";

</SCRIPT>

<SCRIPT LANGUAGE="JavaScript" src="analyze.js" defer></SCRIPT>

</HEAD>

<BODY ID=bdy onLoad="loadBdy()" style="font-family: 'MS Shell D1g';

font-size: 8pt; background: threedface; color: windowtext;"

topmargin=0 scroll=no>
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W32.RansomeDNZ.Trojan
Trojan.Ransom.Crysis.E

None

Trojan.Mauvaise.SL1
Ransom-WW!CB15EE1CECE7
Unsafe
Troj.Ransom.W32.Crusis.tpcS
Trojan/Filecoder.Crysis.1
Trojan ( 005331801 )

Trojan ( 005331801 )
Trojan.Ransom.Crysis.E
Mal_Crysis
Win32.Trojan.WisdomEyes.16070401.9500.9991
W32/Wadhrama.B
Ransom.Crysis

a variant of Win32/Filecoder.Crysis.P
Mal_Crysis

generic.ml

None
Trojan-Ransom.Win32.Crusis.to
Trojan.Ransom.Crysis.E

None
Trojan.Win32.Ransom.94720.F
Trojan-Ransom.Win32.Crysis.a
Trojan.Ransom.Crysis.E
Trojan.Ransom.Crysis.E (B)
None

Trojan.Ransom.Crysis.E
Trojan.Encoder.3953

None

heuristic
BehavesLike.Win32.Ransom.nc
W32/Crysis.L!tr.ransom
Troj/Criakl-G

static engine - malicious
W32/Trojan.ILH0-9216
Trojan.Crypren.ic
W32.Ransom.Gen
TR/Dropper.Gen

malware (ai score=100)
Trojan/Win32.AGeneric

None



