
Powershell 
Info 

First stage binary is a 64B payload compiled on 10/09/2017 

 

1st stage binary spawns powershell payload. Payload is buffered form one powershell to 

another powershell. This is to make sure that the payload remains fileLess and obfuscation is 

removed in the memory. Eventually a .tmp file is utilized by csc.exe 
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Here is the flow: 

1st stage Payload -> Powershell -Powershell -> Powershell -> Communicate to 

C2 and spawn CSC.exe 

Let’s look at he traffic flow 
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1st stage binary: 

        File %s\rlGnqU4iDgy3 is created: 

%s represents the path, where to drop this file 

 rlGnqU4iDgy3 is the name of  the file. 

Eventually this file is dropped in the %TMP% location. Powershell will call csc.exe to use 

citrus.exe. This is used to convert a resource file to an object file on the fly. 
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