
explorer.exe-2888 PAYLOAD.exe-2784

145.14.145.168 PORT:80

NWIUHo9Q.exe-3856

cmd.exe-3672

cmd.exe-624

cmd.exe-2760

cmd.exe-1760

cmd.exe-1368

cmd.exe-236

cmd.exe-2292

cmd.exe-3588

cmd.exe-4028

cmd.exe-300

cmd.exe-3504

cmd.exe-2336

cmd.exe-3156

cmd.exe-1236

cmd.exe-1000

System-4

10.0.0.10 PORT:445

10.0.0.10 PORT:139

10.0.0.1 PORT:445

10.0.0.3 PORT:445

10.0.0.2 PORT:445

10.0.0.6 PORT:445

10.0.0.1 PORT:139

10.0.0.5 PORT:445

10.0.0.3 PORT:139

10.0.0.4 PORT:445

10.0.0.2 PORT:139

10.0.0.6 PORT:139

10.0.0.9 PORT:445

10.0.0.5 PORT:139

10.0.0.8 PORT:445

10.0.0.4 PORT:139

10.0.0.7 PORT:445

10.0.0.16 PORT:445

10.0.0.9 PORT:139

10.0.0.15 PORT:445

10.0.0.8 PORT:139

10.0.0.14 PORT:445

powershell.exe-3484 78.47.139.102 PORT:80

wscript.exe-1688

cmd.exe-2080

cacls.exe-2804

takeown.exe-2908

8e5jUSTH.exe-2796

cmd.exe-1852

cmd.exe-3808

cmd.exe-3796

8e5jUSTH.exe-1620

cacls.exe-3344

takeown.exe-3472

cmd.exe-3364

cacls.exe-4020

takeown.exe-3212

cmd.exe-228

8e5jUSTH.exe-3900

cacls.exe-224

cmd.exe-2272

8e5jUSTH.exe-3636

8e5jUSTH.exe-652

8e5jUSTH.exe-3740

8e5jUSTH.exe-2136

8e5jUSTH.exe-3548

8e5jUSTH.exe-3588

8e5jUSTH.exe-3736

cacls.exe-2988

takeown.exe-3416

cmd.exe-628

schtasks.exe-3940

8e5jUSTH64.exe-1956

8e5jUSTH64.exe-3672

takeown.exe-2576

cmd.exe-232

8e5jUSTH.exe-3928

8e5jUSTH64.exe-864

8e5jUSTH64.exe-3840

8e5jUSTH.exe-3348

8e5jUSTH.exe-1480

cacls.exe-3696

takeown.exe-3768

cmd.exe-3964

8e5jUSTH.exe-3136

cacls.exe-2912

takeown.exe-2608

8e5jUSTH.exe-496

8e5jUSTH.exe-2532

8e5jUSTH.exe-224

8e5jUSTH64.exe-1928

8e5jUSTH64.exe-2988

cacls.exe-996

8e5jUSTH.exe-1224

8e5jUSTH64.exe-940

takeown.exe-2512

8e5jUSTH.exe-2760

8e5jUSTH64.exe-3364

cacls.exe-240

takeown.exe-236

cmd.exe-4036

8e5jUSTH.exe-3756

8e5jUSTH.exe-1956 8e5jUSTH64.exe-2388

8e5jUSTH64.exe-2192

8e5jUSTH64.exe-1368

cacls.exe-3084

takeown.exe-1012

8e5jUSTH.exe-2752

8e5jUSTH64.exe-3808

cacls.exe-2172

takeown.exe-908

cmd.exe-3816

8e5jUSTH.exe-1504

8e5jUSTH64.exe-3420

8e5jUSTH.exe-868

8e5jUSTH64.exe-248
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