
SCARAB MALWARE
Encryption of Files         =  OFFLINE OR C2 
FileNaming Convention =  BASE64 OR Normal 
Written in                        =  Borland\Delphi 
Encryption Algo              =   AES with key cycling 
Attackers Email             =   suupport@protonmail.com 
                                             bitkick@protonmail.com 
FileExtension                  =  <File>.protonmail.com.SCARAB 

                                           <b64>.protonmail.SCARAB.COM
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ALL - COMMANDS

FLOW (OFFLINE VARIANT)



FLOW (Command & Control 88.99.66.31:80). Different Variant
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TRAFFIC (Command & Control 88.99.66.31:80)
UDP

3WAY GET

RESPONSE
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C:\Users\foo\AppData\Roaming\sevnz.exe     [ 0x00400000 ]
C:\Windows\SysWOW64\ntdll.dll     [ 0x773F0000 ]
C:\Windows\syswow64\kernel32.dll     [ 0x75170000 ]
C:\Windows\syswow64\KERNELBASE.dll     [ 0x75270000 ]
C:\Windows\syswow64\oleaut32.dll     [ 0x764A0000 ]
C:\Windows\syswow64\ole32.dll     [ 0x76620000 ]
C:\Windows\syswow64\msvcrt.dll     [ 0x76920000 ]
C:\Windows\syswow64\GDI32.dll     [ 0x76410000 ]
C:\Windows\syswow64\USER32.dll     [ 0x752C0000 ]
C:\Windows\syswow64\ADVAPI32.dll     [ 0x769D0000 ]
C:\Windows\SysWOW64\sechost.dll     [ 0x76BF0000 ]
C:\Windows\syswow64\RPCRT4.dll     [ 0x76530000 ]
C:\Windows\syswow64\SspiCli.dll     [ 0x74F60000 ]
C:\Windows\syswow64\CRYPTBASE.dll     [ 0x74F50000 ]
C:\Windows\syswow64\LPK.dll     [ 0x76260000 ]
C:\Windows\syswow64\USP10.dll     [ 0x76B50000 ]
C:\Windows\system32\mpr.dll     [ 0x74030000 ]
C:\Windows\syswow64\wininet.dll     [ 0x76EF0000 ]
C:\Windows\syswow64\SHLWAPI.dll     [ 0x755B0000 ]
C:\Windows\syswow64\Normaliz.dll     [ 0x773C0000 ]
C:\Windows\syswow64\urlmon.dll     [ 0x762D0000 ]
C:\Windows\syswow64\CRYPT32.dll     [ 0x74FC0000 ]
C:\Windows\syswow64\MSASN1.dll     [ 0x76A70000 ]
C:\Windows\syswow64\iertutil.dll     [ 0x76C10000 ]
C:\Windows\syswow64\shell32.dll     [ 0x75610000 ]
C:\Windows\system32\IMM32.DLL     [ 0x753C0000 ]
C:\Windows\syswow64\MSCTF.dll     [ 0x76A80000 ]
C:\Windows\system32\uxtheme.dll     [ 0x72E90000 ]
C:\Windows\WinSxS\x86_microsoft.windows.common-
controls_6595b64144ccf1df_6.0.7600.16385_none_421189da2b7fabfc\comctl32.dll     [ 0x748C0000 ]
C:\Windows\syswow64\CLBCatQ.DLL     [ 0x750E0000 ]
C:\Windows\system32\propsys.dll     [ 0x72830000 ]
C:\Windows\system32\ntmarta.dll     [ 0x74820000 ]
C:\Windows\syswow64\WLDAP32.dll     [ 0x76E10000 ]
C:\Windows\system32\apphelp.dll     [ 0x74230000 ]
C:\Windows\syswow64\SETUPAPI.dll     [ 0x76780000 ]
C:\Windows\syswow64\CFGMGR32.dll     [ 0x76E60000 ]
C:\Windows\syswow64\DEVOBJ.dll     [ 0x75560000 ]
C:\Windows\system32\profapi.dll     [ 0x748B0000 ]
C:\Windows\syswow64\ws2_32.DLL     [ 0x76280000 ]
C:\Windows\syswow64\NSI.dll     [ 0x762C0000 ]
C:\Windows\system32\dnsapi.DLL     [ 0x74C90000 ]
C:\Windows\system32\iphlpapi.DLL     [ 0x74C70000 ]
C:\Windows\system32\WINNSI.DLL     [ 0x74D30000 ]
C:\Windows\system32\RASAPI32.dll     [ 0x74850000 ]
C:\Windows\system32\rasman.dll     [ 0x74800000 ]
C:\Windows\system32\rtutils.dll     [ 0x74BF0000 ]
C:\Windows\system32\sensapi.dll     [ 0x74A60000 ]
C:\Windows\system32\NLAapi.dll     [ 0x747F0000 ]
C:\Windows\System32\mswsock.dll     [ 0x747A0000 ]
C:\Windows\System32\winrnr.dll     [ 0x74790000 ]
C:\Windows\system32\napinsp.dll     [ 0x74780000 ]
C:\Windows\system32\pnrpnsp.dll     [ 0x74760000 ]
C:\Windows\system32\wshbth.dll     [ 0x74750000 ]
C:\Windows\System32\wshtcpip.dll     [ 0x74740000 ]
C:\Windows\System32\wship6.dll     [ 0x74730000 ]
C:\Windows\system32\rasadhlp.dll     [ 0x747E0000 ]
C:\Windows\System32\fwpuclnt.dll     [ 0x74340000 ]

C:\Windows\SysWOW64\mshta.exe     [ 0x00A20000 ]
C:\Windows\SysWOW64\ntdll.dll     [ 0x773F0000 ]
C:\Windows\syswow64\kernel32.dll     [ 0x75170000 ]
C:\Windows\syswow64\KERNELBASE.dll     [ 0x75270000 ]
C:\Windows\syswow64\ADVAPI32.dll     [ 0x769D0000 ]
C:\Windows\syswow64\msvcrt.dll     [ 0x76920000 ]
C:\Windows\SysWOW64\sechost.dll     [ 0x76BF0000 ]
C:\Windows\syswow64\RPCRT4.dll     [ 0x76530000 ]
C:\Windows\syswow64\SspiCli.dll     [ 0x74F60000 ]
C:\Windows\syswow64\CRYPTBASE.dll     [ 0x74F50000 ]
C:\Windows\SysWOW64\mshtml.dll     [ 0x72030000 ]
C:\Windows\syswow64\PSAPI.DLL     [ 0x76270000 ]
C:\Windows\syswow64\GDI32.dll     [ 0x76410000 ]
C:\Windows\syswow64\USER32.dll     [ 0x752C0000 ]
C:\Windows\syswow64\LPK.dll     [ 0x76260000 ]
C:\Windows\syswow64\USP10.dll     [ 0x76B50000 ]
C:\Windows\syswow64\ole32.dll     [ 0x76620000 ]
C:\Windows\syswow64\urlmon.dll     [ 0x762D0000 ]
C:\Windows\syswow64\OLEAUT32.dll     [ 0x764A0000 ]
C:\Windows\syswow64\SHLWAPI.dll     [ 0x755B0000 ]
C:\Windows\syswow64\CRYPT32.dll     [ 0x74FC0000 ]
C:\Windows\syswow64\MSASN1.dll     [ 0x76A70000 ]
C:\Windows\syswow64\iertutil.dll     [ 0x76C10000 ]
C:\Windows\SysWOW64\msls31.dll     [ 0x73D80000 ]
C:\Windows\SysWOW64\VERSION.dll     [ 0x73190000 ]
C:\Windows\system32\IMM32.DLL     [ 0x753C0000 ]
C:\Windows\syswow64\MSCTF.dll     [ 0x76A80000 ]
C:\Windows\SysWOW64\ntmarta.dll     [ 0x74820000 ]
C:\Windows\syswow64\WLDAP32.dll     [ 0x76E10000 ]
C:\Windows\system32\uxtheme.dll     [ 0x72E90000 ]
C:\Windows\SysWOW64\dwmapi.dll     [ 0x74C50000 ]
C:\Windows\syswow64\CLBCatQ.DLL     [ 0x750E0000 ]
C:\Windows\WinSxS\x86_microsoft.windows.common-
controls_6595b64144ccf1df_6.0.7600.16385_none_421189da2b7fabfc\comctl32.dll     [ 0x748C0000 ]
C:\Windows\system32\msimtf.dll     [ 0x74060000 ]
C:\Windows\SysWOW64\OLEACC.DLL     [ 0x73A60000 ]
C:\Windows\SysWOW64\CRYPTSP.dll     [ 0x74D40000 ]
C:\Windows\system32\rsaenh.dll     [ 0x74CE0000 ]
C:\Windows\SysWOW64\RpcRtRemote.dll     [ 0x74720000 ]
C:\Windows\SysWOW64\SXS.DLL     [ 0x73070000 ]
C:\Windows\SysWOW64\ieframe.dll     [ 0x71210000 ]
C:\Windows\syswow64\SHELL32.dll     [ 0x75610000 ]
C:\Windows\SysWOW64\jscript.dll     [ 0x72FB0000 ]
C:\Windows\SysWOW64\wshom.ocx     [ 0x73280000 ]
C:\Windows\SysWOW64\MPR.dll     [ 0x74030000 ]

STAGE 1



Registry Value

File encryption started. File names are replaced with base64 format

Ransom Message

OR
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SCARAB BACKGROUND
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Usman Durrani




Some of the scarab ransomware has no decryption path and machine will reboot into 
the following



\Sessions\1\BaseNamedObjects\uSjBVNE 
\Sessions\1\BaseNamedObjects\c:!users!foo!appdata!local!microsoft!windows!history!
history.ie5! 
\Sessions\1\BaseNamedObjects\_!MSFTHISTORY!_ 
\Sessions\1\BaseNamedObjects\c:!users!foo!appdata!local!microsoft!windows!temporary 
\Sessions\1\BaseNamedObjects\c:!users!foo!appdata!roaming!microsoft!windows!cookies! 
\Sessions\1\BaseNamedObjects\WininetStartupMutex 
\Sessions\1\BaseNamedObjects\WininetConnectionMutex 
\Sessions\1\BaseNamedObjects\WininetProxyRegistryMutex 
\Sessions\1\BaseNamedObjects\HGFSMUTEX 
\Sessions\1\BaseNamedObjects\RasPbFile 
\Sessions\1\BaseNamedObjects\ZonesCounterMutex 
\Sessions\1\BaseNamedObjects\ZoneAttributeCacheCounterMutex 
\Sessions\1\BaseNamedObjects\ZonesCacheCounterMutex 
\Sessions\1\BaseNamedObjects\ZoneAttributeCacheCounterMutex 
\Sessions\1\BaseNamedObjects\!IETld!Mutex 
\Sessions\1\BaseNamedObjects\ZonesLockedCacheCounterMutex 
\Sessions\1\BaseNamedObjects\c:!users!foo!appdata!roaming!microsoft!windows!ietldcache! 
\Sessions\1\BaseNamedObjects\!IETld!Mutex 

MUTEX



Possible key(s) cycled


