| PERSONALLY THINK ANNABELLE RANSOMWARE WAS A POC EFFORT. ITS NOT WELL WRITTEN.
CODE SIZE IS HUGE (CLOSE TO 16M).
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DECRYPTION KEY IS STATICALLY EMBEDDED WITHIN THE PAYLOAD. FOLLOWING IS THE KEY (IN RED)
WHYECVX64UX2ZJVEDETEYRLN

THERE IS NO DECRYPTION PATH AVAILABLE. EVEN IF THE ABOVE KEY IS PROVIDED, MACHINE WILL BOOT INTO
BLUE SCREEN OF DEATH, CAUSED BY ANOTHER PAYLOAD CALLED

“MBRICOREX”

LAST BUT NOT LEAST, THE MALWARE IS PRETTY CREEPY. HERE IS THE VIDEO.

https:// www.youtube.com/watch?v=Hqglsamh 6RA



https://www.youtube.com/watch?v=HqIsamh_6RA

PROCESS FLOW

——————————— » MBRiCoreX PAYLOAD

vssadmin.exe 3580

;

vssadmin.exe 1592 taskkill.exe /F /IM wininit.exe

explorer.exe 2384 Annabelle.exe 1840

v
CRASH
shutdown.exe -r -t 00 -f
BOOTS INTO RANSOM SCREEN
vssadmin delete shadows /all /quiet v
C:\Windows\system32\vssvc.exe ALTER MBR

C:\Windows\System32\svchost.exe -k swprv
vssadmin delete shadows /all /quiet
NetSh Advfirewall set allprofiles state off

HKCU\Software\Microsoft\Windows\CurrentVersion\Run\UpdateBackup

C:\Windows\System32\shutdown.exe -r -t 00 -f

CreateProcessW ( NULL, "vssadmin delete shadows /all /quiet", NULL, NULL, FALSE, NORMAL_PRIORITY_CLASS, NULL, NULL, .., ..)
CreateProcessW ( NULL, "vssadmin delete shadows /all /quiet", NULL, NULL, FALSE, NORMAL_PRIORITY_CLASS, NULL, NULL, .., ..)
CreateProcessW ( NULL, "NetSh Advfirewall set allprofiles state off", NULL, NULL, FALSE, NORMAL_PRIORITY_CLASS, NULL, NULL, .., ..);
strcmp ("set_ShutdownStyle", "get_RunNextInstanceDelegate" );
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shutdown.exe -r -t 00 -f
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taskkill.exe /F /IM wininit.exe
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c RASH AN D MODI FY M B R e , detected and windows has b s down to prevent damage

y exited or been

db "taskkill.exe /F /IM wininit.exe",0;

db "C:\Windows\System32\taskkill.exe /F /IM wininit.exe",0;
db "shutdown.exe -r -f -t 0", 0;

db "C:\Windows\System32\shutdown.exe -r -f -t 0",0;

GetDiskFreeSpaceEx() —> PhysicalDriveN —> CreateFile()

al support group for further assistance.

ebx = CreateFileA("\\.\PhysicalDrive0", 0x10000000, 0x3, 0x0, 0x3, ...);
WriteFile_413194(ebx, .., 0x8000, .., 0x0);

CloseHandle(ebx);

WinExec("taskkill.exe /F /IM wininit.exe", 0x0);
WinExec("C:\Windows\System32\taskkill.exe /F /IM wininit.exe", 0x0);
LookupPrivilegeValueA(0x0, ...);

AdjustTokenPrivileges(HANDLE, ...);



EXECUTION

- DISABLE WINDOWS FEATURES E.G. FIREWALL
START ENCRYPTING FILES

REBOOT

- BOOT INTO RANSOM SCREEN WITH A TIMER
TIMER EXPIRY

MBRICOREX PAYLOAD

- BLUE SCREEN OF DEATH

CREDITS && INFORMATION



vssadmin delete shadows /all /quiet
C:\Windows\system32\vssvc.exe
C:\Windows\System32\svchost.exe -k swprv

ANNABELLE EXECUTION

vssadmin delete shadows /all /quiet
NetSh Advfirewall set allprofiles state off
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\UpdateBackup

Warning! Do you got .NET Framework '4.5' (not 4.0)? I you are not running it with
.NET Framework '4.5' then the TROJAN wont work! If you got .NET Framework
'4.5' then press on 'yes' if not then on 'no'!

'8' Locok in the folder and run the setup of .NET Framework '4.5" to install it!
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| | fool.t ANNABELLE Pmﬁ_

General | Security | Details | Previous Versions |

foo1bd ANNABELLE What happened to my files?

[Allyour files are encrypted and secured with a strong key. There is no way to get them
Iback without your personal key

_> C:\Window ystem32\shutdown.exe -r -t 00 -f _> How can | get my personal key?
Type of file:  ANNABELLE File (ANNABELLE) Wel, you need to pay for . You need to visit ane of the special ste below & then you need to

lenter your personal D fyou find it on the top) & buy it. Actually it costs exactly 0.1 Bitcoins.
N E . Darknet Site: http://annabelle 85xtbxivki onionAbxlyki
Openswith: || Windows Shell Commor Change... ' Darknet Ste: btip //annabelle5d dmbtyyk.onion/mbtyyk

How can | get access to the site?

You easiy need to download the Torbrowser. you can get it from this site
https-//www torproject .org.

What is goin to happen if I'm not going to pay?
if you are not going to pay. then the countdown will easly ran out and then your system wil
o2 b U s e it o ettt e facror &

emsrkelonas will e sk 2 eruackh Exsten

WinExec("taskkill.exe /F /IM wininit.exe'", 0x0);

shut down to prevent damage

exited or been
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Since there is no decryption path, same code path
will be followed i.e. crash -> blue screen -> reboot ->
hijack BOOT / alters MBR




ACTIVITY

\autorun.inf

[autorun]

open=

shellexecute=

autorun.inf

C:\Savel.txt

C:\Detect.txt

vssadmin delete shadows /all /quiet

NetSh Advfirewall set allprofiles state off

WScript.Shell
regwriteR

HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows Defender\DisableAntiSpyware
HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows Defender\DisableRoutinelyTakingAction_
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\WindowsDefenderMAJ
HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\WindowsDefenderMAJ
HKEY_CURRENT_USER\Software\Microsoft\Windows Script Host\Settings\Enabled
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows Script Host\Settings\Enabled
HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows NT\SystemRestore\DisableSRQ
HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows NT\SystemRestore\DisableSR
HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows NT\SystemRestore\DisableConfigl
HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows NT\SystemRestore\DisableConfig
HKEY_CURRENT_USER\SYSTEM\CurrentControlSet\Services\USBSTOR
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\USBSTORZ
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System\DisableTaskMgr
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System\DisableTaskNMgr
HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\DisableCMD
HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\System\DisableCMD9
HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\DisableCMD
HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\DisableCMDG
HKEY_CURRENT_USER\Software\Policies\Microsoft\Windows\System\DisableCMD
HKEY_CURRENT_USER\Software\Policies\Microsoft\DisableCMDe
HKEY_CURRENT_USER\Software\Policies\Microsoft\MMC\{8FCOB734-A0E1-11D1-A7D3-0000F87571E3}\Restrict_Run
HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\MMC\{8FCOB734-A0E1-11D1-A7D3-0000F87571E3}\Restrict_Run
HKEY_CURRENT_USER\SOFTWARE\Policies\Microsoft\Windows Defender\Real-Time Protection\DisableRealtimeMonitoring
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows Defender\Real-Time Protection\DisableRealtimeMonitoring
HKEY_CURRENT_USER\SYSTEM\CurrentControlSet\Services\SecurityHealthService
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SecurityHealthService
HKEY_CURRENT_USER\SYSTEM\CurrentControlSet\Services\WdNisSvc=
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WdNisSvc
HKEY_CURRENT_USER\SYSTEM\CurrentControlSet\Services\WinDefend
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\WinDefend
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\EnableLUA
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoControlPanel
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\SafeBoot\Minimal\MinimalX
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoRunS
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\NoRun
SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System\DisableRegistryTools
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System\DisableRegistryToolsb
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Options\msconfig.exe
Options\taskmgr.exe
Options\cmd.exe
Options\chrome.exea
Options\firefox.exe
Options\opera.exe
Options\microsoftedge.exe
Options\microsoftedgecp.exe
Options\notepad++.exe
Options\iexplore.exe
Options\notepad.exe
Options\MSASCuil.exe
Options\mmc.exe
Options\gpedit.msct
Options\UserAccountControlSettings.exed
Options\Autoruns64.exeb
Options\Autoruns.exe
Options\systemexplorer.exeb
Options\taskkill.exe
Options\powershell.exe"
Options\yandex.exe"
Options\attrib.exea
Options\bcdedit.exe
Options\sethc.exe
Options\mspaint.exe
Options\dllhost.exe
Options\rundl132.exe
Options\rundll.exea
Options\cabinet.dll
Options\chkdsk.exea
Options\DBGHELP.exe
Options\DCIMAN32.exe
Options\wmplayer.exe
Options\ksuser.dllb
Options\mpgddmod.dl1l
Options\mydocs.dll"®
Options\rasman.dlld
Options\shellstyle.dll"
Options\secpol.msc]
Options\url.dll
Options\usbui.dll
Options\webcheck.dl1l
Options\recoverydrive.exe
Options\logoff.exea
Options\contro

IT KILLED THE FOLLOWING PROCESSES

ProcessHacker
procexp64
msconfig
taskmgr

chrome

firefox

regedit

opera
UserAccountControlSettings
yandex
microsoftedge
microsoftedgecp
iexplore



