
• MSOXMLED.EXE process the XML Document. 
• MSOXMLED Opens the WINWORD.exe by using CreateProcess() 

function 
• WINWORD talks to an external IP address to download the second 

stage payload 
• WINWORD starts stage two binary (InfoStealer) 

Let’s look at Macro Payload: 



 

 



Macro will generate the following traffic 

DNS 
 

3 Way HandShake 



DATA TRAFFIC 

 



 

The dropped file will be saved in user Temp location and run by 
WINWORD. Check the following traffic pattern 

Stage two, 3 Way HandShake 



 
Stage two DATA TRAFFIC 

 Here is the visual summary:  

2nd stage payload spawns another copy of  itself  (SUSPENDED STATE) and 
communicates to an external ip address. 



Payload continues to communicate to CnC. Once done it will close the connection. 
 	  
 	 shutdown(SOCK_DESCRIPTOR, 2) 

Second parameter 2 would try to shutdown both send() and recv(). Payload uses 
ntDelayExecution and sleeps for 15000 milliSeconds (15 seconds) before the next 
iteration. Its also added to the registry for autoRun 

2nd stage starts gathering information and exfiltrate to 146.71.94.250. Payload 
will collate information, running processes and files about users 
software & drivers on the machine. 

\\%COMPUTERNAME% 
%SystemDrive% 
%SystemRoot% 
%ProgramFiles% 
%ALLUSERSPROFILE% 
%USERPROFILE% 
%APPDATA% 
pszDesktopTitleW 
Microsoft Unified Security Protocol Provider 
InitSecurityInterfaceA 
Software\Microsoft\Windows\CurrentVersion\Internet Settings\Accepted 
Documents 

@echo off  
ping 192.0.2.2 -n 1 -w %d >nul 2>&1 
DEL /s "%s" >nul 2>&1 
call :deleteSelf&exit /b 



:deleteSelf  
start /b "" cmd /c del "%%~f0"&exit /b 
http://%s%s 
wcnwClass 
%.2d/%.2d/%d %.2d:%.2d:%.2d 
;UPZA 
TEMP 
%N\%N.UAU 
%s*.* 

I can’t get into all the details of  exfiltration but its similar to a netwire trojan. 
Netwire uses AES-256 encryption. Trojan receives instructions / commands from 
the CnC. It executes the command and post the output back to the CnC. You can 
look it up, netwire payload is pretty interesting. 






