INDICATORS




019085a76ba7126ff122770d71bd901c325fc68ac55aa743327984e891t4b0134
0f5d7e6dfdd62c83eb096bal93b5ae394001bac036745495674156ead6557589
1817a5bt9¢c01035bcf8a975¢c9t1d94b0ce7t6a200339485d8193859f8F6d730cC
292327e5c94afa352cc5a02ca273df54312020d0e76368ff96c8414e90778712
2adelac8911ad6a23498230a5e119516db47f6e766871f804e2512cc9bcfda2b0
32519b85c0b422e4656de6e6c41878e951fd95026267daab4215ee59¢c107d6¢c77
53f8dfc65169ccdaf21b72a62e0c22a4db7c40771002tfa742717d41b3c40f2c7
a25cadd48d70f6eadc4a241d99c5241269e6facch4054e62d16784640f8e53bc
abe22cf0d78836c3ead72daeaft4c5eeat9c29b6feb597741651979fc8fhd2417
aclb2b89e60707a20e9eblcad480bc3410ead40643b386d624c5d21b47c02917c
b820e8a2057112d0ed73bd7995201dbed79a79e13c79d4bdad81a221t12387e07
c09040d35630d75dfef0f8041320f8b3d16a481071076918e9b236a321clea77
cl5abaft51e78ca56c0376522d699c978217bT041a3bd3c71d09193efa5717c71
ce77d116a074dab7a22a0fd4f2clab475f1l6eec42elded3cOb0aa8211fe858d6
d0d626deb31t9484e649294a8dfa814c55681f846d5aa02d4cdad5d041a29d5600
d3c6785e18fbha3749fb785bc313¢cf83461821f532¢c59172b69adfb31b96a5d0af
dab758b1t98d9b36Tfa057a66cd0284737abt89857b73¢ca89280267ee7caf62f3b
db9e63337dacf0c0flbaa06145fd5f1007002c63124199180f520acl11d551420
eb6fab5a2964c58171tb239a7a5079cabca0ad0464fb3e07155f28b0a57a2c0ed



HASH COMPILATION-TIME

ce77d116a074dab7a22a0fd4f2c1ab4d75f16eec42e1ded3cOb0aa8211{fe858d6 ——» 2020-05-11 21:33:50

a25cadd48d70f6ea0c4a241d99c¢5241269¢e6faccb4054e62d16784640f8e53bc —» 2019-10-10 13:28:10
9

NAME
d3c6785e18fba3749fb785bc313cf8346182f532¢59172b69adfb31b96a5d0af ——»» 2019-10-11 08:45:1
—p>
SolarWinds.Orion.Core.BusinessLayer.dll \
—>
32519b85c0b422e4656de6e6c41878e95fd95026267daabd215ee59¢107d6¢77 —» 2020-03-24 08:53:43 — -END-

abe22cf0d78836¢c3eal72dacafdc5eeaf9c29b6feb597741651979fc8fbd2417 ——» 2020-03-25 19:04:53

019085a76ba7126f1f22770d71bd901c325fc68ac55aa743327984e89f4b0134 ——» 2020-04-21 14:54:41

CORE-2019.4.5220.20574-SolarWinds-Core-v2019.4.5220-Hotfix5.msp —» d0d626deb3f9484e649294a8dfa814c5568{846d5aa02d4cdad5d041a29d5600

_ —+

X509-Cert » 439bcd0al7d53837bc29fb51c0abd9dS52a7472271971 33f8ad794d9ccOef1916/'

app_web_logoimagehandler.ashx.b6031896.d11 » clS5abaf51e78ca56c0376522d699c¢978217bf041a3bd3c71d09193efa5717c71




NAME


HASH


COMPILATION-TIME


DOMAIN

LIFE-TIME

6a57jk2bald9keglScbg.appsync-api.eu-west-1.avsvmcloud.com —» 2020-06-13 09:20:41 —» 2020-06-13 09:20:41

7sbvaemscsOmc925tb99.appsync-api.us-west-2.avsvmcloud.com —» 2020-06-11 22:37:33 —» 2020-06-11 22:37:33

A:hS56599gqh538acqn.appsync-api.us-west-2 avsvmcloud.com —» 2020-06-13 08:48:40 —» 2020-06-13 08:48:41

TYPECNAME — *

\11vpgv9pqu02ffo77et.appsync-api.us-east—2.avsvmcloud.com —» 2020-06-20 02:54:06 —» 2020-06-20 02:54:06

kSkcubuassl3alrf7gm3.appsync-api.eu-west-1.avsvmcloud.com —» 2020-07-22 17:15:57 —» 2020-07-22 17:15:58

mhdosoksaccf9sni9icp.appsync-api.eu-west-1.avsvmcloud.com ——» 2020-07-23 18:43:00 —» 2020-07-23 18:43:00

deftsecurity.com
freescanonline.com

thedoccloud.com
websitetheme.com

g

TYPEA » highdatabase.com

\

incomeupdate.com

databasegalore.com

panhardware.com

» 2020-02-14 03:47:49 —» 2020-12-13 19:28:44

T

» 2020-02-11 11:00:04 —» 2020-12-13 19:25:56 —» -END-

/

» 2020-02-09 20:03:38 —» 2020-12-10 03:24:23

» 2020-02-04 16:27:45 —» 2020-06-25 23:58:55

» 2019-12-28 00:07:06 —» 2020-12-06 03:51:20

» 2019-10-04 17:57:00 —» 2020-10-01 18:45:00

» 2020-03-12 10:49:00 —» 2020-12-13 21:23:00

/

» 2020-03-11 15:32:00

2020-12-13 21:31:00

e
» 2020-05-14 03:09:00

zupertech.com

\ 2017-11-12 16:23:00

2016-08-18 13:06:00



DOMAIN


LIFE-TIME


etrncom | | | | | | | | | | | | | | | | | | | |

highdatabase.com -~ - Apri5 .- Apr22 .- Apr29 .- May 06 - - May 13 - - May20 - May 27 ... Jun03 - Junl10 -+ - Jun17 - Jun24 .- JulOl veee- Julo8 oo Julls - o Jul22 e Jul29 ... Aug05 - Augl12 - Aug19 - Aug 26 -
thedoccloud.com
deftsecurity.com | | | | | | | | | | | | | | | | | | | |

DOMAINS LIFETIME
| | | | | | | | | | | | | | | | | | |

Jan 20 Jan 13 Jan 06 Deo 300 - Dec23 - Dec16 - Dec09 - Dec02 - Nov25 - Nov 18 - Nov 1l - Nov 04 - Oct28 - Oct2] - Oct14 - Oct07 «- - Sep30 - Sep23 ---- Sep16 -+ -

| | | | | | | | | | | | | | | | | | |

. | | | | % | | | R —! } ! ! ! } ! ]
Mar 02 Mar 09 - Mar 16 Mar 23 Mar 30 Apr06 Apr13——————Apr20 Apr27 May 04— May H
— ; i % { : i ! } { ; {
Dec 14 - Dec 07 Nov-30 Nov23 ——— Nov 16 ——— Nov09 —— Nov02 Oct 26 Oct 19— Oet-12 et 05— Sep 28 Sep 21

4 | | )| 1 1 1 | | | 1 | | | | 1 | | | |

4 I 1 1 1 1 I I I I I 1 I I 1 I I 1 I ] ]
DGA IS USED TO GET A CNAME. geftsecuriy-£om -
CNAME WILL POINT TO ONE OF THE FOLLOWING DOMAIN NAMES, THAT WILL WORK
AS THE C2

Q

"“"onlln._m



