
Bundle-856-NPM-NTA-Eval.exe-6556 OrionInstaller.Bootstrapper.exe-2632

23.208.234.17 PORT:80

SolarWinds.Administration.Client.exe-7040

74.115.13.127 PORT:80

74.115.13.127 PORT:443

8081
OPEN-PORT

CefSharp.BrowserSubprocess.exe-6176

CefSharp.BrowserSubprocess.exe-3516

172.217.19.14 PORT:443

216.58.207.106 PORT:443

216.239.38.120 PORT:443

216.58.208.227 PORT:443

CefSharp.BrowserSubprocess.exe-1972

23.208.234.17 PORT:443

VCREDIST2008-9.0.30729.5677-vcredist_2008SP1_x86.exe-1356

VCREDIST2010-10.0.30319.415-vcredist_2010_x86.exe-1228

VCREDIST2012-11.0.61030.0-vcredist_2012_x64.exe-6160

VCREDIST2013-12.0.30501.0-vcredist_2013_x86.exe-7076

VCREDIST2013-12.0.30501.0-vcredist_2013_x64.exe-3444

VCREDIST2017-14.15.26706.0-vcredist_2017_x64.exe-3372

VCREDIST2017-14.15.26706.0-vcredist_2017_x86.exe-4184

SQLEXPR_ADV_x64_ENU.exe-5908

SOLARWINDS.ORION.CODINGUTILS.UPGRADEHELPER-1.4.0.318-SolarWinds.Opkg.UpgradeHelper.exe-3368

SOLARWINDS.CLICLIENT.UPGRADEHELPER-7.12.1.711-SolarWinds.Opkg.UpgradeHelper.exe-5872

DEVICECONTEXT.UPGRADEHELPER-8.2.0.512-SolarWinds.Opkg.UpgradeHelper.exe-6240

ACCESSDATABASEENGINE-16.0.4519.1000-AccessDatabaseEngine_X64.exe-6196

NPCAP-0.9986.0.56-npcap-0.9986-oem.exe-3304

net.exe-972

ConfigurationWizard.exe-3572

svchost.exe-744

WmiPrvSE.exe-2428

TiWorker.exe-1360

WmiPrvSE.exe-4648

backgroundTaskHost.exe-3568

RuntimeBroker.exe-4052

TiWorker.exe-5856

backgroundTaskHost.exe-1840

smartscreen.exe-5516

RuntimeBroker.exe-332

WmiPrvSE.exe-6484

backgroundTaskHost.exe-508

WmiPrvSE.exe-4244

TiWorker.exe-5876

FileCoAuth.exe-2196

smartscreen.exe-1972

backgroundTaskHost.exe-5108

backgroundTaskHost.exe-524

RuntimeBroker.exe-2292

backgroundTaskHost.exe-5660

backgroundTaskHost.exe-2428

TiWorker.exe-2892

Microsoft.Photos.exe-552

RuntimeBroker.exe-532

smartscreen.exe-11252

backgroundTaskHost.exe-9600

backgroundTaskHost.exe-10628

RuntimeBroker.exe-10372

WmiPrvSE.exe-8568

backgroundTaskHost.exe-14060

RuntimeBroker.exe-5444

services.exe-628

svchost.exe-512

svchost.exe-6580

SgrmBroker.exe-7156

sppsvc.exe-6392

svchost.exe-5132

sppsvc.exe-972

WmiApSrv.exe-6148

msiexec.exe-4904

TrustedInstaller.exe-7160

msiexec.exe-5832

sqlwriter.exe-6936

svchost.exe-3296

sqlservr.exe-5864

fdlauncher.exe-3480

sqlservr.exe-1212

fdlauncher.exe-6396

sqlbrowser.exe-2456

sqlbrowser.exe-6580

sqlservr.exe-2444

fdlauncher.exe-4672

sqlceip.exe-5896

SolarWinds.Administration.exe-3196

TrustedInstaller.exe-6412

svchost.exe-1672

svchost.exe-6812

svchost.exe-7048

svchost.exe-4088

inetinfo.exe-3368

inetinfo.exe-4044

VSSVC.exe-6008

svchost.exe-688

svchost.exe-3536

mqsvc.exe-1256

SMSvcHost.exe-4140

SolarWinds.Administration.exe-2180

SolarWinds.Administration.exe-7056

SolarWinds.Administration.exe-6468

WmiApSrv.exe-1660

WmiApSrv.exe-3368

SolarWinds.Administration.exe-6780

WmiApSrv.exe-3592

SolarWinds.Administration.exe-6444

WmiApSrv.exe-4040

WmiApSrv.exe-600

svchost.exe-5868

WmiApSrv.exe-6136

svchost.exe-2868

TrustedInstaller.exe-3012

erlsrv.exe-4560

SolarWinds.Orion.LogMgmt.PollingService.exe-5832

SWJobEngineSvc2.exe-1876

SolarWinds.Orion.LogMgmt.TrapService.exe-6140

SolarWinds.Collector.Service.exe-3476

SolarWinds.Orion.LogMgmt.SyslogService.exe-6148

SolarWinds.HighAvailability.Service.exe-4524

NetFlowService.exe-4620

SolarWinds.ServiceHost.Process.exe-656

SolarWinds.Recommendations.Service.exe-7312

SolarWinds.Alerting.Service.exe-7340

SolarWinds.InformationService.ServiceV3.exe-7508

SolarWinds.BusinessLayerHost.exe-7592

SolarWinds.HighAvailability.Service.exe-8964

WmiApSrv.exe-8128

WmiApSrv.exe-8780

WmiApSrv.exe-10220

svchost.exe-9496

svchost.exe-10580

WmiApSrv.exe-10808

WmiApSrv.exe-13416

OneDrive.exe-5684 192.229.221.185 PORT:443

CompatTelRunner.exe-2616 CompatTelRunner.exe-5020

2.21.231.194 PORT:80

CompatTelRunner.exe-332

DismHost.exe-5844

svchost.exe-1140

40.126.1.129 PORT:443

dmclient.exe-5284

40.70.224.147 PORT:443

93.184.221.240 PORT:80

52.242.97.97 PORT:443

WMIADAP.exe-5876

sc.exe-4212

13.107.246.13 PORT:443

taskhostw.exe-3480

52.250.195.207 PORT:443

111.221.29.40 PORT:443

wuauclt.exe-1256

taskhostw.exe-3176

40.126.1.135 PORT:443

dmclient.exe-6148

taskhostw.exe-3076

127.0.0.1 PORT:5985

cleanmgr.exe-6592

cleanmgr.exe-7116

svchost.exe-1424

7680

OPEN-PORT

52.137.103.96 PORT:443

2.21.231.235 PORT:80

2.21.231.242 PORT:80

23.208.237.89 PORT:443

2.21.231.219 PORT:80

svchost.exe-2064

51.11.168.232 PORT:443

52.114.128.9 PORT:443

40.122.160.14 PORT:443

52.114.77.33 PORT:443

52.114.128.43 PORT:443

52.114.128.70 PORT:443

52.114.88.29 PORT:443

vmtoolsd.exe-2092 VMwareResolutionSet.exe-2456

SearchUI.exe-4344

93.184.220.29 PORT:80

204.79.197.200 PORT:443

13.107.6.158 PORT:443

204.79.197.222 PORT:443

13.107.4.254 PORT:443

13.107.42.254 PORT:443

23.209.106.122 PORT:443

LocalBridge.exe-3260

install.exe-5904

Setup.exe-6020

VCREDIST2012-11.0.61030.0-vcredist_2012_x64.exe-3080

msiexec.exe-3388

msiexec.exe-6512

msiexec.exe-4356

msiexec.exe-2804

msiexec.exe-2184

msiexec.exe-5596

msiexec.exe-6132

msiexec.exe-6588

msiexec.exe-3248

23.50.187.27 PORT:80

msiexec.exe-7152

msiexec.exe-4672

msiexec.exe-3704

msiexec.exe-3256

msiexec.exe-4044

msiexec.exe-6432

msiexec.exe-6612

msiexec.exe-4352

msiexec.exe-4192

msiexec.exe-3624

msiexec.exe-4772

msiexec.exe-5640

msiexec.exe-6936

msiexec.exe-4088

msiexec.exe-3520

msiexec.exe-4564

msiexec.exe-5844

msiexec.exe-4000

msiexec.exe-6400

msiexec.exe-3268

msiexec.exe-7092

msiexec.exe-4152

msiexec.exe-5144

msiexec.exe-3272

msiexec.exe-3984

msiexec.exe-5904

msiexec.exe-3264

msiexec.exe-1248

msiexec.exe-1884

msiexec.exe-2780

msiexec.exe-5188

msiexec.exe-4456

msiexec.exe-3568

msiexec.exe-1648

msiexec.exe-7104

msiexec.exe-1980

msiexec.exe-6496

msiexec.exe-6760

msiexec.exe-3652

msiexec.exe-6548

msiexec.exe-6696

msiexec.exe-5204

msiexec.exe-6160

msiexec.exe-624

msiexec.exe-6580

msiexec.exe-6812

msiexec.exe-1192

msiexec.exe-3712

msiexec.exe-4620

msiexec.exe-6152

msiexec.exe-5868

msiexec.exe-6916

msiexec.exe-2996

msiexec.exe-6600

msiexec.exe-2436

msiexec.exe-3936

msiexec.exe-6656

msiexec.exe-4212

msiexec.exe-4180

msiexec.exe-972

msiexec.exe-2220

msiexec.exe-3976

cmd.exe-7076

msiexec.exe-2448

msiexec.exe-4404

msiexec.exe-992

msiexec.exe-1872

23.15.155.27 PORT:80

msiexec.exe-940

msiexec.exe-6532

msiexec.exe-1212

msiexec.exe-6456

VCREDIST2013-12.0.30501.0-vcredist_2013_x86.exe-1420

VCREDIST2013-12.0.30501.0-vcredist_2013_x64.exe-6424

svchost.exe-476

CompatTelRunner.exe-1312

CompatTelRunner.exe-6852

rundll32.exe-3752

rundll32.exe-6160

rundll32.exe-5208

OrionReportWriter.exe-6484

rundll32.exe-3196

rundll32.exe-796

ngen.exe-3080

rundll32.exe-6976

rundll32.exe-3712

rundll32.exe-6964

AlertManager.exe-6644

rundll32.exe-6616

VCREDIST2017-14.15.26706.0-vcredist_2017_x64.exe-796

VCREDIST2017-14.15.26706.0-vcredist_2017_x86.exe-6968

MsMpEng.exe-2124

MpCmdRun.exe-324

MpCmdRun.exe-7064

svchost.exe-2432

51.144.227.73 PORT:443

svchost.exe-3088

SETUP.EXE-980

CasPol.exe-6696

CasPol.exe-6884

SCENARIOENGINE.EXE-3720

FIXSQLREGISTRYKEY_X64.EXE-968

FIXSQLREGISTRYKEY_X86.EXE-3472

FIXSQLREGISTRYKEY_X64.EXE-2804

FIXSQLREGISTRYKEY_X86.EXE-5336

ngen.exe-5640

ngen.exe-6884

ngen.exe-1256

ngen.exe-3304

ngen.exe-6976

FIXSQLREGISTRYKEY_X64.EXE-4184

FIXSQLREGISTRYKEY_X86.EXE-6780

mofcomp.exe-4772

lodctr.exe-3532

mofcomp.exe-1156

mofcomp.exe-2864

mofcomp.exe-6600

mofcomp.exe-968

ngen.exe-1440

ngen.exe-3084

ngen.exe-2100

ngen.exe-3584

ngen.exe-6936

ngen.exe-1528

ngen.exe-6612

ngen.exe-4596

AM_Engine.exe-3464

AM_Base.exe-5868

AM_Delta.exe-3680

MpSigStub.exe-3212

ngen.exe-3420

ngen.exe-6388

ngen.exe-4208

ngen.exe-5848

ngen.exe-6508

ngen.exe-6548

ngen.exe-6816

ngen.exe-3236

ngen.exe-4368

ngen.exe-6064

svchost.exe-3556 23.9.184.115 PORT:80

168.61.161.212 PORT:443

40.88.32.150 PORT:443

52.255.188.83 PORT:443

104.43.139.144 PORT:443

fdhost.exe-5844

fdhost.exe-1120

fdhost.exe-4580

169.254.169.254 PORT:80

23.207.87.207 PORT:443

cmd.exe-5644

rundll32.exe-2804

rundll32.exe-1120

cmd.exe-4080 driverquery.exe-968

cmd.exe-5640
msiexec.exe-5716

NPFInstall.exe-4772

SolarWinds.ConfigurationWizard.IIS7.Installer.exe-1872

InstallUtil.exe-4208

makecert.exe-5176

InstallUtil.exe-5132

InstallUtil.exe-5204

lodctr.exe-324

lodctr.exe-6624

InstallUtil.exe-2836

InstallUtil.exe-268

InstallUtil.exe-3464

InstallUtil.exe-6944

InstallUtil.exe-5116

InstallUtil.exe-7020

InstallUtil.exe-6468

InstallUtil.exe-1360

127.0.0.1 PORT:17799

SolarWinds.ServiceHost.Process.exe-7120

127.0.0.1 PORT:17860

SolarWinds.FipsManager.exe-2540

aspnet_compiler.exe-4560

Migration.exe-4524

cmd.exe-2896

cmd.exe-4816

cmd.exe-2188

cmd.exe-3924

cmd.exe-1660

cmd.exe-4740

cmd.exe-6408

cmd.exe-1788

cmd.exe-1480

cmd.exe-2540

cmd.exe-4456

cmd.exe-3936

cmd.exe-3680

ImportMapBatch.exe-13140

WebsiteMaintenance.exe-9604

Dism.exe-5908 DismHost.exe-1976

iissetup.exe-656

iissetup.exe-6208

iissetup.exe-4136

iissetup.exe-5872

iissetup.exe-1952

iissetup.exe-5132

iissetup.exe-3420

iissetup.exe-5520

iissetup.exe-3540

iissetup.exe-4184

iissetup.exe-6492

iissetup.exe-6916

iissetup.exe-2180

iissetup.exe-364

iissetup.exe-652

iissetup.exe-7076

iissetup.exe-2392

iissetup.exe-3900

iissetup.exe-2804

aspnetca.exe-4020

iissetup.exe-6880

ngen.exe-1364

ngen.exe-6336

w3wp.exe-5780

w3wp.exe-1980

w3wp.exe-12948

System-4

80
OPEN-PORT

8787

OPEN-PORT

17778

OPEN-PORT

127.0.0.1 PORT:50729

127.0.0.1 PORT:50892

127.0.0.1 PORT:50893

127.0.0.1 PORT:50894

127.0.0.1 PORT:50895

127.0.0.1 PORT:50896

appcmd.exe-1064

appcmd.exe-5200

appcmd.exe-6640

appcmd.exe-7132

LocalBridge.exe-3440

1801

OPEN-PORT

2103

OPEN-PORT

2105
OPEN-PORT

2107

OPEN-PORT

49772
OPEN-PORT

17777

OPEN-PORT

13.107.21.200 PORT:443

17860

OPEN-PORT

127.0.0.1 PORT:49912

127.0.0.1 PORT:49914

127.0.0.1 PORT:49915

127.0.0.1 PORT:49916

DismHost.exe-6516

csc.exe-1916

csc.exe-3284

csc.exe-516

DismHost.exe-6496

VBCSCompiler.exe-4744

erl.exe-6340
epmd.exe-3284

49921
OPEN-PORT

127.0.0.1 PORT:4369

4369

OPEN-PORT

127.0.0.1 PORT:49922

127.0.0.1 PORT:49924

127.0.0.1 PORT:49951

127.0.0.1 PORT:50173

127.0.0.1 PORT:50220

127.0.0.1 PORT:50373

127.0.0.1 PORT:50664

127.0.0.1 PORT:50679

127.0.0.1 PORT:50728

127.0.0.1 PORT:50921

svchost.exe-1048

rundll32.exe-6752

rundll32.exe-3548

erlsrv.exe-3680

erl.exe-1844

25672
OPEN-PORT

win32sysinfo.exe-2872

inet_gethost.exe-3616

5671
OPEN-PORT

172.16.223.4 PORT:49953

15672OPEN-PORT

erl.exe-7732

cmd.exe-8844

cmd.exe-5784

erl.exe-9208

cmd.exe-9352

erl.exe-9408

erl.exe-6740

cmd.exe-8928

cmd.exe-10432

cmd.exe-11092

erl.exe-11552

erl.exe-11896

erl.exe-12388

cmd.exe-12996

erl.exe-12944

erl.exe-12772

cmd.exe-12940

cmd.exe-13256

erl.exe-9640

erl.exe-4848

cmd.exe-12244

erl.exe-13036

erl.exe-13780

erl.exe-11472

cmd.exe-12296

erl.exe-11596

cmd.exe-7464

cmd.exe-5764

erl.exe-4168

erl.exe-6848

erl.exe-1708

erl.exe-2288

erl.exe-3920

erl.exe-4972

erl.exe-6828

erl.exe-5920

35672

OPEN-PORT

inet_gethost.exe-3720

172.16.223.4 PORT:25672

erl.exe-1192

lodctr.exe-876

lodctr.exe-7832

SWJobEngineWorker2.exe-12452

52.109.88.177 PORT:443

52.109.8.23 PORT:443

52.109.12.20 PORT:443

1468

OPEN-PORT

6514

OPEN-PORT

17798

OPEN-PORT

17799

OPEN-PORT

SolarWinds.BusinessLayerHost.exe-7680

SolarWinds.BusinessLayerHost.exe-8044

SolarWinds.BusinessLayerHost.exe-8284

SolarWinds.BusinessLayerHost.exe-7376

SolarWinds.BusinessLayerHostx64.exe-8252

SolarWinds.BusinessLayerHostx64.exe-8264

SolarWinds.BusinessLayerHostx64.exe-6824

SolarWinds.BusinessLayerHost.exe-7940

SolarWinds.BusinessLayerHostx64.exe-9800

SolarWinds.BusinessLayerHost.exe-9924

SolarWinds.BusinessLayerHost.exe-8228

SolarWinds.BusinessLayerHostx64.exe-7672

SolarWinds.Orion.Topology.Calculator.exe-8132

193.0.6.150 PORT:443

199.212.0.46 PORT:43

50172
OPEN-PORT

74.115.13.131 PORT:443

216.205.85.174 PORT:443

74.115.13.122 PORT:80

50219

OPEN-PORT

50371OPEN-PORT

LocalBridge.exe-12140

-12388 50663OPEN-PORT

-12944 50678OPEN-PORT

eowp.exe-7888

eowp.exe-11328

csc.exe-12180

csc.exe-10760

csc.exe-12128

csc.exe-12548

csc.exe-12244

csc.exe-4108

csc.exe-12620

csc.exe-13032

csc.exe-13900

csc.exe-13796

csc.exe-14240

csc.exe-12160

csc.exe-10428

csc.exe-13236

csc.exe-4968

csc.exe-6052

csc.exe-13808

csc.exe-13708

csc.exe-12844

csc.exe-1368

csc.exe-13432

csc.exe-4600

csc.exe-13372

csc.exe-5320

csc.exe-13152

csc.exe-12992

csc.exe-12732

eowp.exe-12220

eowp.exe-11060

127.0.0.1 PORT:8787

eowp.exe-10664

172.217.19.8 PORT:443

50727OPEN-PORT

VBCSCompiler.exe-13292

VBCSCompiler.exe-12780

-11472 50920OPEN-PORT

LocalBridge.exe-6356

VBCSCompiler.exe-3832
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