
(LAYER: 4) 
s_port: 53 |d_port: 50210 |len=50210  
    9E 10 81 80 00 01 00 01 00 00 00 00 04 6F 63 73         ...?.........ocs 
    70 08 63 6F 6D 6F 64 6F 63 61 03 63 6F 6D 00 00         p.comodoca.com.. 
    01 00 01 C0 0C 00 01 00 01 00 00 00 05 00 04 97         ................ 
    8B 80 0E                                                .?. 

=========================== (UDURRANI) ================================= 
(INIT) SYN PACKET SENT FROM 172.16.223.241 TO IP ADDRESS 151.139.128.14 
 PORT INFORMATION (53947, 80) 
 SEQUENCE INFORMATION (3646102650, 0) 
 |URG:0 | ACK:0 | PSH:0 | RST:0 | SYN:1 | FIN:0| 
 (66) 

=========================== (UDURRANI) ================================= 
(DATA PUSH!) IS COMING FROM 172.16.223.241 TO IP ADDRESS 151.139.128.14 
 PORT INFORMATION (53947, 80) 
 SEQUENCE INFORMATION (3646102651, 2846469139) 

 |URG:0 | ACK:1 | PSH:1 | RST:0 | SYN:0 | FIN:0| 
 (285) 
    47 45 54 20 2F 4D 46 45 77 54 7A 42 4E 4D 45 73         GET /MFEwTzBNMEs 
    77 53 54 41 4A 42 67 55 72 44 67 4D 43 47 67 55         wSTAJBgUrDgMCGgU 
    41 42 42 52 54 74 55 39 75 46 71 67 56 47 48 68         ABBRTtU9uFqgVGHh 
    4A 77 58 5A 79 57 43 4E 58 6D 56 52 35 6E 67 51         JwXZyWCNXmVR5ngQ 
    55 6F 42 45 4B 49 7A 36 57 38 51 66 73 34 71 38         UoBEKIz6W8Qfs4q8 
    70 37 34 4B 6C 66 39 41 77 70 4C 51 43 45 44 6C         p74Klf9AwpLQCEDl 
    79 52 44 72 35 49 72 64 52 31 39 4E 73 45 4E 30         yRDr5IrdR19NsEN0 
    78 4E 5A 55 25 33 44 20 48 54 54 50 2F 31 2E 31         xNZU%3D HTTP/1.1 
    0D 0A 43 6F 6E 6E 65 63 74 69 6F 6E 3A 20 4B 65         ..Connection: Ke 
    65 70 2D 41 6C 69 76 65 0D 0A 41 63 63 65 70 74         ep-Alive..Accept 
    3A 20 2A 2F 2A 0D 0A 55 73 65 72 2D 41 67 65 6E         : */*..User-Agen 
    74 3A 20 4D 69 63 72 6F 73 6F 66 74 2D 43 72 79         t: Microsoft-Cry 
    70 74 6F 41 50 49 2F 36 2E 31 0D 0A 48 6F 73 74         ptoAPI/6.1..Host 
    3A 20 6F 63 73 70 2E 63 6F 6D 6F 64 6F 63 61 2E         : ocsp.comodoca. 
    63 6F 6D 0D 0A 0D 0A                                    com.... 

    01 F6 30 81 DF 02 01 01 30 0D 06 09 2A 86 48 86         ..0.....0...*.H. 
    F7 0D 01 01 05 05 00 30 7B 31 0B 30 09 06 03 55         .......0{1.0...U 
    04 06 13 02 47 42 31 1B 30 19 06 03 55 04 08 0C         ....GB1.0...U... 
    12 47 72 65 61 74 65 72 20 4D 61 6E 63 68 65 73         .Greater Manches 
    74 65 72 31 10 30 0E 06 03 55 04 07 0C 07 53 61         ter1.0...U....Sa 
    6C 66 6F 72 64 31 1A 30 18 06 03 55 04 0A 0C 11         lford1.0...U.... 
    43 6F 6D 6F 64 6F 20 43 41 20 4C 69 6D 69 74 65         Comodo CA Limite 
    64 31 21 30 1F 06 03 55 04 03 0C 18 41 41 41 20         d1!0...U....AAA  
    43 65 72 74 69 66 69 63 61 74 65 20 53 65 72 76         Certificate Serv 
    69 63 65 73 17 0D 32 30 30 39 32 30 32 33 31 32         ices..2009202312 
    31 37 5A 17 0D 32 30 30 39 32 37 32 33 31 32 31         17Z..20092723121 
    37 5A A0 30 30 2E 30 1F 06 03 55 1D 23 04 18 30         7Z.00.0...U.#..0 
    16 80 14 A0 11 0A 23 3E 96 F1 07 EC E2 AF 29 EF         .?....#>......). 
    82 A5 7F D0 30 A4 B4 30 0B 06 03 55 1D 14 04 04         ...0..0...U.... 
    02 02 13 2D 30 0D 06 09 2A 86 48 86 F7 0D 01 01         ...-0...*.H..... 
    05 05 00 03 82 01 01 00 65 10 3D 53 D4 DB 0B 60         ........e.=S...` 
    DF 51 B2 74 80 CC 85 D9 7B 97 2B EC AF 77 40 D1         .Q.t?...{.+..w@. 
    50 7C A1 8F 6B 37 75 78 2A F9 42 9C 47 F6 D1 E4         P|..k7ux*.B.G... 
    01 B5 AA 1F E7 DB 92 C4 95 EB D9 A8 31 59 6E FA         ............1Yn. 
    BF 8B 7B 7D 92 9C 47 CF 0B AF F9 F5 1F C4 5A 39         ..{}..G.......Z9 
    E4 F1 B6 C4 6D 17 22 A8 EE C7 D4 FA DA 44 B3 8E         ....m."......D.. 

The malware comes in as windows update (KB083486A)

Once the msi is launched, it registers a DLL (DLLRegisterServer)

!"" \005DigitalSignature 
!"" \005SummaryInformation 
!"" 0AdminExecuteSequence 
!"" 0AdminUISequence 
!"" 0AdvtExecuteSequence 
!"" 0Component 
!"" 0Directory 
!"" 0Feature 
!"" 0FeatureComponents 
!"" 0File 
!"" 0InstallExecuteSequence 
!"" 0InstallUISequence 
!"" 0LaunchCondition 
!"" 0Media 
!"" 0MsiFileHash 
!"" 0Property 
!"" 0Registry 
!"" 0RemoveFile 
!"" 0SelfReg 
!"" 0Upgrade 
!"" 0_Columns 
!"" 0_StringData 
!"" 0_StringPool 
!"" 0_Tables 
!"" 0_Validation 
#"" cab1.cab 

patch_may13869

=========================== (UDURRANI) ================================= 

(LAYER: 4) 
s_port: 53 |d_port: 62374 |len=62374  
    DF EF 81 80 00 01 00 01 00 00 00 00 04 6F 63 73         ...?.........ocs 
    70 09 75 73 65 72 74 72 75 73 74 03 63 6F 6D 00         p.usertrust.com. 
    00 01 00 01 C0 0C 00 01 00 01 00 00 00 05 00 04         ................ 
    97 8B 80 0E                                             ..?. 

=========================== (UDURRANI) ================================= 
(INIT) SYN PACKET SENT FROM 172.16.223.241 TO IP ADDRESS 151.139.128.14 
 PORT INFORMATION (53949, 80) 
 SEQUENCE INFORMATION (3444352876, 0) 
 |URG:0 | ACK:0 | PSH:0 | RST:0 | SYN:1 | FIN:0| 
 (66) 


SEKMET RANSOMWARE







Malicious DLL
0x1943601152

LOADED DLL’s

Dropped files



RANSOM NOTE



sections
0x7

eAddress 0x00001460
ePnt 0x00000860

size 0x19c
vAddress 0xad1ec

7

_text
0x00064e89
0x00001000
0x00000400

_rdata
0x0000ac4c
0x00066000
0x00065400

_data
0x0003bcec
0x00071000
0x00070200

_idata
0x00000c98
0x000ad000
0x000aaa00

_gfids
0x00000406
0x000ae000
0x000ab800

_00cfg
0x00000104
0x000af000

0x000abe00

_reloc
0x00002fe7

0x000b0000
0x000ac000

func
DllInstall

DllRegisterServer
DllUnregisterServer

numberOfImports 1

KERNEL32_dll

VirtualAlloc
Sleep

GetCommandLineW
GetProcAddress

LoadLibraryW
CreateFileW
VirtualQuery

VirtualFree
FlushInstructionCache

GetCurrentProcess
VirtualProtect
LoadLibraryA
IsBadReadPtr

FreeLibrary
lstrcmpA

QueryPerformanceCounter
GetCurrentProcessId
GetCurrentThreadId

GetSystemTimeAsFileTime
InitializeSListHead

IsDebuggerPresent
UnhandledExceptionFilter

SetUnhandledExceptionFilter
GetStartupInfoW

IsProcessorFeaturePresent
GetModuleHandleW

TerminateProcess
InterlockedPushEntrySList

InterlockedFlushSList
RaiseException

RtlUnwind
GetLastError
SetLastError

EnterCriticalSection
LeaveCriticalSection
DeleteCriticalSection

InitializeCriticalSectionAndSpinCount
TlsAlloc

TlsGetValue
TlsSetValue

TlsFree
LoadLibraryExW

ExitProcess
GetModuleHandleExW
GetModuleFileNameA
GetModuleFileNameW
MultiByteToWideChar
WideCharToMultiByte

HeapFree
HeapAlloc

GetCurrentThread
GetDateFormatW
GetTimeFormatW
CompareStringW

LCMapStringW
GetLocaleInfoW

IsValidLocale
GetUserDefaultLCID

EnumSystemLocalesW
FindClose

FindFirstFileExA
FindFirstFileExW

FindNextFileA
FindNextFileW

IsValidCodePage
GetACP

GetOEMCP
GetCPInfo

GetCommandLineA
GetEnvironmentStringsW

FreeEnvironmentStringsW
SetEnvironmentVariableA
SetEnvironmentVariableW

GetProcessHeap
GetStdHandle

GetFileType
SetConsoleCtrlHandler

GetStringTypeW
HeapSize

HeapReAlloc
SetStdHandle

WriteFile
FlushFileBuffers
GetConsoleCP

GetConsoleMode
SetFilePointerEx

OutputDebugStringA
OutputDebugStringW

CloseHandle
WaitForSingleObjectEx

CreateThread
WriteConsoleW
EncodePointer
DecodePointer

md5

1343bd0e55191ff224f2a5d4b30cdf3b

fsxze

724624-B

File-Size

708-kB

File-Modification-Date-Time

2020

File-Access-Date-Time
File-Inode-Change-Date-Time

File-Permissions
rwx------File-Type

Win32-DLLFile-Type-Extension
dllMIME-Type

application/octet-streamMachine-Type
Intel-386-or-later

Time-Stamp

Image-File-Characteristics
ExecutablePE-Type

PE32Linker-Version
14-0Code-Size

413696Initialized-Data-Size
307712Uninitialized-Data-Size

0Entry-Point
0x1460OS-Version

6-0
Image-Version 0-0
Subsystem-Version

Subsystem Windows-GUI
compileTime Fri May 29 00:49:16 2020


DLL STATIC VIEW



msiexec msiexec.exe

C:/Windows/SysWOW64/browcli.dll

C:/Windows/SysWOW64/cscapi.dll

C:/Windows/SysWOW64/ntlanman.dll

C:/Windows/SysWOW64/winsta.dll

C:/Windows/SysWOW64/api-ms-win-crt-string-l1-1-0.dll

C:/Windows/SysWOW64/api-ms-win-crt-stdio-l1-1-0.dll

C:/Windows/SysWOW64/vmhgfs.dll

C:/Windows/SysWOW64/api-ms-win-crt-runtime-l1-1-0.dll

C:/Windows/SysWOW64/vcruntime140.dll

C:/Windows/SysWOW64/api-ms-win-crt-heap-l1-1-0.dll

C:/Windows/SysWOW64/ucrtbase.dll

C:/Windows/SysWOW64/api-ms-win-crt-convert-l1-1-0.dll

C:/Windows/SysWOW64/drprov.dll

C:/Windows/SysWOW64/sp�leq.dll

C:/Windows/SysWOW64/wintrust.dll

C:/Windows/SysWOW64/drvstore.dll

C:/Windows/SysWOW64/devrtl.dll

C:/Windows/SysWOW64/SPInf.dll

C:/Windows/SysWOW64/version.dll

C:/Windows/SysWOW64/IEAdvpack.dll

C:/Windows/SysWOW64/urlmon.dll

C:/Windows/SysWOW64/dnsapi.dll

C:/Windows/SysWOW64/winnsi.dll

C:/Windows/SysWOW64/mswsock.dll

C:/Windows/SysWOW64/IPHLPAPI.DLL

C:/Windows/SysWOW64/winhttp.dll

C:/Windows/SysWOW64/OnDemandConnRouteHelper.dll

C:/Windows/SysWOW64/SHCore.dll

C:/Windows/SysWOW64/wbem/fastprox.dll

C:/Windows/SysWOW64/rsaenh.dll

C:/Windows/SysWOW64/bcrypt.dll

C:/Windows/SysWOW64/cryptsp.dll

C:/Windows/SysWOW64/wbem/wbemsvc.dll

C:/Windows/SysWOW64/ws2_32.dll

C:/Windows/SysWOW64/nsi.dll

C:/Windows/SysWOW64/wbemcomn.dll

C:/Windows/SysWOW64/wbem/wbemprox.dll

C:/Windows/SysWOW64/clbcatq.dll

C:/Windows/SysWOW64/profapi.dll

C:/Windows/SysWOW64/userenv.dll

C:/Windows/SysWOW64/wininet.dll

C:/Windows/SysWOW64/iertutil.dll

C:/Windows/SysWOW64/secur32.dll

C:/Windows/SysWOW64/srvcli.dll

C:/Windows/SysWOW64/wkscli.dll

C:/Windows/SysWOW64/dsrole.dll

C:/Windows/SysWOW64/netapi32.dll

C:/Windows/SysWOW64/netutils.dll

C:/Windows/SysWOW64/crypt32.dll

C:/Users/win_awesome/AppData/Local/Temp/System Update/patch_may13869.dll

C:/Windows/SysWOW64/msasn1.dll

C:/Windows/SysWOW64/imm32.dll

C:/Windows/SysWOW64/ole32.dll

C:/Windows/SysWOW64/msctf.dll

C:/Windows/WinSxS/x86_microsoft.windows.common-controls_6595b64144ccf1df_6.0.9600.17415_none_a9ed7f470139b3c1/comctl32.dll

C:/Windows/SysWOW64/uxtheme.dll

C:/Windows/SysWOW64/advapi32.dll

C:/Windows/SysWOW64/kernel.appcore.dll

C:/Windows/SysWOW64/bcryptprimitives.dll

C:/Windows/SysWOW64/sspicli.dll

C:/Windows/SysWOW64/sechost.dll

C:/Windows/SysWOW64/sfc_os.dll

C:/Windows/SysWOW64/cryptbase.dll

C:/Windows/SysWOW64/winspool.drv

C:/Windows/SysWOW64/user32.dll

C:/Windows/SysWOW64/cfgmgr32.dll

C:/Windows/SysWOW64/shlwapi.dll

C:/Windows/SysWOW64/msvcrt.dll

C:/Windows/SysWOW64/mpr.dll

C:/Windows/SysWOW64/setupapi.dll

C:/Windows/SysWOW64/combase.dll

C:/Windows/SysWOW64/oleaut32.dll

C:/Windows/SysWOW64/rpcrt4.dll

C:/Windows/SysWOW64/shell32.dll

C:/Windows/SysWOW64/sfc.dll

C:/Windows/SysWOW64/gdi32.dll

C:/Windows/System32/kernel32.dll

C:/Windows/System32/wow64win.dll

C:/Windows/System32/wow64.dll

C:/Windows/System32/user32.dll

C:/Windows/SysWOW64/apphelp.dll

C:/Windows/System32/wow64cpu.dll

C:/Windows/SysWOW64/kernel32.dll

C:/Windows/apppatch/AcLayers.dll

C:/Windows/SysWOW64/KernelBase.dll

C:/Windows/SysWOW64/msiexec.exe

C:/Windows/System32/ntdll.dll

C:/Windows/SysWOW64/ntdll.dll

1931280384

1931345920

1931411456

1931542528

1932984320

1934229504

1934295040

1933049856

1933115392

1932918784

1931935744

1932853248

1931870208

1933246464

1963327488

1933377536

1934163968

1934032896

1955266560

1934426112

1935802368

1936326656

1953890304

1936392192

1951072256

1936523264

1950482432

1936588800

1937702912

1937571840

1937899520

1937440768

1962999808

1958871040

1938030592

1938489344

1963655168

1938554880

1938620416

1941110784

1938751488

1943076864

1943339008

1943207936

1943142400

1943470080

1954807808

1958936576

1943601152

1990000640

1992228864

1967325184

1966145536

1951727616

1949499392

1994784768

1954873344

1955463168

1955921920

1994457088

1954938880

1955856384

1944387584

1961492480

1994194944

1992425472

1990131712

1955332096

1968570368

1995440128

1991573504

1993408512

1970405376

1955004416

1964638208

45219840

1997012992

1997471744

1947467776

1997799424

1956052992

1944846336

1960574976

196608

140714384818176

1997864960

61440

73728

282624

16384

180224

69632

77824

12288

901120

36864

98304

249856

630784

90112

32768

1351680

516096

307200

131072

651264

40960

569344

802816

122880

102400

327680

28672

417792

53248

577536

110592

1925120

2301952

118784

1605632

733184

57344

159744

1212416

1126400

2121728

970752

507904

344064

266240

413696

1388544

245760

798720

1773568

1560576

610304

761856

19582976

1105920

1302528

1536000

425984

655360

1310720

2584576

880640

1753088

1499136


LOADED DLL, B_ADDRESS, SIZE










