SEKMET RANSOMWARE The malware comes in as windows update (KB083486A) I ooigitlsigatre

— ©0AdminExecuteSequence

Once the msi is launched, it registers a DLL (DLLRegisterServer) — oAdminUTSequence

O0AdvtExecuteSequence
— 0Component

By User Account Control

=
T

Do you want to allow the following program to install

RO000O0000000C clb C:\Windows\Registration\R00000000000c clb — @Directory
software on this computer? index dat €\ e oo fopData Local iersoft Windows) Tempora... I— OFeature

index.dat C:\Usersfoo'AppData'\Roaming \Microsoft \Windows Cooki... — OFeat C t

index.dat C:\Users'fooAppData'\Local Microsoft \Windows \History.... eaturelomponents

patch_may13869.dl C:\Users'foo\AppData'\Local\Temp'\System Update\patch... — OFile

|ﬂ Program name:  Something boring T patCh_may1 3869 — ©0InstallExecuteSequence

Verified publisher: Datablinc Oy F— 0InstallUISequence

File origin: Hard drive on this computer F— ©oLaunchCondition
— 0OMedia
. F— OMsiFileHash
(] Show details Yes ] [ No ] — @Property

F— ORegistry

o - . — ORemoveFile
ange when these notifications appear — 0SelfReg

F— 0Upgrade

F— 0_Columns

F— 0_StringData

F— 0_StringPool
0_Tables

?  svchost.exe-960 » consent.exe-1660 — o-validation

L— cabl.cab

185.82.126.85 PORT:80
__——

T

e 185.82.126.87 PORT:80

3 services.exe-520 » VSSVC.exe-3520

\

msiexec.exe-3704 P msiexec.exe-3936

svchost.exe-3532

s_port: 53 |d_port: 50210 |len=50210

221.231.241 PORT:80 9E 10 81 80 00 01 00 01 00 00 00 00 04 6F 63 73 T T ocs 01 F6 30 81 DF 02 01 01 30 0D 06 @9 2A 86 48 86 b wH

70 08 63 6F 6D 6F 64 6F 63 61 03 63 6F 6D 00 00 p.comodoca. com. . F7 0D 01 @1 05 05 00 30 7B 31 @B 30 09 @6 03 55  ....... 0{1.0...U
01 00 01 CO 0C 00 01 00 01 00 00 00 05 00 04 97 \evevneneeernsns 04 06 13 02 47 42 31 1B 30 19 06 03 55 04 08 oC ....GB1.0...U...
8B 80 OF 7. 12 47 72 65 61 74 65 72 20 4D 61 6E 63 68 65 73 .Greater Manches
74 65 72 31 10 30 OF 06 03 55 04 07 oC 07 53 61 terl.o...U....Sa
6C 66 6F 72 64 31 1A 30 18 06 03 55 04 OA 0C 11 1ford1.0...U....
o o (UDURRANT) === L ::: 43 6F 6D 6F 64 6F 20 43 41 20 4C 69 6D 69 74 65 Comodo CA Limite
64 31 21 30 1F 06 03 55 04 03 0C 18 41 41 41 20 d1'0...U....AAA
. (ENEWNSYNSPACKETNSENTNERON (YZWFTIPPEWPLN] 7O IP ADDRESS 151.139.128.14 43 65 72 74 69 66 69 63 61 74 65 20 53 65 72 76 Certificate Serv
msiexec.exe-388 ———p 151.139.128.14 PORT:8() — >  PORT INFORMATION (53947, 80) 69 63 65 73 17 D 32 30 30 39 32 30 32 33 31 32 ices..2009202312
SEQUENCE INFORMATION (3646102650, 0) 31 37 5A 17 @D 32 30 30 39 32 37 32 33 31 32 31 17Z..20092723121
//' URG:@ | ACK:@ | PSH:@ | RST:@ | SYN:1 | FIN:0| 37 5A A@ 30 30 2E 30 1F 06 03 55 1D 23 04 18 30 72.00.0...U.#..0
Hﬁﬂ] 16 80 14 A0 11 OA 23 3E 96 F1 07 EC E2 AF 29 EF IS ).
82 A5 7F DO 30 A4 B4 30 @B 06 03 55 1D 14 04 04 ce0..0...0....
€Xp10rel'.exe-2888 \. 02 02 13 2D 30 @D 06 09 2A 86 48 86 F7 @D 01 01 I R Y
. === === === (UDURRANI) === === —=== 05 05 00 03 82 01 01 00 65 10 3D 53 D4 DB @B 60 ... e.=S..."
(DATA PUSH!) IS COMING FROM iEFBSXIPFENLEl  T0 IP ADDRESS 151.139.128.14 DF 51 B2 74 80 CC 85 D9 78 97 28 EC AF 77 40 D1 ﬁ?'tii"{'EIGW@'
PORT INFORMATION (53947, 80) - - K7ux*.B.G. ..
. 01 BS AA 1F E7 DB 92 C4 95 EB D9 A8 31 59 6E FA  wevununseess 1vn.
23.208.213.45 PORT:80 SEQUENCE INFORMATION (3646102651, 2846469139) oL B ] B 2l o Eo D A8 3 3 ST D
URG:0 | ACK:1 | PSH:1 | RST:0 | SYN:@ | FIN:O| E4 F1 B6 C4 6D 17 22 A8 EE C7 D4 FA DA 44 B3 8E N NI D..
R 47 45 54 20 2F 4D 46 45 77 54 7A 42 4E 4D 45 73 GET /MFEwTZBNMEs
77 53 54 41 4A 42 67 55 72 44 67 4D 43 47 67 55 wSTAJBgUrDgMCGgU
41 42 42 52 54 74 55 39 75 46 71 67 56 47 48 68 ABBRTtU9uFqgVGHh
s_port: 53 |d_port: 62374 |len=62374 4A 77 58 5A 79 57 43 4E 58 6D 56 52 35 6E 67 51 JwXZyWCNXmVR5ngQ
DF EF 51 80 00 01 00 01 00 00 00 00 04 GF 63 73 cealurseissen0CS 55 6F 42 45 4B 49 7A 36 57 38 51 66 73 34 71 38 UoBEKIZz6W8Qfs4q8
p.usertrust.com. 70 37 34 4B 6C 66 39 41 77 70 4C 51 43 45 44 6C p74K1f9AWpLQCEDL
99 o1 20 21 Co 0C 00 01 00 01 00 00 00 05 00 04 e 79 52 44 72 35 49 72 64 52 31 39 4E 73 45 4E 30 yRDF5IrdR19NSEN®
78 4E 5A 55 25 33 44 20 48 54 54 50 2F 31 2E 31 xNZU%3D HTTP/1.1
UDURRANT) 0D OA 43 6F 6E 6E 65 63 74 69 6F 6E 3A 20 4B 65 ..Connection: Ke
65 70 2D 41 6C 69 76 65 @D QA 41 63 63 65 70 74 ep-Alive..Accept
SSYNWPACKETNSENTUFRON [PRCRPPERPLN 70 IP ADDRESS 151.139.128.14 3A 20 2A 2F 2A @D OA 55 73 65 72 2D 41 67 65 6F : %/%. .User-Agen
SEQUENCE INFORMATION (3444352876, 0) 74 3A 20 4D 69 63 72 6F 73 o6F 66 74 2D 43 72 79 t: Microsoft-Cry
URG:@ | ACK:@ | PSH:@ | RST:@ | SYN:1 | FIN:0| 70 74 6F 41 50 49 2F 36 2E 31 0D QA 48 6F 73 74 ptoAPI/6.1..Host
3A 20 6F 63 73 70 2E 63 6F 6D 6F 64 6F 63 61 2E : ocsp.comodoca.

63 6F 6D @D OA @D 0A Ccom. ...
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0x1943601152

Malicious DLL




RANSOM NOTE

Your company network has been hacked and breached. We downloaded confidential and private data. I
In case of not contacting us in 3 business days this data will be published on a special website available for public view.

Also we had executed a special software that turned files, databases and other important data in your network into an encrypted state using RSA-2848 ar
A special key is required to decrypt and restore these files. Only we have this key and only we can give it to you with a reliable decryption software

The only method to restore your files and be safe from data leakage is to purchase a private key which is unique for you and securely stored on our sei
After the payment we provide you with decryption software that will decrypt all your files, also we remove the downloaded data from your network and ne

There are 2 ways to directly contact us:
1) Using hidden TOR network:
a) Download a special TOR browser: https://www.torproject.org/
b) Install the TOR browser
c) Open our website in the TOR browser: http://o3ndbhhtybbtwgqgs.onion/4ESFFEBF9BB36(58
d) Follow the instructions on this page.

2) If you have any problems connecting or using TOR network

a) Open our website: https://sekhmet.top/4ESFFEBF9BB36(C58
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DLL STATIC VIEW



DLL STATIC VIEW


N
msiexec

LOADED DLL, B_ADDRESS, SIZE

1937702912

\

1934229504

C:/Windows/SysWOW 64/api- ms-win-crt-convert-11-1-0.dI1 1932853248
C:/Windows/SysWOW 64/api-ms-win-crt-runtime-11-1-0.dIl 1933049856
C:/Windows/SysWOW64/api-ms-win-crt-string-11-1-0.d11 1932984320
C:/Windows/SysWOW64/ucrtbase.dll » 1931935744
C:/Windows/SysWOW64/spfileq.dll 1933246464
C:/Windows/SysWOW64/wintrust.dll 1963327488
C:/Windows/SysWOW64/drvstore.dll 1933377536
C:/Windows/SysWOW64/devrtl.dll 1934163968
C:/Windows/SysWOW64/browcli.dll » 1931280384
C:/Windows/SysWOW64/cscapi.dll 1931345920
C:/Windows/SysWOW64/stc_os.dll 1954938880
C:/Windows/SysWOW64/profapi.dll 1938554880
C:/Windows/SysWOW 64/urlmon.dll 1934426112
C:/Windows/SysWOW64/dnsapi.dll 1935802368
C:/Windows/SysWOW64/winnsi.dll 1936326656
C:/Windows/SysWOW64/dsrole..dll 1943142400
C:/Windows/SysWOW64/version.dll 1955266560
C:/Windows/SysWOW64/IPHLPAPI.DLL 1936392192
C:/Windows/SysWOW64/winhttp.dll » 1951072256
C:/Windows/SysWOW64/SHCore.dll 1950482432
C:/Windows/SysWOW64/vcruntime 140.d11 1933115392
C:/Windows/SysWOW64/netapi32.dll 1943470080
C:/Windows/SysWOW64/wbem/fastprox.dll 1936588800
C:/Windows/SysWOW64/cryptsp.dll 1937899520
C:/Windows/SysWOW64/vmhgfs.dll 1934295040
C:/Windows/SysWOW64/wbem/wbemsve.dll 1937440768
C:/Windows/SysWOW64/wkscli.dll 1943207936
C:/Windows/SysWOW64/ws2_32.dll 1962999808
C:/Windows/SysWOW64/nsi.dll 1958871040
C:/Windows/SysWOW64/wbemcomn.dll 1938030592
C:/Windows/SysWOW64/shlwapi.dll 1992425472
C:/Windows/SysWOW64/winsta.dll 1931542528
C:/Windows/SysWO W 64/wbem/wbemprox.dil 1938489344
C:/Windows/SysWOW64/clbcatq.dll 1963655168
C:/Windows/SysWOW64/userenv dll 1938620416
C:/Windows/SysWOW64/wininet.dll 1941110784
C:/Windows/SysWOW64/iertutil .dll 1938751488
C:/Windows/SysWOW64/api-ms-win-crt-heap-11-1-0.dl1 1932918784
C:/Windows/SysWOW64/sfc.dll 1955004416
C:/Windows/SysWOW64/srvceli.dll 1943339008
L msiexec.exe ’ "
C:/Windows/SysWOW64/SPInf .dll 1934032896

C:/Windows/SysWOW64/mpr.dll

\

C:/Windows/SysWOW64/berypt.dll

1955332096

1937571840

\

C:/Windows/SysWOW64/sspicli.dll

\

C:/Windows/SysWOW64/cryptbase.dll

1955921920

1955856384

\

C:/Windows/SysWOW64/0OnDemandConnRouteHelperdll

\

C:/Windows/SysWOW64/secur32.dll

1936523264

1943076864

\

C:/Windows/SysWOW64/netutils.dll

\

C:/Windows/SysWOW64/crypt32.dll

\

C:/Users/win_awesome/AppData/Local/Temp/SiSiciuipaatelpatch_may13869.d11

\ |

C:/Windows/SysWOW64/msasnl.dll

\

1954807808

1958936576

1990000640

C:/Windows/SysWOW64/mswsock.dll

\

C:/Windows/System32/wow64.dll

\

1953890304

1997471744

C:/Windows/SysWOW64/imm32.d11

\

C:/Windows/SysWOW64/ole32.dl11

\

C:/Windows/SysWOW64/msctf.dll

\

C:/Windows/WinSxS/x86_microsoft.windows.common-controls_6595b64144ccf1df_6.0.9600.17415_none_a9ed7f470139b3c 1/comctl32.dll

1992228864

1967325184

1966145536

1951727616

\

C:/Windows/SysWOW64/uxtheme .dll

\

C:/Windows/SysWOW64/advapi32.dil

\

1949499392

1994784768

C:/Windows/System32/wow64cpu.dil

\

C:/Windows/SysWOW64/kernel.appcore.dll

\ J

1997799424

1954873344

C:/Windows/SysWOW64/drprov dil

\

C:/Windows/SysWOW64/ntlanman.dll

1931870208

C:/Windows/SysWOW64/beryptprimitives.dll

\

C:/Windows/SysWOW64/sechost.dll

\

1955463168

1994457088

C:/Windows/SysWOW64/winspool.drv

\

C:/Windows/SysWOW64/user32.dll

\

C:/Windows/SysWOW64/cfgmgr32.dll

\

C:/Windows/SysWOW64/msvert.dll

C:/Windows/SysWOW64/setupapi.dil

C:/Windows/SysWOW64/combase.dll

C:/Windows/SysWOW64/oleaut32.dll

C:/Windows/SysWOW64/rpcrt4.dll

C:/Windows/SysWOW64/shell32.d11

C:/Windows/SysWOW64/gdi32.d1l

C:/Windows/System32/user32.dll

C:/Windows/System32/kernel32.d1l

C:/Windows/System32/wow64win.dll

C:/Windows/SysWOW64/apphelp.dil

C:/Windows/SysWOW64/kernel32.dl1

C:/Windows/apppatch/AcLayers.dll

45219840

C:/Windows/SysWOW64/KernelBase.dll

\

C:/Windows/System32/ntdll.dll >

i

C:/Windows/SysWOW64/ntdll.dll >

1944387584

1961492480

1994194944

1990131712

1968570368

1995440128

1991573504

1993408512

1970405376

1964638208

1997012992

1947467776

1956052992

1944846336

1960574976

180224

C:/Windows/SysWOW64/rsaenh.dll >
"oow indows/SysWOW64/msiexec.exe -~ 196608
C:/Windows/SysWOW 64/api-ms-win-crt-stdio-11-1-0.d11
C:/Windows/SysWOW64/IE Advpack.dll

16384

901120

98304

249856

630784

Y

61440

NV

1351680

516096

32768

131072

651264

569344

77824

\/

802816

102400

69632

327680

28672

417792

73728

282624

53248

577536

110592

1925120

2301952

\ —12288
/

118784

90112

122880

\
/
\
/

\m
—

1605632

733184

57344

307200

\/

159744

1212416

1126400

2121728

970752

507904

36864

1931411456

344064

266240

413696

1388544

245760

798720

1773568

1560576

610304

761856

19582976

1105920

1536000

1302528

425984

655360

1310720

2584576

880640

140714384818176 1 1753088

1997864960

1499136
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