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JJ Parent Process

Spawned Process

Process is trying to communicate but no response

%~$ Process 1s listening on a port (server)

Process 1s communicating
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L _ Erocess mundlliZz.exe [ 17841, Oct 26, 2017
CD cmd.exe, 3400, null
GD cmd.exe, 2808, null
CD cmd.exe, 2904, null
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10.0.0.0 445
- ORANGE = Connection not established
10.0.0.0 139 - GREEN = Connection was established and machine was alive
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172.16.177.145 80
172.16.177.2 139
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172.16.177.3 445
10.0.0.4 139
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172.16.177.3 139
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RUNNING A SCAN.
ORANGE = Connection not established
GREEN    = Connection was established and machine was alive  �
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Spawned a .tmp file
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Process cmd.exe [ 3400 ]

@ schtasks. eﬁ_, _32_9 6_, Euil _____ Scheduled a task
Process conhost.exe [ 2348 ]
Process schtasks.exe [ 3296 ]
Process cmd.exe [ 2808 ]

G? schtasks.exe, 2596, null
Process conhost.exe [ 3632 ]
Process schtasks.exe [ 2596 ]
Process cmd.exe [ 2904 ]
Process conhost.exe [ 3460 ]
Process E80D.tmp [ 1600 ]
Process conhost.exe [ 3572 ]
Process cmd.exe [ 3656 ]

@D schtasks.exe, 4028, C:\Windows\SysWOW64\schtasks.exe

Process schtasks.exe [ 4028 ]
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Scheduled a task

Usman Durrani



SR AR AR A<

&

Process dllhost.exe [ 2980 ]
Process cmd.exe [ 828 ]
Process conhost.exe [ 3636 ]
Process cmd.exe [ 3496 ]
Process cmd.exe [ 1712 ]
@3 schtasks.exe, 2548, C:\Windows\SysWOW64\schtasks.exe

Process schtasks.exe [ 2548 ]



