RUNDLL

EntryPoint|— [ EXECUTABLE | DOCUMENT

Stage 2 binary from TMP location ]

wevtutil to remove logs
cmd /c schtasks /Create /SC once /TN "" /TR "C:\Windows\system32\shutdown.exe /r /f" /ST 22:20

taskeng —> C:\Windows\system32\shutdown.exe /r /f
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[O] -> Encrypt MBR
[1] -> Fake disk scan code written to boot sector
[2] -> Reboot the machine

| EXPLOIT :

[3] -> Encrypt MFT (MFT stores info for every file / folder on fileSystem
and handles structures on the volume)

[4] -> Boots into Ransom screen

CreateFileA ( "\\.\C:", 0, FILE_SHARE_READ | FILE_SHARE_WRITE, NULL, OPEN_EXISTING, @, NULL)

CreateFileA ( "\\.\PhysicalDrive0", GENERIC_READ | SYNCHRONIZE, FILE_SHARE_READ | FILE_SHARE_WRITE, NULL, OPEN_EXISTING, 0, =gy |/217f2b0d1e662e8583000df c660e8/cObDE {6648 /50f bhEDbbed1a6623c0/53b6681Fb5443

NULL)

Quick SMB Summary

The Server Message Block (SMB) protocol is a network file sharing protocol.
SMB sits on top of NetBIOS, SMB does rely on NetBIOS for communication with devices that do not support
direct hosting of SMB over TCP/IP. Even though NetBIOS is completely independent protocol, It provides an

API that SMB and other protocols could use. SMB has multiple

vulnerabilities (Mostly at OS level) i.e. from

buffer overflow to race conditions, bufferSize etc. Quick look at SMB transactions.

SMB -> VFS API -> FS Driver [SYSCALL] -> Kernel

NetBios establishes a session

Client sends a request to Server
Credentials is required including workgroup
Negotiate the protocol variant to speak.
Set session parameters are passed

If port 139 is used -> SMB is running over NetBios

Make a tree connection to and memory allocation, bufferSize etc

—_— e - o - S S S S S S S e S S e e s e e e .
I wsprintfW(CHAR_BUFFER, u"\\%s\admin$", arg@); I
wsprintfW(CHAR_BUFFER, u"\\%ws\admin$\%ws", argd, (esp - 0x4) + 0x2a8);
]_> WNetAddConnection2W();
|
I lprocess func param
> lrund1132.exe createfile \\;rdpdr\;:1\172.16."77.2\admin$\
lrund1132.exe createfile \\;rdpdr\;:1\172.16.177.254\admins$\
I lrund1132.exe createfile \\;rdpdr\;:1\10.0.0.2\admin$\
lrund1132.exe createfile \\;rdpdr\;:1\172.1¢.177.149\admin$\
lrund1132.exe createfile c:\program files ( :86)\icecast\admin
I lrund1132.exe querydirectory c:\program files (x86)\icecast\admin\*
lrund1132.exe readfile c:\program files (x86)\icecast\admin
lrund1132.exe querydirectory c:\program files (x86)\icecast\admin
I lrund1132.exe querydirectory c:\program files (x86)\icecast\admin
rund1132.exe closefile c:\program £il ;s (x86)\icecast\admin
lrund1132.exe createfile c:\program fi.es (x86)\microsoft sdks\windows\v7.0a\include\ahadmin.h
I lrund1132.exe createfile \\172.16.177.2\admin$\a
lrund1132.exe createfile \\172.16.17 .2\admin$\a.dll
lrund1132.exe createfile \\172.16.177.149\admin$\a
I rundl132.exe createfile \\10.0.0 2\adming\a
rund1132.exe createfile \\172.1,.177.149\admin$\a.d1l
[rund1132.exe createfile \\10.0.0.2\admin$\a.dll
I lrund1132.exe createfile \\17..16.177.254\adming\a
irund1132.exe createfile \\172.16.177.254\admin$\a.d1l
lrund1132.exe createfile *\;rdpdr\;:1\10.0.0.11\admin$\
I lrund1132.exe createfile \\10.0.0.11\admin$\a
lrund1132.exe createfile \\10.0.0.11\admin$\a.d1l
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SMB: PORT 445

The Server Message Block (SMB) protocol is a network file sharing protocol.
SMB sits on top of  NetBIOS, SMB does rely on NetBIOS for communication with devices that do not support direct hosting of SMB over TCP/IP. Even though NetBIOS is completely independent protocol, It provides an API that SMB and other protocols could use. SMB has multiple vulnerabilities (Mostly at OS level) i.e. from buffer overflow to race conditions, bufferSize etc. Quick look at SMB transactions.

SMB -> VFS API -> FS Driver [SYSCALL] -> Kernel

- NetBios establishes a session
- Client sends a request to Server
- Credentials is required including workgroup
- Negotiate the protocol variant to speak.
- Set session parameters are passed
- Make a tree connection to and memory allocation, bufferSize etc
- If port 139 is used -> SMB is running over NetBios


Quick SMB Summary

[0] -> Encrypt MBR
[1] -> Fake disk scan code written to boot sector
[2] -> Reboot the machine
[3] -> Encrypt MFT (MFT stores info for every file / folder on fileSystem
                                        and handles structures on the volume)
[4] -> Boots into Ransom screen


