
 
(Petya / GoldenEye) + Propagation 

Process Flow: 

- First stage payload is a DLL file 

- Rundll32 executes the first stage payload 

- Rundll32 spawns a second stage payload (<RandomName>.tmp) 

      

   - A new task is scheduled (via schtasks) for: +(1 hour and 3 minutes) 

- MBR is encrypted and modified 
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- Reboot is initiated 

- User gets the ransom screen (BTC: 1Mz7153HMuxXTuR2R1t78mGSdzaAtNbBWX) 
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Wevtutil command is also executed 
wevtutil cl Setup & wevtutil cl System & wevtutil cl Security & wevtutil cl Application & fsutil usn deletejournal /D.  

This is mainly executed to clear logs. Few weeks ago during SOREBRECT campaign, 
ransomware payload was running the same command to clear logs. For SOREBRECT network 
activity go to: 

http://udurrani.com/0fff/sor/ 

Stage 1: 

First stage is a DLL file that is loaded by using rundll32.exe 

Later char_buffer is passed to CreateProcess() function. A binary file with .tmp extension is 
dropped to temp folder. File name is completely random and file size: 56320 bytes 

Here is the system flow: 

Let’s examine both the files (DLL and .TMP Binary) including the compile time. 

UD !3

http://udurrani.com/0fff/sor/


Code View: 
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Traffic View: 

Most of  the traffic is used to scan the internal network for port 445, 139 and 80 for propagation. 
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MBR View: 
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