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Intro 
Ransomware is a piece of  software that encrypts specific files on your computer. All your files are 
held hostage unless a ransom is paid. This ransom is normally paid in cryptocurrency. Hence the 
main purpose is “Extortion of  money”. In many ways, ransomware is like a denial of  service 
attack, where services are denied for a victim/user e.g. access to files or file system. In the past few 
years, ransomware infection techniques have increased exponentially. This is because of  the fact 
that ransomware has become a lucrative business and a success story for the bad guys: 

- 40 - 50 % will pay the ransom money 

- High gains with low risk. 

Diversity: 

With the huge financial gains, the ransomware industry became really diverse. In the past few 
years, we have seen a range of  ransomware families.  

Some, more critical than others: 
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Encryption Algorithms: 

Each family/variant of  ransomware is using one or more types of  encryption algorithms: 
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I compiled some ransomware stats and it’s shocking that so many organizations were hit by 
ransomware in 2020 and 2021. Here is the list of  ransomware that infected multiple 
organizations 
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The Entry Point: 

Whenever I start an investigation of  ransomware, I get many How’s and who’s. How did it 
happen? How did it enter the organization, Who did it? Who is the adversary? Is it state-funded? 
Not many care about what happened and how can we improve the current security so it won’t 
happen again. So let’s talk about how this piece of  malicious software can magically get on the 
network: 

- Asset management: Many organizations don’t keep track of  their internal or external assets i.e. 
on-prem or on the cloud. 

- RDP: With no proper asset management, they don’t know if  any RDP is exposed or if  its 
vulnerable? 

- Phishing: Many people will open or click on anything that moves. 

- Spam campaigns 

- Exploit kits that can lure the users to visit specific web-sites 

- Patch management: I have seen many organizations that don’t take patch management 
seriously. If  it aren’t broke, don’t fix it.  

- VPN 

- Credential theft. 

- OS level vulnerabilities (LPE) 

This brings us to another topic “commoditization of  malware”. With all the financial 
benefits the bad guys have made this process even easier. Now we have MaaS or RaaS i.e. 
Malware as a service or Ransomware as a service. This provides an easy entry point for 
ransomware. In most cases, they use a commodity trojan/backdoor as the entry point, which 
later downloads or drops the ransomware. Some of  the famous initial payloads are Emotet and 
TrickBot. Here is a quick read on this topic: 

https://udurrani.com/0fff/emotet_to_ryuk.pdf  
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Let’s move to post exploit: 

This is where the ransomware activity begins and the desktop background changes to a scary 
ransom note. I remember days when everything was saved on files but these days losing files on 
your computer is a nightmare. Let’s examine this process: 

- 1. Ransomware is dropped or downloaded on a computer 

- 2. Ransomware creates random symmetric keys to encrypt each file 

- 3. Ransomware will use another public key (asymmetric) to encrypt the key(s) used in step 2. 

- 4. Ransomware will try to destroy the keys and exit. In some situations, the ransomware won't 
exit and continue to encrypt newly created files. Most new ransomware payloads normally exits 
right after encrypting files and uses a self-delete mechanism. This exit is crucial to destroy all 
the artifacts from the memory. 

- 5. Ransomware will present the contact information i.e. how and where to pay. 

- 6. Ransom is paid to get the private key i.e. to decrypt all the files. 

The ransomware payload will use symmetric key encryption e.g. AES to encrypt each file. This is 
useful as symmetric encryption is faster and cheaper than asymmetric encryption. Finally 
asymmetric key encryption e.g. RSA is used to encrypt the keys. This in fact is the public key 
created by the threat actor/hacker. This means that the hacker creates a key pair up front, where 
the public key is either statically embedded in the payload or it’s downloaded at run-time. If  the 
file is encrypted via a public key, only a private key can be used for the decryption process. That is 
why the victim has to pay for the private key to decrypt the files. 
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Let’s get a little more technical: 

We want to see how the ransomware payload works and what activity takes place during it’s 
execution.  

Deleting the shadow copy: 

Ransomware deletes the shadowCopy to make sure that deleted files can’t be restored. As the 
name indicates the shadow copies are backups of  volumes, files, folders, etc. Ransomware 
payload normally uses function calls like CreateProcess or ShellExecute to delete the shadowcopy. 
For shadow copy deletion certain vss* dll files are loaded e.g. to delete the shadow copy the 
following call will be used. 

CreateProcess( NULL, "vssadmin Delete Shadows /All /Quiet", NULL, NULL, TRUE, 
CREATE_NO_WINDOW, NULL, NULL …); 

vsstrace.dll will allocate 36 bytes and followed by the deletion of  shadowcopy. In some cases, the 
ransomware will try to trick the AV or EDR solution and run the following command. The 
command looks weird but it is doing the same exact thing. 

C:\uud\..\Windows\px\dqf\..\..\system32\xd\vtood\..\..\wbem\isb\mv\..\..\wmic.exe 

Other commands: 

"C:\Windows\System32\cmd.exe" /c wbadmin DELETE SYSTEMSTATEBACKUP 
"C:\Windows\System32\cmd.exe" /c wbadmin DELETE SYSTEMSTATEBACKUP 
-deleteOldest 
"C:\Windows\System32\cmd.exe" /c bcdedit.exe /set {default} recoveryenabled No 
"C:\Windows\System32\cmd.exe" /c bcdedit.exe /set {default} bootstatuspolicy 
ignoreallfailures 

Some EDR solutions can try and retrieve the deleted files. For such scenarios, specific 
ransomware payload will use cypher.exe to make sure deleted files can’t be recovered. 
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Let me explain this a bit. OS keeps track of  all the files through a pointer. Think of  it as a mark 
that tells the OS where the file begins and where it ends. What if  you delete this pointer??? 

FileSystem will think there is no file at that location. NOTE: Only the pointer is removed, not 
the file itself. This is what the cipher.exe (Microsoft utility) is doing i.e. making sure all those 
pointers are overwritten. 

Blacklisting/whitelisting: 

Ransomware payload also looks at certain processes before they start encrypting the files. If  any 
of  the processes are running within the process stack, the payload will exit. Similarly, the payload 
looks for certain file extensions to encrypt and certain file extensions are ignored. The payload 
holds this information somewhere in the memory. The ransomware will hold the file extension 
info in the following fashion. 

The ransomware may whitelist specific file extensions i.e. it won’t encrypt the files. Some folders 
and locales are whitelisted/ignored as well. In the following screenshot, you can see the 
whitelisted extensions 

Ransomware ignores some file extensions e.g. .EXE, .SYS, and .DLL or will ignore them in 
specific locations to make sure that ransomware activity is intact. 
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Terminating processes: 

The ransomware payload will enumerate all the processes by using CreateToolhelp32SnapShot() 
and then Process32FirstW() and Process32NextW(). If  it finds the processes its 

looking for, it will create a buffer with the appropriate taskKill command and call ShellExecute(). 
The buffer will have all the right values like *u" /F” *u" /IM” etc. It will just add taskkill 
command to the buffer and launch ShellExecute(). 

ShellExecuteW(0x0, 0x0, u"taskkill", &var_address, 0x0, 0x0); 

This is mainly done to avoid conflict with specific processes or the software for AV vendors. 

It can also use the windows net command to stop services. 
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File Encryption: 

This is the secret to successful ransomware. Proper file encryption and path to file decryption are 
critical. Ransomware will begin with creating keys on the fly. Once again, the payload requires an 
already created public key and symmetric key(s) to encrypt each file. A separate symmetric key is 
used in each transaction. 

In most cases, the threat actor will create a key-pair (Asymmetric) and embed the public key in 
the malware. The good thing about the public key is that you don’t have to secure it.  

The ransomware developer has to make sure that same files are not encrypted more than once. 
For this reason, ransomware can add a mutex in the memory or make sure it adds a string to an 
encrypted file at a certain offset. In the following screenshot, the ransomware is adding a special 
string to identify if  the file is already encrypted or not. 

Before the file encryption begins, the ransomware needs few things: 

1. Algorithms for encryption 

2. Public-key 

3. Random keys to encrypt files and other keys 
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How does file encryption work: 

File encryption is very similar to any other file IO, you open a file, you modify and you close the 
file. This process could be handled by a single thread or multiple threads. In either case, you will 
notice that the payload in memory is pretty heavy and chewing up system resources. 

 

 

 

 

 

First, the ransomware picks a path i.e. where to start the encryption process. This process involves 
directory enumeration. It gets info on logical drives by using GetLogicalDriveStrings(). The 
recursive file search is initiated by using the following functions. 

FindFirstFile(LPCWSTR lpFileName, LPWIN32_FIND_DATAW lpFindFileData)  

FindNextFileW@IAT)(HANDLE hFindFile, LPWIN32_FIND_DATAW lpFindFileData) 

Once the payload finds a file with the right extension, it will create a unique symmetric key. The 
process requires using multiple functions: 

CryptGenKey, CryptImportKey, CryptExportKey, CryptEncrypt [For encrypting files with exported key], 
CryptAcquireContext, CryptDestroyKey etc. 
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Here is the list of  the API’s used in cryptography. 

 

File encryption: 

File encryption is similar to file modification. The victim file is opened first in read mode. The 
encryption algorithm will read ’N’ bytes at a time, encrypt them and write to a new file. This is 
done via using the following function: 

NtWriteFile ( 0x00000150, NULL, NULL, 0x01ed0020, 0x01ed0020, 0x01ed0094, 144, 0x02 … ) 

0x01ed0094 holds the address to the actual data in the memory that needs to be written to the 
new file 

 
0000  a3 d2 ea 12 d9 cb a7 5c 51 7e 76 5a 7a 5c 42 d3 63  .......\Q~vZz\B.c 
0011  77 2d b5 ff 92 fc cc 50 c3 3f 95 d9 30 3d d7 56 ab  w-.....P.?..0=.V. 
0022  fc 16 9a 5c 7f d3 41 81 75 e4 73 30 1d 68 c8 4d 12  ...\..A.u.s0.h.M. 
0033  61 a7 8c 81 c5 10 cb 47 9b c8 04 df ff 63 5c 0f d9  a......G.....c\.. 
0044  4c b9 66 5e 7d 1a 66 4f 87 c1 dc 94 c2 1b 12 58 18  L.f^}.fO.......X. 
0055  3f 85 99 1b 55 05 07 0d 7f d9 af ea d7 2f b8 cb b4  ?...U......../... 
0066  4c f0 52 72 c9 b8 42 b0 4e 21 e7 81 b6 27 7e d8 61  L.Rr..B.N!...'~.a 
0077  0a 5b cf f0 9e 76 c7 41 5a 73 fb 83 a6 ac 6d ff 3c  .[...v.AZs....m.< 
0088  93 24 3d 76 69 b3 b4 22                             .$=vi.." 

144 = the total length of  the data 

Once the file is written, the file-handle is closed and this file is moved/renamed to a new name with a different file 
extension. This is done by basic string formatting: In the following code, the .pysa extension is used for renaming.  

Once the file is re-named, the original file is deleted by using 
DeleteFile() 

Data encrypted in the memory
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The encryption call used here is CryptEncrypt() 

BOOL CryptEncrypt( 
  HCRYPTKEY  hKey, 
  HCRYPTHASH hHash, 
  BOOL       Final, 
  DWORD      dwFlags, 
  BYTE       *pbData, 
  DWORD      *pdwDataLen, 
  DWORD      dwBufLen 
); 

Handle to AES and the CSP is done by using the following dataStructures 

HCRYPTKEY 
HCRYPTPROV 

Lateral movement: 

Not all ransomware Trojans are able to make a lateral movement. The lateral movement could be done via the 
commodity stage one backdoor e.g. Emotet, trickBot or the ransomware has the code path to lateral movement itself. 
The ransomware payload can look at the arp table and try to connect to similar ip range. If  we look at the network 
trace, we can see the following: 

An arp request is sent (Lookup) 

Once the request is successful, a SYN packet is sent to the remote ip on port 445 

In the above scenario either the credentials are stolen or the remote machine is part of  the Administrative group. 
The ransomware payload could have the set of  credentials hidden/encrypted in the payload (for brute forcing). By 
looking at the memory dump one can find the set of  credentials. Here is an example: 

L3: 172.16.223.5 -> 172.16.223.1 L4: [49309:445(microsoft-ds)]  SYN 
L3: 172.16.223.1 -> 172.16.223.5 L4: [445(microsoft-ds):49309]  ACK RST 
L3: 172.16.223.5 -> 172.16.223.6 L4: [49314:445(microsoft-ds)]  SYN 
L3: 172.16.223.6 -> 172.16.223.5 L4: [445(microsoft-ds):49314]  ACK RST 

L3: 10.0.0.188 -> 10.0.0.10 L4: [49573:445(microsoft-ds)]  SYN 
L3: 10.0.0.188 -> 10.0.0.11 L4: [49574:445(microsoft-ds)]  SYN 
L3: 10.0.0.11 -> 10.0.0.188 L4: [445(microsoft-ds):49574]  ACK RST 
L3: 10.0.0.10 -> 10.0.0.188 L4: [445(microsoft-ds):49573]  ACK RST 

+ WHO-HAS 172.16.223.1 tell 172.16.223.5 

00 01 08 00 06 04 00 01 00 0c 29 9a f2 8f ac 10       | ..........)..... 
df 05 00 00 00 00 00 00 ac 10 df 01               | ............ 

+ GOT 172.16.223.1 AT HW-> fa:ff:c2:b2:4d:64 

woaisha123, lzf5201314, nanzihan, a6127821, UTIBET521, caocaocaocao, asdfgh456, sc.sp851_, gengliang, 
mcgradyKOBE88611, nanzhuang, bobo198768, jzw010420, xiaolan84, ypcmdbat, xiaolan520, 123456789, 12345678, 
11111111, dearbook, 00000000, 123123123, 1234567890, 88888888, 111111111, 147258369, 987654321, aaaaaaaa, 
1111111111, 66666666, a123456789, 11223344, 1qaz2wsx, xiazhili, 789456123, fuckfuck,  

13



The ransomware could be equipped with some exploitation code like eternal blue or another LPE 

 

Encryption Mode: 

In most cases, the encryption is local to a single machine and then the payload is moved to another workstation 
laterally. This situation is handled well by the AV products. If  the ransomware does everything remotely i.e. encrypts 
remote drives without dropping any payload to the remote workstations/servers, it becomes very difficult to identify 
this activity. This is because of  the fact that remote file IOs are handled by the kernel objects/components 
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Hiding behind other executables: 

Many times ransomware will use code injection techniques to hide itself  and bypass security checks. This way the 
ransomware can hide behind a white listed application like svchost.exe or explorer.exe. Here are some of  the 
injection techniques used: 
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Conclusion: 

• Manage your assets: Secure apps like RDP on-prem or on the cloud 
• Take security patching seriously 
• Multi-facto authentication for your critical servers 
• Automation is your friend 
• Invest in a good EPP/EDR solution. The endpoint is pretty critical 
• Invest in a good firewall 
• Make sure you gather the best intel 
• Gain more visibility on your corporate network 
• Test your security 
• Create the best SOC by hiring the right people 
• Stay away from ransomware 
• CHILL! 

For the research, I used multiple ransomware payloads. On the next page, you can see the detailed 
dynamic view of  multiple ransomware payloads running together. 

16



conti.exe-1292

172.16.223.0 PORT:445

172.16.223.2 PORT:445

172.16.223.3 PORT:445

172.16.223.4 PORT:445

172.16.223.5 PORT:445

dopplepaymer.exe-2232

38.88.126.131 PORT:443

163.172.7.152 PORT:443

avaddon.exe-4088

cmd.exe-1056

cmd.exe-1524

cmd.exe-1336

cmd.exe-4376

cmd.exe-4388

cmd.exe-4440

maze.exe-4384 91.218.114.79 PORT:80

91.218.114.11 PORT:80

91.218.114.37 PORT:80

netwalker.exe-3624 vssadmin.exe-3832

notepad.exe-10052

darkside.exe-3300 cmd.exe-3628

revil.exe-2460 cmd.exe-3540

pysa.exe-1832

egregor.exe-936

nefilim.exe-648

vssadmin.exe-1824

vssadmin.exe-1056

vssadmin.exe-4648

vssadmin.exe-4640

WMIC.exe-1976

WMIC.exe-4220

WMIC.exe-4676

cmd.exe-5916 taskkill.exe-1020

ENTRY POINT

REFLECTIVE DLL LOADING

CONFIG

Drop/download post exploit tools e.g. psexec, winrar etc

      
 

CryptEncrypt(hKey: 0x436d48, hHash: var_1c, Final: 0, 
dwFlags: …)
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INDICATORS 

18



CVE-2020-0796 
CVE-2019-19781 
CVE-2020-0688 
CVE-2019-19781 
CVE-2019-11510 
CVE-2018-8453 
ee06c557f1acd5c4948b1df0413e49f3885f8ac96185a9d986b91a1231444541 
c3c50adcc0a5cd2b39677f17fb5f2efca52cc4e47ccd2cdbbf38815d426be9e1 
a9d483c0f021b72a94324562068d8164f8cce0aa8f779faea304669390775436 
765327e1dc0888c69c92203d90037c5154db9787f54d3fc8f1097830be8c76ab 
4ea8b8c37cfb02ccdba95fe91c12fb68a2b7174fdcbee7ddaadded8ceb0fdf97 
3fd510a3b2e0b0802d57cd5b1cac1e61797d50a08b87d9b5243becd9e2f7073f 
2b3518937fd231560c7dc4f5af672a033b1c810d7f2f82c8151c025ce75775bf 
004a2dc3ec7b98fa7fe6ae9c23a8b051ec30bcfcd2bc387c440c07ff5180fe9a 
932778732711cd18d5c4aabc507a65180bf1d4bd2b7d2d4e5506be4b8193596e 
9017c070ad6ac9ac52e361286b3ff24a315f721f488b53b7aaf6ac35de477f44 
6ad7b3e0873c9ff122c32006fdc3675706a03c4778287085a020d839b74cd780 
3aad14d200887119f316be71d71aec11735dd3698a4fcaa50902fce71bdccb07 
14e547bebaa738b8605ba4182c4379317d121e268f846c0ed3da171375e65fe4 
aee131ba1bfc4b6fa1961a7336e43d667086ebd2c7ff81029e14b2bf47d9f3a7 
3fc382ae51ceca3ad6ef5880cdd2d89ef508f368911d3cd41c71a54453004c55 
3e5a6834cf6192a987ca9b0b4c8cb9202660e399ebe387af8c7407b12ae2da63 
28f3f5a3ea270d9b896fe38b9df79a6ca430f5edab0423b3d834cf8d586f13e6 
2d01c32d51e4bbb986255e402da4624a61b8ae960532fbb7bb0d3b0080cb9946 
b2d79fb20a243d3f5dca96fd9e70683f7c0ba1a29668c560b83a14ce4e29d479 
5fa2b9546770241da7305356d6427847598288290866837626f621d794692c1b 
2e0df09fa37eabcae645302d9865913b818ee0993199a6d904728f3093ff48c7 
45.135.229.179 
79.141.162.82 
155.94.160.40 
192.154.253.120 
192.52.167.101 
194.88.104.24 
188.166.74.218 
45.55.211.79 
26c499e3f9ec79ae91fca43dd81f9d1302a913ee30474223f3f5320c10c4a4a0 
633e3eaa35fa4963b68006f44b70bc29b4f0b682093468833e731df78c7c0fbc 
9fbd5acd0a3ad1259ef0515e79775d5b4bcba82c9a199aad73baf84450380c3f 
0fa207940ea53e2b54a2b769d8ab033a6b2c5e08c78bf4d7dade79849960b54d 
34dffdb04ca07b014cdaee857690f86e490050335291ccc84c94994fa91e0160 
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74bc2f9a81ad2cc609b7730dbabb146506f58244e5e655cbb42044913384a6ac 
95ac3903127b74f8e4d73d987f5e3736f5bdd909ba756260e187b6bf53fb1a05 
fa2bccdb9db2583c2f9ff6a536e824f4311c9a8a9842505a0323f027b8b51451 
9958e259bad37bf1f02c9ae1a171d37abe94e50b3d846f845cb362584769f97d 
362fc55f5cd3d5338827de0eafdb7eb34c26885345706852184db95ad9996a5c 
2d22d812117ff4ca4d8bcbd45ec20c77f52e907bf7320d44f6a4fd6c7beb066e 
d41fd38a8478bf788f5dc0acf0e070dd360ddc9bfff0804e6b5254cc0116aa81 
982f8e3329ef811bde84fd0cd5009dbfda6ed5e22e10eea796ac128e787f4f50 
462257012d62ead365af0198457c64cc07a0597461ce79496c0f22b91273dcde 
e1e19d637e6744fedb76a9008952e01ee6dabaecbc6ad2701dfac6aab149cecf 
17b89590d4a732821269f81d0e2a307554a516aac41a25386a660efc31f11579 
1af8672fd4ffdf557896efd173ab031fb326846b5aa21548884506217f654a4f 
1f396173c5ba8ee8504ca2bb5ff1db334d65bda15c5a767ac65b0e05da118d6b 
2181579e0125e8087a3269ee8a90a973307f67eceb7122fdc7463db6bc5050b5 
2b23cbb57368ec73e514473166f999c406184a786c298300cd5e5b96044b4204 
337fe8b50b6db4e741246ca76f27a8dd4e505cceebf9a9577be2d03dd5c5810a 
338b9b5ea11c502f5eab38c606740319ae6606e17e29106348cbddc312f0343c 
4265b4461d213a6e99447fc255a5d4de9a18b92756cfb66a247472261ab01154 
4c1b8b3bd83e588c701568aa9469ff3a1e9725c1b838efdf8683a1edafaefe45 
5a8194f69687a52dcd478b759539eb6a2b824505f5f6659aab26ef1787d994db 
67cd75a0e5e0885bb6d59b6747747473ebdef00f2870ca3eb3a4e144ae283dd9 
7882c0d6116d428fcd01064021e7d71abbf386466d50fda80efe9a98186fdb48 
830a8208fe916dabfc1ee63c3e889d8277fbae954a9b00d64b2c920e1d9a2536 
957db5d26408685f006e113c4793b943cc5c193466cf1223416f025cc8cc308d 
9a85c4fd3cbc4cd32155ce4885a057648070357eb944c9ae38678b46088b500c 
b7ae354e1227e211b73cbabd1989a86da6018d6abe756c2d16506aff46b3cfa2 
c40dfd58e6da0aade75d09b6a659cf165f072ba89aef2d60c10c153793535ee7 
c6bbcbd392e5828b0fd1130e4c27cf352415295b0428c6b1ce6707528cfa8502 
c80ded3fe04fe8fea1439d19c87d4c451683786c5bbdf9ddee4755ccde571be1 
d8cb6bc96ed3c980013addb9af4f61fdfefc5e3373c36e821062c2dae565dd75 
dad3431f42dd3bac7fa36ed24b40bfb6e8d7ccce71c325ee0c068e7b1a1de1ad 
dcd68b47c9f98cde982318d889dbfdaadec966651f957410075bb8b413a811fa 
eb3980c1bd7880ff3787efd329a368a9c3104368bd890e6e84a6612fbac38066 
eccc6703bbbe261e1caf9aa3ccec69ad5c099c4af0fed4aa6da678aba17ccb16 
2b23cbb57368ec73e514473166f999c406184a786c298300cd5e5b96044b4204, 
7882c0d6116d428fcd01064021e7d71abbf386466d50fda80efe9a98186fdb48, 
4c1b8b3bd83e588c701568aa9469ff3a1e9725c1b838efdf8683a1edafaefe45, 
104.27.130.109, 
104.27.131.109, 
195.201.29.161, 
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104.28.23.228, 
104.28.22.228, 
104.18.43.85, 
104.18.42.85, 
173.249.46.122, 
5.77.60.44, 
50.63.202.77, 
88.99.61.233, 
93.187.234.36, 
162.144.26.133, 
195.210.46.47, 
104.31.83.217, 
104.31.82.217, 
198.71.233.104, 
31.47.254.18, 
185.2.4.147, 
http://lollachiro.com/, 
http://acb-gruppe.ch/, 
http://profibersan.com/, 
http://datatri.be/, 
http://dantreranch.com/, 
http://gosouldeep.com/, 
http://victorvictoria.com/, 
http://belofloripa.be/, 
http://rentsportsequip.com/, 
http://profiz.com/, 
http://jax-interim-and-projectmanagement.com/, 
http://leadforensics.com/, 
http://breakluckrecords.com/, 
http://alwaysdc.com/, 
http://sppdstats.com/, 
http://thegrinningmanmusical.com/, 
http://voetbalhoogeveen.nl/, 
http://kellengatton.com/, 
http://b3b.ch/, 
http://reygroup.pt/, 
http://boomerslivinglively.com/, 
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