
 

GREENBUG / ISMDOOR v2 
This is just a continuation of green bug / ISMDOOR. To look at the previous report please go to the following link.  

                              http://udurrani.com/0fff/dng.html 

Green bug is a backdoor that exfiltrates useful data to a C2 server. In the last variant green bug was using DNS 
tunneling to exfiltrate data. There was no TCP traffic involved. In this version the attacker has changed things a 
little. 
- Use TCP / HTTP to exfiltrate data. 
- Use DNS tunneling for signaling or in case HTTP is not working or blocked. 

http://udurrani.com/0fff/dng.html


QUICK ANALYSIS 
First stage payload is an excel document with a macro (POWERSHELL) embedded. Macro contains a base64 
encoded executable.  

 

 

4d 5e 03 is the header for an executable (PE). Variable Paltofp1 contains the second stage binary. This binary is 
eventually dropped.  

Binary is dropped as servicereset.exe.  



Second stage payload is a 32 bit binary compiled on 7/3/2017. 

  

If we compare it with the previous binary that used DNS ONLY, the dates are not that different. It was compiled on 
the same date i.e. 3/7/2017. 

 Once again if you would like to read the previous report go to  

                             http://udurrani.com/0fff/dng.html 

Second stage starts collecting data and initiates a scheduled task that runs every N minutes. Victim machine can 
initiate a connection to C2 server and get the task(s) list i.e. What commands to run. 

http://udurrani.com/0fff/dng.html


Lets look at the flow: 

Schedules task is called OfficeServiceStatus that runs every 3 minutes. Following is a function that creates a 
task. Each time the task runs, it collects data and sends it to the C2 server using HttpOpenRequest(), 
InternetOpen() etc as shown below. 



TRAFFIC 
Lets look at the traffic. Here are the DNS requests and their resolution. 

Host Name        : fpdownload.macromedia.com 

A                         : 104.119.180.38 

CNAME              : fpdownload.macromedia.com.edgekey.net  e526.d.akamaiedge.net 

Host Name         : fpdownload2.macromedia.com 

A                         : 195.22.200.113  195.22.200.107 

CNAME              : fpdownload2.wip4.adobe.com  fpdownload.macromedia.com.edgesuite.net  a1293.d.akamai.net 

Host Name         : www.ntpupdateserver.com 

A                         : 142.54.179.90 

Right after the DNS resolution, TCP SYN is sent to the C2 Server: 



Remaining 3 way handshake, followed by the first GET request 

 

 

Following is the C2 server’s response, where C2 server is asking the victim’s machine to run specific commands. 



C2 Server will END the existing connection(s) 

Victim’s machine will initiate a new connection after 3 minutes i.e. when the scheduled task will run the next time. 

Results are sent to C2 server within —myboundary tags 



Payload can send and receive data via UDP i.e. DNS or TCP i.e. HTTP 

Here is the DNS query and response 

  

DNS transaction looks similar to the following i.e. DNS query with AAAA response. 

Socket data structures are populated to send receive UDP data 

 

DNS / UDP data is sent in a specific order, its like using special signaling 



Some of the DNS queries and AAAA (IpV6) response. 



CONCLUSION 
ISMDOOR backdoor is a data exfiltration tool that steals very important data. It initiates a process on a victim’s 
machine that can get specific instructions from a C2 server and executes them. Results of those instructions can 
be uploaded to the C2 server via TCP or UDP. Greenbug / ISMDOOR was related to Shamoon 2 attack that was 
initiated in 11/2016 and then the initial part of 2017. Most likely this campaign will get better with time as the 
adversaries will fix the existing bugs and put more intelligence within the code. Please make sure your system(s) 
are patched and you are using good endpoint security product(s) with not only prevention but some level of 
detection as well.  

Such payload has the ability to by-pass endpoint security products or AV’s, so its a good idea to have a network 
layer prevention / detection, especially for DNS. Make sure you use sink holing for the bad domain requests. 

Document based attacks AKA macro attacks are on the rise. There are plenty of products that can prevent and 
detect macros within a document. Child process white listing is very useful e.g. Excel not able to spawn 
powershell, WMIC, CMD.exe etc is a good idea.


