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Binary Info 

Sign.exe (Compiled) 

Adobe-x86-ui.exe (Compiled) 



WINWORD DOCUMENT: 

Word document is equipped with a heavily obfuscated macro.  
 

 

Eventually strings are flipped via StrReverse() 
It converts the following payload into first stage binary called Sign.exe. Payload is pretty 
huge so I cant put all of  it here. Following is just one of  the screen shot. 



Sign.exe is a .net binary. It has a class called PAYLOAD with a dropper functionality. it 
also creates 2 DLL files 

public byte[] dll_sch 
public byte[] dll_web = new byte[] 

 

 



This stage will drop Adobe-x86-ui.exe (C:\Users\foo\AppData\Roaming\Adobe\Flash 
Player) and 2 helper DLL’s, with following hashes. 

4F13BEC852002EA7208DEAF82B53F90D 
E845D2AA781579F97BD67C2E4970C476 

Summary: 

Attack is meant to exfiltrate corporate information to a CnC. Most probably to make use 
of  it in future or to better understand the corporate network. 

Other 
Payloads: 

3CD5FA46507657F723719B7809D2D1F9 
4ED42233962A89DEAA89FD7B989DB081 



Prevention: 

I tested the payload i.e. WORD document and then the standalone binary. Most of  the 
good AV’s were not able to prevent it. They had no clue about the payload at all. I started 
with McAfee. 
 

 

Then I tried against Symantec and there was no prevention. 



But Symantec AV was not updated. Last update was done 11 days ago. So I started the 
update and waited for like an hour or so and kept on getting the following message. 
 

     Eventually I gave up! 


