I didn’'t want to spend that much time on this payload, not really worth it. It has the KEY embedded within the payload. Key and userID are mapped.
I just wanted to have some basic info on this payload.
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SetWindowsHookExW (Oxd, FUNC, eax);

_y indirect jmp to DLL

HOOK —-—> consent.exe
"C:\Users\foo\Desktop\DATASTOP.exe" —-—Admin
% "C:\Users\foo\Desktop\DATASTOP.exe" —--Service 3940
\ 4
\ /
\ I
N 1
\
\ \

explorer.exe 2888

@echo off

itry
del "C:\Users\foo\Desktop\DATASTOP.exe"
if exist "C:\Users\foo\Desktop\DATASTOP.exe" goto try

HARDCODED IDENTIFICATION * JavpuaI3xVVy1KaptMXUychY3 P6MwW25EhVJIUkaT del "C:\Users\foo\AppData\Local\Temp\delself.bat"

decryptiondata@bitmessage.ch
PAY RANSOM * decryptiondata@india.com
1

1
v

BM-2cT7NLyrz7mQWqge7mFs6wTLJeRnrKRELrS@bitmessage.ch

Encryption Window ------- > u"DAv1IiMxm<7P (admin)";

HardCoded KEY ------- > FUNC_413e00("vKztlcNKKc5sTAdfGHs2RmIzCQmAmMjizSwbvVX27W™);




