
Ransomware 
SUMMARY 

- Payload impersonates SVCHOST.exe 

- Uses the naming convention ZNvCrpaNxrZtzeES 

      if  ((int *)”ZNvCrpaNxrZtzeES” == 0x9) 

Will convert fileNames to following naming convention 

          "ZNVCRPANXRZTZEEST.id-2848892090_[fgb45ft3pqamyji7.onion.to].2rb21" 

- Makes a POST call to http://31.184.234.240/2rb21/7k5reo.php 

- Starts encrypting files and adds an html file for instructions 
                                         C:\Users\Administrator\AppData\Local\### DECRYPT MY FILES ###.html 
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DnsGetProxyInformation ( "31.184.234.240", ….); 

LoadLibraryA ( "wininet.dll" ) 

GetProcAddress ( HANDLE_TO_DLL, "CPEncrypt" )   // Returns exported function() 

CreateMutexA ( HANDLE, OWNERSHIP_BOOL, "RasPbFile" ) 

Creates a file called svchost.exe.bat 

( "FOR", ""C:\Users\hol\Desktop\svchost.exe.bat"" ) 

( "FOR/?", ""C:\Users\hol\Desktop\svchost.exe.bat"" ) 

( "IF/?", ""C:\Users\hol\Desktop\svchost.exe.bat"" ) 

( "REM", ""C:\Users\hol\Desktop\svchost.exe.bat"" ) 

Payload tries to make a POST request, provides information to CnC 

          3Way HandShake (TCP) 
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PUSH ControlBit 

POST 
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Nemesis belongs to the Cry9 (similar to CryptON) ransomware family. This payload can spread 
via RDP or similar tactics so make sure not to allow openRDP (RDP open to the internet). 
Emsisoft has a generic decryptor for this family of  ransomware but I have noticed that it doesn't 
work with the latest payloads. There were new payloads found month of  April (4/19/2017 - 
4/23/2017) 

Decryption tool URL: https://decrypter.emsisoft.com/cry9 

The tool will work with CtyprON and for the latest / updates Nemesis would throw an error 
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