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BlackMatter Ransomware encrypted all your files!

To get your data back and keep your privacy safe,
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BlackMatter is a successor to DarkSide and Sodinokibi ransomware. Let’s take a quick

look at the previous DarkSide ransomware flow.
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A quick look at Sodinokibi Ransomware and its obfuscation:

https://udurrani.com/0fff/ransomware using net assemblies/



https://udurrani.com/0fff/ransomware_using_net_assemblies/

BlackMatter operates in a similar fashion to its predecessor DarkSide. It tries to gain the
right privileges to conduct all the activities. The group has adapted new techniques and
developed features to exfiltrate/push files before the actual encryption starts. The group

maintains its presence on the dark web.

{ FOR MEDIA ‘ BlackMatter Ransomware CONTACT US

New contacts Jul 28, 08:17

We invite journalists and recovery companies for registration on our We do not attack:

platform. To register, click "Contact us".
* Hospitals.

e Critical infrastructure facilities (nuclear
power plants, power plants, water
treatment facilities).

* Oil and gas industry (pipelines, oil
refineries).

* Defense industry.

* Non-profit companies.

* Government sector.

If your company is on that list you can ask us
for free decryption.

About us

We are a team that unites people according to
one common interest - money.

We provide the best service for our clients and

partners compared to our competitors.
We rely on honesty and transparency in our
dealings with our victims.
We never attack the company twice and
always fulfill our obligations.
We invite the recovery companies to cooperate
with, you can contact us through "Contact Us".

Depending on the company, the initial price is pretty high.
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The threat group creates a unique payload for each victim (company). The payload
eventually creates a special URL that can be mapped to the victim. This way the victim can

easily communicate to the threat actor.



PE VIEW:

a
o
v g
% )
% Zz <
£ 3 S 2
2 ) g
N 5, 5 :

Y 3 >

% a N %

% %, 2. °

% S, %
K %
* %,
X %
%/p
i RN
1’7/7% .
",
k2
5,
23,

SetlastError .

_

Ge!FileAuributesW -—

_

G:(Command\_'\new
auine”
aman
GetCo!
N
(,exk“"““am
hez‘;‘b‘a
N
655396
o e
o°
\&
&
&
o
@
&
NG
&
o o
& b
S8

2021

AL 23BI0®D

Oxe8d5 ¢

— pvpaqgummgﬁmq

02€9S

pTEPOO0OX0

—1 LoadMenyw

P

00010000%0

&
«
g ke
g P
g E
-
N
£ ¥
3 2
A A
§F § &
£ S
s ¢
§ ®
) & ‘%
S
& & o
| © & S
& N
15 S
5 &
o &
&
& &
&
<&
&
&
&
NS
B
X
6®
2
3
o
‘ H
? 0x0

— 0xf170

T 0x000015ec
D——

I—
OXOOOOEOOO

0%0000¢ 4,
0
)(0000,000

Oxg,
00,
00,
00

-
“on

essy,
i,
9 e




THE FLOW:

PrivEscalation|via COM classes

emmmmTTTTTTTTOTTTTTTES Ppayload.exe
. . CAD and g5 exe
__________________ > C:\Users\foo.dilpayload.exe
/ i
/I T - \\?\C:‘&iRkKSlkJ_README.m
i P
J e _ CADecumenis nd. dINCocal Settings\Temporary Intemet Files\Content IESWT6VEXAN\paymenthacks]
. -
. S
) , " 2T e - C:\Documents and Settings\All Users\Application Data\XiRKKSIkJ.bmp
i
y ‘ > \WACAZrAjlyMjs README.txt
’
// L7 AN C:\Users\foo.dINAppData\L i 'y Internet Files\Content IENTXJ3UQ95\paymenthacks_com1

- C:\ProgramData\ZrAjlyMjs.bmp

ﬂd Setti Admini \Local Settings y Internet Files\Content IESVT6V8X AN\paymenthacks1

P C:\$Recycle Bin\S-1-5-21-843043956-3771856219-1177494106-500\desktop.ini

\AppData\L i ‘indows) y Internet Files\Content. IESXTXJ3UQ95\paymenthacks_com1

+206.188.197.206

process_activity: 3.64% —\ l‘iP—CD"HEﬂiViW: 0.91%

dns_activity: 5.45% —\

/ reg_activity: 17.27%

DllHost.exe /Processid:{E10F6C3A-F1AE-4ADC-AA9D-2FE65525666E}@
C:\Windows\SyswWOW64\D11Host.exe /Processid:{3E5FC7F9-9A51-4367-9063-A120244FBEC7}@

C:\Windows\SysWOW64\d1lhost.exe —> payload.exe

C:\Windows\system32\vssvc.exe
C:\Windows\System32\svchost.exe -k swprv

J

file_activity: 72.73%
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Source-Ip: 172.16.223.5 —> Dest-Ip: 206.
P-Size:

(35839, 0)
Control-Flag [13]: syn
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Source-Ip: 172.16.223.5 —> Dest-Ip: 51.79.243.
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Packet-Id: 9445 ]
Source-Port: 50693, Dest-Port: 80
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427, Packet-Id: 9466 ]
Source-Port: 50698, Dest-Port: 80
(45055, 10747)
Control-Flag [13]: psh ack
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