
BLACKSHEEP 
Quick Summary: 

DotNet binary, VB.NET. DotNet framework 4.0.30319. Compiler VStudio 10. 
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Extension used for each file
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GRAPHICAL VIEW: 
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Please NOTE: Sample does not have a code path to decryption!!!!!



Payload does not require any internet connection to encrypt the files 

Files are encrypted with extension .666 

NOTE: If  you are doing dynamic analysis: 

   - Once files are encrypted and you get the ransom message 

   - Try killing the payload. There is only one process running 

   - Then run explorer.exe, you should see all the icons on your desktop and 

should be able to debug 

On execution, payload will encrypt .png, .jpg, .doc etc. For some reason .pdf  

and .rtf  are not touched. 

BINARY AND PROCESS INFO: 
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