
<LogonTrigger> 
      <Enabled>true</Enabled> 
      <UserId>WIN-RN4A1D7IM6L\foo</UserId> 
    </LogonTrigger> 
    <RegistrationTrigger> 
      <Enabled>false</Enabled> 
    </RegistrationTrigger> 
  </Triggers> 
  <Principals> 
    <Principal id="Author"> 
      <UserId>WIN-RN4A1D7IM6L\foo</UserId> 
      <LogonType>InteractiveToken</LogonType> 
      <RunLevel>LeastPrivilege</RunLevel> 
    </Principal> 
  </Principals> 
  <Settings> 
    <MultipleInstancesPolicy>StopExisting</MultipleInstancesPolicy> 
    <DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries> 
    <StopIfGoingOnBatteries>true</StopIfGoingOnBatteries> 
    <AllowHardTerminate>false</AllowHardTerminate> 
    <StartWhenAvailable>true</StartWhenAvailable> 
    <RunOnlyIfNetworkAvailable>false</RunOnlyIfNetworkAvailable> 
    <IdleSettings> 
      <StopOnIdleEnd>true</StopOnIdleEnd> 
      <RestartOnIdle>false</RestartOnIdle> 
    </IdleSettings> 
    <AllowStartOnDemand>true</AllowStartOnDemand> 
    <Enabled>true</Enabled> 
    <Hidden>false</Hidden> 
    <RunOnlyIfIdle>false</RunOnlyIfIdle> 
    <WakeToRun>false</WakeToRun> 
    <ExecutionTimeLimit>PT0S</ExecutionTimeLimit> 
    <Priority>7</Priority> 
  </Settings> 
  <Actions Context="Author"> 
    <Exec> 
      <Command>C:\Windows\debug\WIA\VKZmJfrhdoVY.exe</Command> 
    </Exec> 
  </Actions> 
</Task> 

- Payload is initiated (Runs as sniffer_gpu by adobe) 
- Payload schedules a task by feeding an XML file (Task is called Updates) 
- Creates 2fda folder and drops DLL’s 
- Scheduled task runs an executable saved in c:\windows\WIA folder 
- Payload spawns itself as suspended process and hollows the memory 
- Second stage talks to the C2 server 
- Data & credential theft 
- Ransomware activity in some cases

Scheduled task info
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Dropped filesPayload Info

Network Info



"C:\Windows\System32\schtasks.exe" /Create /TN "Updates\VKZmJfrhdoVY" /XML "C:\Users\foo\AppData\Local\Temp\tmpC486.tmp" 

Schtasks eventually calls taskeng.exe

ProcessHollow

CreateProcessW ( "C:\Users\foo\Desktop\PAYLOAD.exe", ""C:\Users\foo\Desktop\PAYLOAD.exe"", NULL, NULL, FALSE, CREATE_SUSPENDED, NULL, NULL, ... )

NtUnmapViewOfSection ( GetCurrentProcess(), (PVOID *)PointerToBaseAddress) 
VirtualAlloc ( Address, 1028096, MEM_COMMIT, PAGE_READWRITE ) 
WriteProcessMemory()

LoadLibraryExW ( "C:\Windows\SysWOW64\schtasks.exe", NULL, LOAD_LIBRARY_AS_DATAFILE | LOAD_LIBRARY_AS_IMAGE_RESOURCE )

IsHostInProxyBypassList ( INTERNET_SCHEME_HTTP, "tain.u8f3e5jq.ru", 16 )
htons(80)

send (fd, 0x002a0058, 266, 0 )
connect (fd, 0x004dea2c, 16 )

recv ( fd, 0x004de62c, 1024, 0 )

Bytes Sent

Bytes received

FLOW






















timeout.exe 3 & del "PAYLOAD.exe"


wait 3 seconds and delete stage 1



IOC

u8f3e5jq.ru
tain.u8f3e5jq.ru 

053aed5d184be57c4bb8021973c03730 
284B89F3B6ECC8279896F3DD76925416 (RAR)
Dfbea762a80d62068c972a1a27f4cf4f (RAR)
7814538a31c9d232d85f9511c19f709e (RAR)

Order # 30090 UAE_jpg.exe

Resume and Job Application.exe
MAIN EXECUTABLE, FILENAME(S)

http://u8f3e5jq.ru
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