
MS Visual Basic 6.0 Binary

1st stage calls a .bat file 
CreateProcess() 
cmd /c C:\Users\<UID>\AppData\Local\Temp\<rand>.bat C:\Users\test01\Desktop\payload.exe 
del %1 used to delete the previous binary 
Eventually the payload hooks certain functions to get system information

HANDLES
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2nd stage Binary

.text 0x401000 - 0x42f5a0      =     189856 bytes -> VB

ExeName32="Bigh Fand.exe"
Name="Biradiate"
Title="Skulked4"

vbaVarAdd -> vbaNew2 -> vbaFreeVar

mov esi, [00401088h]   // vbaVarAdd
lea ecx, var_40
mov var_38, eax
lea edx, var_30
push ecx


RandomName.exe


