
C:\Users\test3\Desktop\tasksche.exe     [ 0x00400000 ] 

C:\Windows\SysWOW64\ntdll.dll     [ 0x77E80000 ] 
C:\Windows\syswow64\kernel32.dll     [ 0x75E90000 ] 
C:\Windows\syswow64\KERNELBASE.dll     [ 0x75E40000 ] 
C:\Windows\syswow64\USER32.dll     [ 0x77920000 ] 
C:\Windows\syswow64\GDI32.dll     [ 0x75DB0000 ] 
C:\Windows\syswow64\LPK.dll     [ 0x76840000 ] 
C:\Windows\syswow64\USP10.dll     [ 0x75C50000 ] 
C:\Windows\syswow64\msvcrt.dll     [ 0x76060000 ] 
C:\Windows\syswow64\ADVAPI32.dll     [ 0x75D10000 ] 
C:\Windows\SysWOW64\sechost.dll     [ 0x777C0000 ] 
C:\Windows\syswow64\RPCRT4.dll     [ 0x765A0000 ] 
C:\Windows\syswow64\SspiCli.dll     [ 0x759F0000 ] 
C:\Windows\syswow64\CRYPTBASE.dll     [ 0x759E0000 ] 
C:\Windows\system32\IMM32.DLL     [ 0x75A50000 ] 
C:\Windows\syswow64\MSCTF.dll     [ 0x75F90000 ] 
C:\Windows\system32\apphelp.dll     [ 0x751D0000 ] 
C:\Windows\system32\CRYPTSP.dll     [ 0x74D10000 ] 
C:\Windows\system32\rsaenh.dll     [ 0x74CD0000 ] 
C:\Windows\syswow64\SHELL32.dll     [ 0x76B10000 ] 
C:\Windows\syswow64\SHLWAPI.dll     [ 0x76990000 ] 
C:\Windows\system32\MSVCP60.dll     [ 0x74C60000 ] 
C:\Windows\system32\ntmarta.dll     [ 0x746C0000 ] 
C:\Windows\syswow64\WLDAP32.dll     [ 0x769F0000 ] 
C:\Windows\syswow64\ole32.dll     [ 0x76110000 ] 
C:\Windows\system32\uxtheme.dll     [ 0x746F0000 ] 
C:\Windows\system32\IconCodecService.dll     [ 0x74E90000 ] 
C:\Windows\system32\WindowsCodecs.dll     [ 0x74B60000 ] 

C:\Users\test3\Desktop\@WanaDecryptor@.exe     [ 0x00400000 ] 

C:\Windows\SysWOW64\ntdll.dll     [ 0x77E80000 ] 
C:\Windows\syswow64\kernel32.dll     [ 0x75E90000 ] 
C:\Windows\syswow64\KERNELBASE.dll     [ 0x75E40000 ] 
C:\Windows\system32\MFC42.DLL     [ 0x749F0000 ] 
C:\Windows\syswow64\msvcrt.dll     [ 0x76060000 ] 
C:\Windows\syswow64\USER32.dll     [ 0x77920000 ] 
C:\Windows\syswow64\GDI32.dll     [ 0x75DB0000 ] 



C:\Windows\syswow64\LPK.dll     [ 0x76840000 ] 
C:\Windows\syswow64\USP10.dll     [ 0x75C50000 ] 
C:\Windows\syswow64\ADVAPI32.dll     [ 0x75D10000 ] 
C:\Windows\SysWOW64\sechost.dll     [ 0x777C0000 ] 
C:\Windows\syswow64\RPCRT4.dll     [ 0x765A0000 ] 
C:\Windows\syswow64\SspiCli.dll     [ 0x759F0000 ] 
C:\Windows\syswow64\CRYPTBASE.dll     [ 0x759E0000 ] 
C:\Windows\syswow64\ole32.dll     [ 0x76110000 ] 
C:\Windows\syswow64\OLEAUT32.dll     [ 0x77890000 ] 
C:\Windows\system32\ODBC32.dll     [ 0x745F0000 ] 
C:\Windows\syswow64\SHELL32.dll     [ 0x76B10000 ] 
C:\Windows\syswow64\SHLWAPI.dll     [ 0x76990000 ] 
C:\Windows\WinSxS\x86_microsoft.windows.common-
controls_6595b64144ccf1df_6.0.7600.16385_none_421189da2b7fabfc
\COMCTL32.dll     [ 0x73690000 ] 
C:\Windows\syswow64\urlmon.dll     [ 0x76850000 ] 
C:\Windows\syswow64\CRYPT32.dll     [ 0x76470000 ] 
C:\Windows\syswow64\MSASN1.dll     [ 0x77E50000 ] 
C:\Windows\syswow64\iertutil.dll     [ 0x76270000 ] 
C:\Windows\system32\MSVCP60.dll     [ 0x74C60000 ] 
C:\Windows\syswow64\WS2_32.dll     [ 0x76AD0000 ] 
C:\Windows\syswow64\NSI.dll     [ 0x76690000 ] 
C:\Windows\syswow64\WININET.dll     [ 0x766A0000 ] 
C:\Windows\syswow64\Normaliz.dll     [ 0x76590000 ] 
C:\Windows\system32\IMM32.DLL     [ 0x75A50000 ] 
C:\Windows\syswow64\MSCTF.dll     [ 0x75F90000 ] 
C:\Windows\system32\odbcint.dll     [ 0x73F80000 ] 
C:\Windows\system32\RICHED32.DLL     [ 0x74B40000 ] 
C:\Windows\system32\RICHED20.dll     [ 0x73F00000 ] 
C:\Windows\system32\uxtheme.dll     [ 0x746F0000 ] 
C:\Windows\system32\dwmapi.dll     [ 0x749D0000 ] 
C:\Windows\system32\mswsock.dll     [ 0x74680000 ] 
C:\Windows\System32\wshtcpip.dll     [ 0x74B50000 ] 
C:\Windows\system32\apphelp.dll     [ 0x751D0000 ] 

C:\Users\test3\Desktop\@WanaDecryptor@.exe     [ 0x00400000 ] 

C:\Windows\SysWOW64\ntdll.dll     [ 0x77E80000 ] 
C:\Windows\syswow64\kernel32.dll     [ 0x75E90000 ] 
C:\Windows\syswow64\KERNELBASE.dll     [ 0x75E40000 ] 



C:\Windows\system32\MFC42.DLL     [ 0x749F0000 ] 
C:\Windows\syswow64\msvcrt.dll     [ 0x76060000 ] 
C:\Windows\syswow64\USER32.dll     [ 0x77920000 ] 
C:\Windows\syswow64\GDI32.dll     [ 0x75DB0000 ] 
C:\Windows\syswow64\LPK.dll     [ 0x76840000 ] 
C:\Windows\syswow64\USP10.dll     [ 0x75C50000 ] 
C:\Windows\syswow64\ADVAPI32.dll     [ 0x75D10000 ] 
C:\Windows\SysWOW64\sechost.dll     [ 0x777C0000 ] 
C:\Windows\syswow64\RPCRT4.dll     [ 0x765A0000 ] 
C:\Windows\syswow64\SspiCli.dll     [ 0x759F0000 ] 
C:\Windows\syswow64\CRYPTBASE.dll     [ 0x759E0000 ] 
C:\Windows\syswow64\ole32.dll     [ 0x76110000 ] 
C:\Windows\syswow64\OLEAUT32.dll     [ 0x77890000 ] 
C:\Windows\system32\ODBC32.dll     [ 0x745F0000 ] 
C:\Windows\syswow64\SHELL32.dll     [ 0x76B10000 ] 
C:\Windows\syswow64\SHLWAPI.dll     [ 0x76990000 ] 
C:\Windows\WinSxS\x86_microsoft.windows.common-
controls_6595b64144ccf1df_6.0.7600.16385_none_421189da2b7fabfc
\COMCTL32.dll     [ 0x73690000 ] 
C:\Windows\syswow64\urlmon.dll     [ 0x76850000 ] 
C:\Windows\syswow64\CRYPT32.dll     [ 0x76470000 ] 
C:\Windows\syswow64\MSASN1.dll     [ 0x77E50000 ] 
C:\Windows\syswow64\iertutil.dll     [ 0x76270000 ] 
C:\Windows\system32\MSVCP60.dll     [ 0x74C60000 ] 
C:\Windows\syswow64\WS2_32.dll     [ 0x76AD0000 ] 
C:\Windows\syswow64\NSI.dll     [ 0x76690000 ] 
C:\Windows\syswow64\WININET.dll     [ 0x766A0000 ] 
C:\Windows\syswow64\Normaliz.dll     [ 0x76590000 ] 
C:\Windows\system32\IMM32.DLL     [ 0x75A50000 ] 
C:\Windows\syswow64\MSCTF.dll     [ 0x75F90000 ] 
C:\Windows\system32\odbcint.dll     [ 0x73F80000 ] 
C:\Windows\system32\RICHED32.DLL     [ 0x74B40000 ] 
C:\Windows\system32\RICHED20.dll     [ 0x73F00000 ] 
C:\Windows\system32\uxtheme.dll     [ 0x746F0000 ] 
C:\Windows\system32\dwmapi.dll     [ 0x749D0000 ] 
C:\Windows\system32\PROPSYS.dll     [ 0x6F830000 ] 
C:\Windows\system32\apphelp.dll     [ 0x751D0000 ] 
C:\Windows\syswow64\CLBCatQ.DLL     [ 0x767A0000 ] 
C:\Windows\SysWOW64\ieframe.dll     [ 0x6EDB0000 ] 
C:\Windows\syswow64\PSAPI.DLL     [ 0x76830000 ] 



C:\Windows\SysWOW64\OLEACC.dll     [ 0x71930000 ] 
C:\Windows\system32\profapi.dll     [ 0x73250000 ] 
C:\Windows\syswow64\SETUPAPI.dll     [ 0x75AB0000 ] 
C:\Windows\syswow64\CFGMGR32.dll     [ 0x77760000 ] 
C:\Windows\syswow64\DEVOBJ.dll     [ 0x75CF0000 ] 
C:\Windows\system32\MPR.dll     [ 0x753C0000 ] 

C:\Users\test3\Desktop\TaskData\Tor
\taskhsvc.exe     [ 0x00050000 ] 

C:\Windows\SysWOW64\ntdll.dll     [ 0x77E80000 ] 
C:\Windows\syswow64\kernel32.dll     [ 0x75E90000 ] 
C:\Windows\syswow64\KERNELBASE.dll     [ 0x75E40000 ] 
C:\Users\test3\Desktop\TaskData\Tor\libevent-2-0-5.dll     [ 0x73E70000 
] 
C:\Users\test3\Desktop\TaskData\Tor\libssp-0.dll     [ 0x74500000 ] 
C:\Windows\syswow64\ADVAPI32.dll     [ 0x75D10000 ] 
C:\Windows\syswow64\msvcrt.dll     [ 0x76060000 ] 
C:\Windows\SysWOW64\sechost.dll     [ 0x777C0000 ] 
C:\Windows\syswow64\RPCRT4.dll     [ 0x765A0000 ] 
C:\Windows\syswow64\SspiCli.dll     [ 0x759F0000 ] 
C:\Windows\syswow64\CRYPTBASE.dll     [ 0x759E0000 ] 
C:\Users\test3\Desktop\TaskData\Tor
\libgcc_s_sjlj-1.dll     [ 0x73290000 ] 
C:\Windows\syswow64\SHELL32.dll     [ 0x76B10000 ] 
C:\Windows\syswow64\SHLWAPI.dll     [ 0x76990000 ] 
C:\Windows\syswow64\GDI32.dll     [ 0x75DB0000 ] 
C:\Windows\syswow64\USER32.dll     [ 0x77920000 ] 
C:\Windows\syswow64\LPK.dll     [ 0x76840000 ] 
C:\Windows\syswow64\USP10.dll     [ 0x75C50000 ] 
C:\Windows\syswow64\WS2_32.dll     [ 0x76AD0000 ] 
C:\Windows\syswow64\NSI.dll     [ 0x76690000 ] 
C:\Users\test3\Desktop\TaskData\Tor\LIBEAY32.dll     [ 0x6F930000 ] 
C:\Users\test3\Desktop\TaskData\Tor\SSLEAY32.dll     [ 0x71970000 ] 
C:\Users\test3\Desktop\TaskData\Tor\zlib1.dll     [ 0x744D0000 ] 
C:\Windows\system32\CRYPTSP.dll     [ 0x74D10000 ] 
C:\Windows\system32\rsaenh.dll     [ 0x74CD0000 ] 
C:\Windows\system32\IMM32.DLL     [ 0x75A50000 ] 
C:\Windows\syswow64\MSCTF.dll     [ 0x75F90000 ] 
C:\Windows\syswow64\ole32.dll     [ 0x76110000 ] 



C:\Windows\system32\uxtheme.dll     [ 0x746F0000 ] 
C:\Windows\WinSxS\x86_microsoft.windows.common-
controls_6595b64144ccf1df_6.0.7600.16385_none_421189da2b7fabfc
\comctl32.dll     [ 0x73690000 ] 
C:\Windows\syswow64\OLEAUT32.dll     [ 0x77890000 ] 
C:\Windows\syswow64\CLBCatQ.DLL     [ 0x767A0000 ] 
C:\Windows\system32\propsys.dll     [ 0x6F830000 ] 
C:\Windows\system32\mswsock.dll     [ 0x74680000 ] 
C:\Windows\System32\wshtcpip.dll     [ 0x74B50000 ] 
C:\Windows\syswow64\SETUPAPI.dll     [ 0x75AB0000 ] 
C:\Windows\syswow64\CFGMGR32.dll     [ 0x77760000 ] 
C:\Windows\syswow64\DEVOBJ.dll     [ 0x75CF0000 ] 
C:\Windows\system32\iphlpapi.dll     [ 0x74EB0000 ] 
C:\Windows\system32\WINNSI.DLL     [ 0x74EA0000 ] 
C:\Windows\system32\dhcpcsvc6.DLL     [ 0x73E60000 ] 
C:\Windows\system32\dhcpcsvc.DLL     [ 0x73270000 ] 

C:\Users\test3\Desktop\@WanaDecryptor@.exe     [ 0x00400000 ] 

C:\Windows\SysWOW64\ntdll.dll     [ 0x77E80000 ] 
C:\Windows\syswow64\kernel32.dll     [ 0x75E90000 ] 
C:\Windows\syswow64\KERNELBASE.dll     [ 0x75E40000 ] 
C:\Windows\system32\MFC42.DLL     [ 0x749F0000 ] 
C:\Windows\syswow64\msvcrt.dll     [ 0x76060000 ] 
C:\Windows\syswow64\USER32.dll     [ 0x77920000 ] 
C:\Windows\syswow64\GDI32.dll     [ 0x75DB0000 ] 
C:\Windows\syswow64\LPK.dll     [ 0x76840000 ] 
C:\Windows\syswow64\USP10.dll     [ 0x75C50000 ] 
C:\Windows\syswow64\ADVAPI32.dll     [ 0x75D10000 ] 
C:\Windows\SysWOW64\sechost.dll     [ 0x777C0000 ] 
C:\Windows\syswow64\RPCRT4.dll     [ 0x765A0000 ] 
C:\Windows\syswow64\SspiCli.dll     [ 0x759F0000 ] 
C:\Windows\syswow64\CRYPTBASE.dll     [ 0x759E0000 ] 
C:\Windows\syswow64\ole32.dll     [ 0x76110000 ] 
C:\Windows\syswow64\OLEAUT32.dll     [ 0x77890000 ] 
C:\Windows\system32\ODBC32.dll     [ 0x745F0000 ] 
C:\Windows\syswow64\SHELL32.dll     [ 0x76B10000 ] 
C:\Windows\syswow64\SHLWAPI.dll     [ 0x76990000 ] 



C:\Windows\WinSxS\x86_microsoft.windows.common-
controls_6595b64144ccf1df_6.0.7600.16385_none_421189da2b7fabfc
\COMCTL32.dll     [ 0x73690000 ] 
C:\Windows\syswow64\urlmon.dll     [ 0x76850000 ] 
C:\Windows\syswow64\CRYPT32.dll     [ 0x76470000 ] 
C:\Windows\syswow64\MSASN1.dll     [ 0x77E50000 ] 
C:\Windows\syswow64\iertutil.dll     [ 0x76270000 ] 
C:\Windows\system32\MSVCP60.dll     [ 0x74C60000 ] 
C:\Windows\syswow64\WS2_32.dll     [ 0x76AD0000 ] 
C:\Windows\syswow64\NSI.dll     [ 0x76690000 ] 
C:\Windows\syswow64\WININET.dll     [ 0x766A0000 ] 
C:\Windows\syswow64\Normaliz.dll     [ 0x76590000 ] 
C:\Windows\system32\IMM32.DLL     [ 0x75A50000 ] 
C:\Windows\syswow64\MSCTF.dll     [ 0x75F90000 ] 
C:\Windows\system32\odbcint.dll     [ 0x73F80000 ] 
C:\Windows\system32\RICHED32.DLL     [ 0x74B40000 ] 
C:\Windows\system32\RICHED20.dll     [ 0x73F00000 ] 
C:\Windows\system32\uxtheme.dll     [ 0x746F0000 ] 
C:\Windows\system32\dwmapi.dll     [ 0x749D0000 ] 
C:\Windows\system32\IconCodecService.dll     [ 0x74E90000 ] 
C:\Windows\system32\WindowsCodecs.dll     [ 0x74B60000 ] 
C:\Windows\system32\msls31.dll     [ 0x718A0000 ] 


