
ETERNALBLUE      = kernel exploit 
DOUBLEPULSAR   = kernel backdoor [ LOAD DLL | LOAD SHELLCODE ]

ATTACKERS MACHINE MAKING 3 WAY HANDSHAKE

(*CreateProcessA)(0x0, "rundll32.exe"
(*VirtualAllocEx)           
(*SetThreadContext)
(*WriteProcessMemory)
(*ResumeThread)
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172.16.177.190 = Attacker’s machine�
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INJECTION FOLLOWED BY LSASS.EXE SPAWNING RUNDLL32.EXE
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SPRAY MEMORY
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Attacker’s machine (10.0.0.99) can make multiple connections to victims machine on port 445 especially when its 
running for the first time. Following are separate connection i.e. starting with a 3-way handshake & not just the 
continuation of a session. 

Since its an OS / kernel exploit any error could lead to a reboot. Also number of connections depend on the 
backdoor presence on the victim’s machine. 



SUMMARY

SMBv1 PORT 445

Kernel resident payload

USER

KERNEL

APC TO REACH USER SPACE  
LSASS.exe etc

RUNDLL 
REVERSE_SHELL 
INSTALL 
LOAD_SHELL 
MALWARE 
MALICIOUS PAYLOAD
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In case of reverse shell, a tunnel will be established with the C2.


