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Webshell is simply a backdoor used by attackers to enable remote administration and control. It’s 
normally an obfuscated script i.e. php, cgi, aspx. Attacker could access webshell at any time, upload, 
download and execute scripts or malicious binaries.  They could be sitting on very important servers 
for years, without anyone noticing them. Goal for this writing is to make sure such attacks could be 
detected and prevented easily.  

WHY WEBSHELL? 

Its an easy way to control a machine remotely, exfiltrate data and make lateral movement possible 

WHO IS THE VICTIM? 

Webshells are used against servers, especially public facing ones. Imagine if an attacker uploads a 
script called foo.aspx to a server’s wwwroot or www directory. Attacker can access that page any time 
externally as its a public facing server. 

WHAT DOES IT LOOK LIKE? 

 It could be a php or aspx script. Mostly they are obfuscated. 

Value “Y21kLmV4ZQ==“ translates to cmd.exe. This option is used when attacker wants to utilize 
windows CMD.exe to execute a system command. It runs over the web. Please not, it’s not a 
reverseshell, where an attacker has to create a reverse tunnel to a CnC server.  On access attacker gets 
the page, where attacker can perform certain operations. 

Login 
Command 
File name 
Save as 
Upload 
Download 
New Tim 
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On access webshell could look something like this: 

Attacker can make it more efficient to perform other operations as well. 

CAN WE GET MORE DETAILS ON THE COMMUNICATION / TRAFFIC? 

Once attacker gets access to the page, attacker can provide a login or authId and perform a task. The 
following screen shot shows the passtext i.e. used as a password. 
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Attacker can simply launch a command i.e. using CMD.exe. Lets assume the landing page is called 
cmd.aspx. Attacker is able to execute any command using the webshell. 
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In the following traffic trace, attacker is trying to get ip information via ipconfig command. 

Trace for MKDIR 
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Trace for PING.exe 

 

So far I showed you that an attacker could run system commands without any issues and receive the 
output. At the same time attacker could upload files as well. Files could be simple scripts, config files or  
simply malicious binaries. It could be an encrypted payload, that is decrypted after the upload is 
complete. This simply means all the network layer control / prevention won’t be able to identify / 
detect the file type. IPS won’t be able to apply proper signatures as the traffic is passing by. 
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HOW TO DETECT / PREVENT WEBSHELLS? 

There is no easy answer to this question, no silver bullet. Its a mixture of using the right tools and the 
right people.  

WHITE LISTING OF CHILD PROCESSES: 

This one is very critical especially in case of a system command, meaning when an attacker executes 
CMD.exe, PING.exe, MKDIR.exe, anything in system32 folder etc. Let’s take a quick look at what 
happens when an attacker tries to execute the above scenario by running ‘systeminfo’ command. 

Format: TimeStamp, process [PID], parentProcess, ParentProcess PID 

- IIS service process (w3wp.exe) spawns cmd.exe. 

- cmd.exe spawns conhost.exe 

- cmd.exe spawns systeminfo.exe 

This means if we block w3wp.exe from spawning cmd.exe, attacker won’t be able to execute any 
command that relies on cmd.exe. But attacker could use other commands as well. Its not a good idea 
to keep black listing child processes.  

The best solution is that w3wp.exe should be able to spawn only certain amount of commands i.e. we 
apply white listing instead of black listing.  Make sure all the white listed applications have trusted 
publishers. CSC.exe or CTRES.exe could be white listed in case of a webServer. You can always have a 
web server running in a test lab (Replica of your production server). Black list all the child processes. 
Now keep testing and interacting with the server and come up with the white list. 
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FILE CHECK AT WWWROOT FOLDER: 

White listing of a child process or white listing by functionality is good enough but what if an attacker 
tries to upload a file? This time there is no spawning of a system command. Everything is running 
within the memory. There is a function to upload a file within the webshell i.e. no system command.  

In this situation NtCreatfile, NtReadFile and NtWritefile functions would be used. If the attacker doesn't 
have the right permissions, function comes back with the following error code. 

                              STATUS_ACCESS_DENIED   {Access Denied} 

So simply whitelisting won’t help. 

Write a script that would inspect the www or wwwroot or where the root folder is. The script looks for 
any new files. I wrote a quick tool and here is how it works: 

- Tool requires a path e.g. %SYSTEMDRIVE%\inetpub\wwwroot\ or c:\inetpub\wwwroot\. 

- On the first time when script runs it creates a snapshot and makes a white list of all the files and 
folders. In the following screenshot 7 files + 1 folder was added to the white list. Snap shot is saved 
in a DB. 
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- Once the white list / snap shot is in the DB. Next iteration would only look for new entries. Following 
screen shot shows that no new entry found 

- If there is a new file uploaded hidden or not, the tool will throw an alert. 

This way if an attacker was able to bypass a ‘file upload’ vulnerability, used an exploit or a malware to 
upload a webshell to wwwroot folder, tool would throw an alert. 

PERMISSIONS AND ACCESS: 

Try not to run the web server as admin / localadmin. 
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KEEP WATCHING THE ACCESS_LOG 

This is another way to know whats going on with your web server or exchange server. I wrote a very 
simple tool that would provide the following: 

Source IP address, Country, GET | POST, BrowserUsed, HTTP_CODE etc. 

In many cases the source ip address will be NAT’ed. Please make sure you configure it in a way where 
you see the original / external ip address. Tool will generate an html and a pdf. Here is a snapshot. 

In case of exchange server, try correlating userID, browser and country as well. 
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KEEP AN EYE ON FILE TYPES: 

If your web server allows users to upload files, make sure, it ONLY allows certain file types i.e. watch out 
for magic structures. Developers could do a better job here. On the network side make sure your 
firewall blocks binaries. Apply IPS signatures for aspx, php, JS etc. 

TEST YOUR SERVER: 

Keep testing your server for vulnerabilities like cross-site scripting, sqlInjection, file upload 
vulnerabilities and other holes. 

PATCH IN TIME: 

Make sure you patch your server(s) in timely fashion for new vulnerabilities and exploits. 

UNINSTALL UNECESSARY SOFTWARE FROM YOUR SERVER(s): 

I have noticed that in many companies, security folks have installed browsers and other software on 
their servers. Some check their emails. Make sure that servers have absolute minimum amount of 
software running i.e. what ever is required. 

LAST BUT NOT LEAST, HIRE SMART SECURITY FOLKS. 

You can buy the most expansive tools in the market. At the end of the day you need some one to utilize 
those tools smartly and in an efficient way, look out for the right alerts and events, write scripts to add 
extra logging and detection. If security team is relying on tools only i.e. without applying the right 
configurations, security won’t improve. 
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