
- Shamoon attack requires admin credentials. 
- It does not have any code path to a zero day vulnerability. Where it can exploit an OS 

vulnerability and do privilege escalation.
- Its malware only, so it means it needs all the info like credentials to begin with
- One can’t just click on the dropper and execute it.
- Shamoon does need to be directed somehow.

So what is the entry point?

Maybe the attacker logged in to the network and launch the attack. Thats what most of the 
victims think! Since machines were completely destroyed it wasn’t easy to gather all the files. 
Over the past few weeks I have noticed a trend where lateral movement was done via following 
pattern.

-   psExec
- paExec
- deployment.bat
- list.txt

All this could be present in a zip archive.

In Shamoon’s case, binaries were copied to system32 folder




